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Abstract

Do export controls cause cyberespionage? Despite significant interest in both
export controls and cyberespionage, the link between them remains understudied.
This article argues that when export controls restrict a target country's access to
advanced technology, it may resort to cyberespionage as a workaround. A 2SRl
analysis of 747,716 directed dyad-year cases from 2001 to 2020 shows that
countries under export sanctions are more likely to conduct cyberespionage
attacks against sanctioning countries during this period. Case studies of North
Korea and China further illustrate how export controls can drive cyberespionage.
These empirical findings support our hypothesis, suggesting that states may
conduct cyberespionage as a means of circumventing export controls.
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INTRODUCTION

Cyberespionage has prompted growing concern around the world. Most
notably, though not exclusively, the United States, amid its strategic competition
with China, has elevated cyberespionage to a central issue in international
politics. Richard Clarke, special advisor on cybersecurity in the George W. Bush
administration, warned that the United States would lose the competition “as
company after company in the United States spends millions, hundreds of
millions, in some cases billions of dollars on R&D and that information goes free
to China,” and thus, the “greatest fear is that rather than having a cyber-Pearl
Harbor event, we will instead have this death of a thousand cuts” (Rosenbaum
2012). Similarly, the chairman of the US House Intelligence Committee alleged,
“There is a concerted effort by the government of China to get into the business
of stealing economic secrets to put into use of in China to compete against the
U.S. economy” (Schlesinger 2012). In 2012, General Keith Alexander, then
director of the U.S. National Security Agency and commander of Cyber
Command, called cyberespionage “the greatest transfer of wealth in history”
(Rogin 2012). In July 2024, the U.S. Cybersecurity and Infrastructure Security
Agency released a cybersecurity advisory on North Korean cyberespionage.
According to the advisory, Andariel, a state-sponsored cyber organization under
the third bureau of North Korea's Reconnaissance General Bureau (RGB), is
conducting cyberespionage targeting the technical information and intellectual
property of defense, aerospace, nuclear, and engineering-related organizations,
while financing its operations through ransomware (Cybersecurity and
Infrastructure Security Agency 2024).

China has allegedly sought to close the technology gap by stealing advanced
technologies from Western industrialized nations. In response, the United States
has adopted export controls to maintain a technological edge over China.
Cyberespionage is not limited to China and North Korea; other states, notably
Russia and Iran, also engage in such activities. Importantly, for countries
restricted from legitimate transactions by economic sanctions—particularly
export controls on dual-use goods—cyberespionage has become a new avenue
to acquire not only enormous financial resources but also advanced technology.
Cyberattacks have been on the rise, particularly in the form of cyberespionage
aimed at stealing technological information, as competition in the security and
economic domains among strategic rivals has intensified (Blackwell and Harris
2016; Buchanan 2020; Segal 2016). Accordingly, we observe a simultaneous
increase in both export control measures and cyberespionage.

Existing studies, however, seldom analytically examine the conditions under
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which states commit economic and industrial espionage, let alone cyberespionage.
Only a few studies exist (Akoto 2024). To address this gap, this study asks whether
export sanctions lead to cyberespionage, thereby identifying a key condition
under which states are incentivized to engage in such activities. Whereas most
studies address either espionage or economic sanctions separately, this research
highlights the seemingly paradoxical and previously unexamined relationship
between the two phenomena. It is paradoxical that export controls, designed to
prevent adversaries from advancing technologically, may instead incentivize
cyberespionage aimed at acquiring advanced technology information. In this
sense, the study reveals a sobering and previously unexamined relationship:
cyberespionage is often adopted as a countermeasure to economic sanctions.
This is a critical dynamic that policymakers should consider both when designing
sanctions regimes and when developing strategies to counter cyberespionage.

In response to the research gap, we argue that export sanctions are not just
coincidental to the rise of cyberespionage, but rather constitute a causal driver
of it. While cyber operations may proliferate as information technologies
advance, our focus lies in showing how economic sanctions systematically
incentivize states to adopt cyberespionage as a strategic substitute for accessing
restricted technology. Export controls, in particular, are often introduced to
impede the flow of advanced technology to (potential) adversaries so as to prevent
them from developing sophisticated weapon systems and to maintain technology
gaps between sanctioning and sanctioned states. On the other hand, sanctioned
countries continue to seek to secure access to advanced technologies not only for
national security purposes but also for technological innovation and economic
growth. However, since legitimate methods of technology transfer are restricted
by export regulations, alternative approaches must be pursued to ensure
continuous flows of advanced technology. Therefore, cyberespionage emerges
as an attractive policy option for sanctioned states as it can be efficient, difficult
to attribute clearly to a particular perpetrator, and allows for plausible
deniability.

To test our argument, we conduct both large-N and small-N analyses. For the
general trend, we employ a Two-Stage Residual Inclusion (2SRI) approach to
address concerns about the endogeneity between economic sanctions and
cyberespionage. The results support our hypothesis that states are more likely
to conduct cyberespionage under export controls. Countries subject to export
sanctions are found to conduct more cyberespionage against sanctioning
countries than those not subject to export sanctions, controlling for factors
known to influence cyberattacks. The controlled variables, such as strategic
rivalry between the two countries and dyadic democracy, are all found to affect
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cyberespionage, consistent with predictions from prior research. The case
studies focus on North Korea and China, illustrating how they use cyberespionage
under export restrictions.

While the discussion on cyberattacks in the context of rivalries has expanded
substantially, linking foreign economic policy to a state’s malicious behavior in
cyberspace remains a relatively new research area and merits further systematic
investigation. In light of this, this article is one of the first to identify economic
sanctions as a cause of cyberattacks, specifically by establishing a link between
export sanctions and cyberespionage. Another contribution the article makes to
the literature is that, unlike previous research in the traditional economic
sanctions field, which focuses on why the sender state imposes economic
sanctions and whether the sanctions succeed or not, this study highlights how
the target country responds through cyberspace. The article also makes a policy
contribution by cautioning policymakers, who consider economic sanctions,
such as export controls, in the context of restricting technology transfer (Reinsch
et al. 2024; Meijer 2016). This is noteworthy because such economic measures can
provoke countermeasures by the target state in an unexpected domain, such as
cyberspace, in the form of cyberespionage to circumvent regulations and gain
access to restricted technologies. As export controls on advanced technology are
expected to be utilized more extensively in the face of technological competition,
the article urges policymakers to consider potential reactions of the target state,
which could facilitate the illicit acquisition of restricted technologies through
cyberspace.

The remainder of this article proceeds as follows. The next section reviews
existing research on cyberespionage in the context of economic sanctions. Then,
the article presents the theoretical arguments and derives a hypothesis. This is
followed by the research design with data and methodological descriptions, and
the large-N and small-N analyses. The conclusion summarizes the findings with
discussions of contributions, policy implications, and future research agenda.

CYBERESPIONAGE UNDER ECONOMIC SANCTIONS

Cyberespionage is a burgeoning area of research among International
Relations (IR) scholars (Akoto 2024; Lindsay et al. 2015). This trend is partly driven
by the rise of cyberspace as a venue where major state actors clash and
international norms remain unsettled (Arquilla 2021; Buchanan 2020; Ebert and
Maurer 2013; Grigsby 2017; Tikk and Kerttunen 2018). Additionally, cyberespionage
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has garnered substantial scholarly attention because it has emerged as a primary
method for adversaries to exploit foreign technology, strengthen their national
security, and undermine competitors’ capabilities.

Cyberespionage in this study refers to the clandestine theft of sensitive
information, intellectual property, or state secrets through cyberspace, typically
conducted by state-sponsored actors against foreign entities. While often used
interchangeably with ‘economic espionage’ or ‘industrial espionage, it is
important to note that industrial espionage generally refers to activities by
individual companies against competitors for commercial purposes, whereas
economic espionage often encompasses government activities for broader
non-commercial or strategic objectives. Our focus here is on state-sponsored
cyberespionage aimed at illicitly acquiring technological or strategic
information. This form of cyber operation primarily involves unauthorized
access and data exfiltration, distinguishing it from cyberattacks aimed at
disruption or degradation. It encompasses both short-term espionage, which
seeks to gain access to and leverage critical information for immediate advantage,
and long-term espionage, which seeks to manipulate an adversary’s future
decision-making by leveraging gathered information to enhance credibility and
capability (Maness et al. 2022).

Despite the growing volume of research on this topic, only a few studies have
attempted to systematically identify conditions under which states employ
cyberespionage. Many other studies adopt descriptive approaches to
cyberespionage in their case studies. Overall, the literature identifies several
reasons why states engage in cyberespionage.

First, cyberespionage is a way to promote national security. In their efforts to
ensure national security, states traditionally pursue two primary strategies:
external and internal balancing. The latter necessarily involves technological
development, which is the foundation of both economic and military
development. Historically, espionage has been used to exploit foreign
technology and secrets that are related to national security (Gilli and Gilli 2018;
Glitz and Myersson 2020).

These studies explain the fundamental motivations behind espionage,
including in cyberspace. It is true that most states engage in some degree of
espionage for national security purposes. However, a comprehensive
understanding of the specific conditions under which states are more likely to
conduct cyberespionage and why certain states are targeted more than others
remains underdeveloped.

Second, and in a similar vein, cyberespionage is often committed between
states engaged in strategic and military competition (Choucri and Clark 2018;
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Gartzke 2013; Lindsay et al. 2015). Rival states may employ cyberespionage to
wreak havoc on the target state. Moreover, when two states are involved in
military disputes, cyberattacks may accompany physical collisions on the
ground. Alternatively, cyberattacks may serve as a substitute for kinetic weapons
to inflict harm on the adversary. As such, states with more cyber capabilities are
more likely to employ cyberattacks, including cyberespionage, against their
adversaries.

Third, beyond security, the economic structure between the dyads also
provides incentives for cyberespionage. Notably, when the target state possesses
assets for a perpetrator to steal, it is more likely to experience cyberespionage.
The existence of valuable assets to steal can be captured in trade composition.
Accordingly, when trade composition between the states is skewed, a state is more
likely to steal valuable intellectual properties through cyberspace to make
interdependence more symmetrical (Akoto 2021; 2024).

To the best of our knowledge, however, no study has examined the impact of
economic sanctions on the incidence of cyberespionage, though a few have
addressed the broader relationship between the two. Some of those studies
suggest that economic sanctions are imposed because of illicit foreign
exploitation of high-tech information. Sanctions are then employed as a strategic
response to cyber threats (Lindsay and Cheung 2015). Other studies evaluate the
effect of economic sanctions on cyberespionage, although their effectiveness on
deterring cyberespionage is debated (Rowe 2019; Rusinova and Martynova 2024).
However, this study does not focus on whether economic sanctions are effective.
Rather, it seeks to identify the conditions that drive states toward cyberespionage,
specifically the role of economic sanctions.

Therefore, this research makes three prominent contributions. First, we offer
anew area of research by identifying a previously underexplored link between
economic sanctions and cyberespionage. Second, the extant research on
cyberespionage, and more broadly cyberattacks, tends to ignore the systematic
patterns of the phenomenon, while dealing with it more idiographically. Third,
while the economic sanctions literature mostly addresses whether economic
sanctions are effective, when economic sanctions are used, and how multilateral
sanctions are formed, this study highlights the post-sanctions phase, with
particular attention to how targeted states respond through cyberspace following
the imposition of economic sanctions.
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CYBERESPIONAGE AS A RESPONSE TO ECONOMIC SANCTIONS

Nation-states have a long history of conducting espionage to support
international as well as domestic interests. Internationally, when states attempt
to achieve internal balancing in the face of security threats, espionage may be
pursued in order to steal critical information on diplomatic, defensive, or
offensive military strategies and/or technology. States also have domestic
incentives because information on technology may serve to uphold regime
legitimacy not only through economic development but also through information
control capacity, such as internet censorship or cyber surveillance. Some
authoritarian states, such as China and Russia, are eager to exploit foreign
technologies to maintain social order and prevent challenges from political
dissidents (Lindsay and Cheung 2015). As the Internet has spread, cyberespionage
has become an alternative method for states to steal crucial information.

Historically, state-sponsored espionage has played a crucial role in smuggling
restricted items and stealing information critical to national security (Miller
2022). There are clear incentives for states to engage in exploitation of foreign
technology. The “advantage of backwardness” is perhaps the most representative
concept that illustrates how less developed states can close military or
economic-technology gaps with developed countries (Gerschenkron 1962). By
freeriding on the research and development of technology in advanced
countries, catching-up states (latecomers?) can save resources that would
otherwise have to be spent. The benefits of espionage include not only financial
and material aspects of expenses in the technology development process, but also
time, know-how, and accumulated experience in design, development, and
manufacturing. Thus, innovation is expected to occur more rapidly and
efficiently through espionage. As such, technology in high-tech sectors is more
valuable to illegally exploit than that of low-tech sectors.

States engage in cyberespionage primarily for two interconnected purposes:
national security and economic development/innovation. First, from a national
security perspective, states aim to achieve internal balancing against external
threats. This inherently involves technological development, which forms the
foundation of military strength. When states perceive a technological lag, they
may feel threatened within the anarchical international system, viewing it as
both a failure of internal balancing and an increased security threat. Therefore,
they are motivated to exploit foreign technology and secrets related to national
security (Gilli and Gilli 2018; Glitz and Myersson 2020).

Second, concerning economic development and innovation, states seek to
close military or economic-technological gaps with more developed countries.
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The concept of the “advantage of backwardness” highlights how less developed
states can save both time and resources by freeriding on the R&D of advanced
nations, thereby accelerating innovation through illicit means. While some
argue that increasing technological complexity has reduced this advantage (Gilli
and Gilli 2018; Mowery and Rosenberg 1989), the utility of espionage persists,
particularly between technologically similar states (Glitz and Myersson 2020),
and its expected utility may even increase as the cost of cyber-enabled espionage
diminishes.

Economic sanctions, especially export controls, significantly intensify these
pre-existing incentives for cyberespionage. Export controls are specifically
designed to regulate the outbound flow of high-tech goods, services, and
information closely associated with national security. While their effectiveness
in impeding technological progress is debated, there is consensus that they can
impede access to foreign technology and intellectual property (Jiang 2017) and
impose additional costs on obtaining critical items (Fuller 2023; Shivakumar et
al. 2024). Consequently, sanctioned states, facing prohibited official access to
crucial technological information, become more motivated to acquire it through
illicit means. These restrictions on foreign technology hamper their economic
and defense innovation, threatening their security. Economic sanctions widen
the information gap between states, causing sanctioned states to become
concerned about their technological lag (Akoto 2024; Lotrionte 2015). Given the
vital role of technological progress in both national security and economic
growth, sanctioned states are likely to seek ways to offset this widening gap.

Cyberspace offers an attractive avenue for states to conduct espionage due to
its unique characteristics. Cyberespionage is notably cost-efficient as it can be
conducted remotely without physical agents or tangible deliveries. It can yield
vast amounts of information at a fraction of the cost of traditional espionage,
serving as a low-cost substitute for conventional R&D (Melnitzky 2012).
Moreover, cyberespionage offers plausible deniability due to the inherent
difficulty of attribution. Even if a perpetrator is tracked, state involvement may
remain unconfirmed, particularly when proxies are used (Kello 2017, 40; Lachow
and Grossman 2018, 393). While customary international law may regard
espionage for national security as legitimate intelligence collection (Borghard
and Lonergan 2018, 33), the ambiguity of intent and attribution allows
governments to deny allegations of illegal cyberespionage, framing it as
legitimate intelligence gathering not for commercial purposes. This
combination of efficiency, low cost, and deniability makes cyberespionage an
appealing countermeasure for sanctioned states seeking to bypass restrictions
and acquire denied technologies.
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In sum, when economic sanctions prohibit states from accessing technology
information, they have higher incentives to conduct espionage for economic
development/innovation as well as national security. While cyberespionage may
grow alongside general technological development, this study emphasizes that
sanctions serve as a strategic push factor—creating material constraints that
make cyber operations more appealing. This argument leads to the following
hypothesis:

Hypothesis 1: States under export sanctions are more likely to conduct
cyberespionage toward states that impose sanctions.

ANALYTICAL FRAMEWORK

We test the argument that espionage is more likely to be conducted when
sanctions are imposed to offset the blocked flow of technology information with
large-N statistical models, which are then followed by case studies.

Cyberespionage

Data on state-sponsored cyber economic espionage come from the Dyadic
Cyber Incident and Campaign Dataset (DCID) version 2.0 compiled by Maness
et al. (2022). The dataset distinguishes cyber incidents by three strategies:
disruption, espionage, and degradation. Cyberespionage campaigns involve
stealing critical information, such as China’s theft of Lockheed Martin’s F-35
plans. Cyber events such as espionage often occur over long periods of time, and
several incidents may overlap during the same period. We add up the total
number of cyberespionage incidents undertaken by the sanctioned state
recorded in that year.

To analyze more recent time periods and to examine the broader applicability
of the hypothesis, this study uses an alternative dependent variable from the
European Repository of Cyber Incidents (EuRepoC) Global Dataset of Cyber
Incidents (Zettl-Schabath et al. 2025). This dataset includes incidents recorded
up to 2024, offering extended temporal coverage. While it does not restrict cases
to state-sponsored attacks, it enables the hypothesis to be extended beyond states
to domestic actors such as firms, which may also engage in cyberespionage under
export sanctions to gain access to advanced technologies. The analysis includes
only incidents classified as data theft.
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A general caveat should be taken into account when approaching any state
intelligence and military operations. For instance, successful cyber economic
espionage is typically conducted clandestinely; operations may remain dormant
for extended periods before executing their missions at an opportune moment.
Even if it is revealed, states tend not to identify themselves as perpetrators of such
operations. Furthermore, victims of such attacks—both private firms and
government agencies—are often reluctant to disclose these incidents, especially
when the damage is significant. Private actors, concerned about stock market
reactions and public reputation, have even stronger incentives not to disclose
such incidents (Carr 2016). Hence, it is reasonable to assume that a large number
of of cyberespionage campaigns remain undisclosed. This could introduce
uncertainty bias into the analysis, so the results should be interpreted with these
limitations.

Export Sanctions

We use the Global Sanctions Database (GSDB) version 4 for economic sanctions
(Felbermayr et al. 2020; Yalcin et al. 2025). Although there are other available
sanctions datasets, we use the GSDB because it contains data points up to the most
recent year, 2023. Since cyberespionage has only recently emerged as a policy tool
of state actors around the 2000s, as reflected in the time span of the DCID, we need
to fully leverage the available data without missing observations due to the
limited time scope of other variables in our analytical models. Export sanctions
measures include export controls, unlike bilateral sanctions measures that
include both export and import sanctions, making them the most suitable choice
within the dataset. Future research would, however, benefit from data focused
exclusively on export controls.

Controls

To address potential endogeneity between cyberespionage and export
sanctions, we employ a two-stage approach in which export sanctions are
estimated in the first stage, and the resulting residuals are then included in the
second stage to correct for endogeneity when estimating cyberespionage.

The first-stage model, predicting export sanctions, includes several key
variables. Lagged export sanctions are incorporated to account for the
persistence of sanctions over consecutive years. Political affinity between states
is measured using dyadic voting alignment scores from the United Nations
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General Assembly Voting Data (Bailey et al. 2017), which are claimed to reduce
the likelihood of sanctions (Drezner 1999; Drury 2001). We use this indicator
instead of other affinity indicators, such as Kendall’s tau-b, the S-score, Scott’s pi,
Cohen’s kappa, and alliance data (Chiba 2015; Haege 2011; Signorino 1999; Gibler
2009), due to their limited temporal coverage. To account for the dynamic link
between bilateral trade and sanction likelihood (Hafner-Burton and
Montgomery 2008; Farrell and Newman 2019), we include the target state’s
relative trade dependence, calculated from bilateral trade volume (International
Monetary Fund 2023) and GDP (United Nations 2024) as a log-transformed
difference. Finally, the level of democracy in each dyad, measured by multiplying
electoral democracy scores from the V-Dem dataset (Coppedge et al. 2025), is
included, as democratic dyads are less likely to impose sanctions on one another
(Cox and Drury 2006; Goenner 2007; Hafner-Burton and Montgomery 2008;
Lektzian and Souva 2003).

The second-stage model for cyberespionage incorporates several control
variables. Lagged cyberespionage is included to account for temporal
dependence, as prior incidents can influence future ones. States with stronger
cyber capabilities are more likely to employ cyberespionage; thus, the
government cyber security capacity index from the V-Dem dataset (Coppedge et
al. 2025) is used. To reflect the strategic value of transferable information, we
include the dyadic difference in economic complexity, measured by the absolute
difference in ECI scores, as cyberespionage is more likely between states with
similar industrial structures (Akoto 2024; The Growth Lab at Harvard University
2025). Internet usage, a proxy for digital exposure, is included as the summed and
log-transformed rates (International Telecommunication Union 2023). Strategic
rivalry, a binary variable from the Strategic Rivalries dataset (Thompson et al.
2021), is included as cyber conflict is more frequent between rivals (Valeriano and
Maness 2014). Furthermore, armed conflict, captured by the UCDP Dyadic
Dataset (Davies et al. 2024; Harbom et al. 2008) due to MID data’s temporal
limitations (Palmer et al. 2020), is included as cyberattacks are more likely during
conflict. To account for unobserved temporal heterogeneity, the models include
year fixed effects, which capture time-specific shocks like technological
developments. Unit fixed effects are not included, as they can introduce bias in
the presence of dynamic causal relationships (Imai and Kim 2019).
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Econometrics

A global sample of states in a directed dyad-year analytical framework over the
period 2001-2020 is used, reflecting data availability for key variables. This study
analyzes all dyads listed in the Correlates of War (CoW) State System Membership
dataset (Correlates of War Project 2017), based on the understanding that
cyberattacks can occur regardless of geographic proximity or relative national
power. However, to account for potential variations among dyads, results based
on politically relevant dyads are also reported for comparison (Lemke and Reed
2001).

This study employs a 2SRI approach to estimate the causal effect of export
sanctions on cyberespionage. The 2SRI method is well-suited for addressing
endogeneity in nonlinear models (Terza et al. 2008), making it appropriate for this
analysis, which examines the relationship between a binary endogenous
regressor (export sanctions) and a zero-inflated count outcome (cyberespionage
incidents). In the first stage, export sanctions are estimated using logistic
regression. To assess the validity of the instrumental variables, a zero-first-stage
test is conducted; the variable Democracy is thus treated as a control variable in
the second stage rather than as an instrument. The remaining variables are used
as instruments. The second stage employs Poisson Pseudo Maximum Likelihood
(PPML) estimation, which incorporates the residuals from the first stage. PPML
is preferred over the Negative Binomial (NB) model, which is commonly used for
overdispersion, because NB does not accommodate fixed effects reliably unless
restrictive assumptions are met (Guimaraes 2008). PPML, by contrast, allows for
the inclusion of fixed effects in a more flexible and consistent manner and is
robust to heteroskedasticity and an excess of zero observations. For both stages,
standard errors are clustered at the dyad level. Missing data are addressed using
Multivariate Imputation by Chained Equations (MICE), through which 20
imputed datasets are generated (van Buuren and Groothuis-Oudshoorn 2011). To
assess the sensitivity of the results to imputation, additional models are estimated
using complete-case analysis, as recommended by prior research highlighting
the potential influence of imputation on inference (Lall 2017).

Table 1 summarizes the results of the PPML estimations based on the 2SRI
framework, reporting coefficient estimates from six model specifications
designed to test the robustness of the relationship between export sanctions and
cyberespionage. These models include a naive specification (Model 1), the
standard 2SRI model with full controls (Model 2), a specification excluding year
fixed effects (Model 3), a model restricted to politically relevant dyads (Model 4),
an alternative dependent variable (Model 5), and a complete-case analysis (Model 6).
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Table 1. Second Stage PPML

Variables Model 1 Model 2 Model 3 Model 4 Model 5 Model 6
Naive Model Standard Model No Year FE ~ PRD Only Alternative DV Complete Case
Export 0.948** 0.927* 0.798* 1.054** 0.672** 0.940*
Sanctions (0.334) (0.383) (0.392) (0.397) (0.250) (0.447)
. 0.201 0.472 0.403 -1.452 0.208
Residuals (0.741) (0.837) (0.403) (1.115) (0.767)
Prior 0.293*** 0.292%** 0.268%*** 0.293*** 0.492*** 0.307***
Espionage (0.036) (0.035) (0.041) (0.037) (0.072) (0.036)
Cyber 1.087*** 1.089*** 1.099*** 0.987%** 1.099*** 1.064%**
Capacity (0.234) (0.238) (0.241) (0.241) (0.105) (0.258)
ECI -0.306 -0.302 -0.287 -0.325 -0.240* -0.333
Difference (0.232) (0.228) 0.227) (0.228) (0.096) (0.291)
Internet 0.642 0.636 0.684** 0.395 0.900*** 0.591
Usage (0.453) (0.455) (0.234) (0.432) (0.256) (0.460)
Strategic 4,937*** 4.937*** 4,995*** 3.412%** 3.150%** 4.625***
Rivalry (0.453) (0.452) (0.469) (0.443) (0.302) (0.517)
Armed 1.730 1.718 1.294 2.618** 1.577* 1.783
Conflict (0.927) (0.932) 0.977) (0.817) (0.638) (0.931)
-2.369** -2.388** -2.360** —2.154** -4.036*** -2.337*
Democracy (5 g53) (0.860) (0.849) (0.729) (0.475) (0.976)
| -11.561%***
ntercept (1 086)
Year FE Yes Yes No Yes Yes Yes
Lo -1737.5 -1737.2 -1813.9 -1375.5 -4343.2
Lik%lihood (-1739.1, (-1738.8, (-1815.5, (-1376.6, (-4346.8, -1541.7
-1735.7) -1735.5) -1812.0) -1374.0) -4340.0)
0.666 0.666 0.653 0.622 0.409
PseudoR2 (0 566, 0.666) (0.666, 0.666) (0.653, 0.654) (0.621, 0.622) (0.408, 0.409)  0-656
imputation 20 20 20 20 20 No
N 711044 711044 747716 68422 788244 510244

***n ( 0.001; **p  0.01; *p < 0.05; Robust standard errors clustered by dyad are reported in parentheses for all
models; Pseudo R? and log-likelihood are reported as the mean and range across all imputed datasets.

Across all model specifications, the analysis shows that states subject to export
sanctions engage in significantly higher levels of cyberespionage against the
sanctioning state than those not sanctioned. In Model 2, the presence of export
controls increases the expected count of cyberespionage incidents by
approximately 153% (exp(0.927) = 2.53), confirming the hypothesis that states
subjected to trade restrictions are more likely to target the sanctioning state
through cyberespionage. This finding remains remarkably stable even when
accounting for fixed effects, restricting the sample to politically relevant dyads
(Model 4), or utilizing an alternative dependent variable (Model 5).
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The 2SRI framework further allows for a diagnostic check on the endogeneity
of sanctions. Notably, the first-stage residuals fail to reach statistical significance
across all relevant models (Models 2-5). This lack of significance suggests that,
within this empirical context, the relationship between export sanctions and
cyberespionage is not systematically biased by unobserved time-varying
confounders. One plausible explanation is that cyber-related sanctions often
target specific entities or individuals via financial freezes, whereas the export
controls analyzed here operate at a broader strategic level, mitigating the risk of
reverse causality.

The estimates for control variables align with theoretical expectations. Cyber
capacity and strategic rivalry are positively and consistently associated with
cyberespionage across all models. Dyadic democracy, on the other hand, is
negatively associated with cyberespionage, indicating that more democratic
pairs of states are less likely to engage in such activities. These findings align with
theoretical expectations and existing literature. The conditional significance of
other covariates offers further nuance. The ECI difference becomes significant
only in Model 5, which incorporates non-state-sponsored incidents. This result
suggests that narrower technological gaps incentivize industrial espionage,
particularly within the private sector, where the marginal utility of stolen
intellectual property is higher. Similarly, the impact of internet usage is largely
absorbed by year fixed effects in most models, but its significance in Model 5
underscores the critical role of digital infrastructure in facilitating broader
cyber-targeting. Finally, the positive effect of armed conflict in Models 4 and 5
indicates that overt kinetic tensions frequently spill over into the cyber domain,
particularly when the scope of analysis includes sub-state actors.

Case Studies

The statistical analysis above supports our theoretical argument that
sanctioned states are more likely to conduct cyberespionage against the
sanctioning state. To demonstrate how the implications of our statistical analysis
unfold, we provide case studies of North Korea and China, two of the most
prominent examples.

North Korea
North Korea has been subject to export sanctions by at least one country

throughout the entire observation period. However, the nature and severity of
these sanctions have varied over time. According to the GSDB, sanctions imposed
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on North Korea up to 2005 primarily reflect the long-standing unilateral export
restrictions initiated by the United States in 1955.

Comprehensive multilateral sanctions began in earnest following North
Korea’s ballistic missile test in July 2006, which prompted United Nations Security
Council Resolution 1695. This resolution condemned the missile launch and
called on member states to refrain from transferring missile-related materials,
technology, or resources to North Korea (United Nations Security Council 2006).
However, its provisions remained relatively limited in scope, with less stringent
enforcement than later resolutions.

Until 2012, cyberespionage activities by North Korea were rare. The cyber
operations recorded in 2007 and 2008 involved the unauthorized extraction of
chemical safety data from South Korea’s National Institute of Environmental
Research. These early incidents, while involving sensitive information, are not
clearly linked to export control measures and are therefore unlikely to reflect a
strategic response to sanctions.

However, the tightening of multilateral export controls, particularly after
United Nations Security Council Resolution 2094 in 2013, which introduced a
‘catch-all’ mechanism for restricting dual-use items, coincided with a notable
shift (United Nations Security Council 2013). North Korea’s leadership explicitly
signaled a need to “break through the blockade.” This provided a clear strategic
context for its subsequent increase in cyberespionage, as such illicit activities
offered a pathway to circumvent the denial of critical technologies crucial for
national security and economic development.

For instance, North Korean leader Kim Jong-un condemned the sanctions at
the March plenary meeting of the Workers’ Party of Korea, declaring the need to
build an “economic powerhouse” and calling for diversification of external trade
to “break through the blockade and create a favorable situation for national
economic development” (Korean Central News Agency 2013). These statements
indicate that North Korea was actively seeking ways to circumvent export controls
and international restrictions.

Concurrently, 2013 marked the beginning of a sharp escalation in North Korea’s
cyberespionage activities. Between 2013 and 2016, a series of attacks led to the
exfiltration of highly sensitive materials, including blueprints for the F-15 fighter
jet and internal documents related to nuclear power plants.

In response to North Korea’s fourth nuclear test, the United Nations Security
Council adopted Resolution 2270 in 2016, which made the previously optional
catch-all mechanism mandatory (United Nations Security Council 2016). During
the 7th Congress of the Workers’ Party of Korea that same year, the North Korean
leadership emphasized the principle of “self-reliance first,” declaring that
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scientific and technological development must be treated as a lifeline in order
to overcome the “economic and technological blockade by imperialists” and
accelerate national advancement (Korean Central News Agency 2016). These
statements suggest a strategic orientation toward using technological innovation
to circumvent sanctions and export controls.

Coinciding with this shift, North Korea’s cyberespionage activity increased
significantly in 2016. In 2016, North Korean operatives breached the networks
of domestic defense firms and Daewoo Shipbuilding & Marine Engineering,
stealing sensitive technologies related to nuclear delivery systems. Since then,
North Korea has continued to engage in broad-spectrum cyber operations
targeting financial institutions and cryptocurrency exchanges, including attacks
in 2021 on Daewoo Shipbuilding, the Korea Atomic Energy Research Institute,
and Korea Aerospace Industries.

Thus, although North Korea has remained under continuous sanctions, the
intensity and sophistication of its cyber operations have evolved in response to
tightening restrictions. While cyberespionage was rare during the early sanction
years following 2006, the imposition of stricter controls in 2013 coincided with
a surge in technology-focused espionage. After 2016, North Korea expanded its
operations beyond technological theft to include aggressive financial
cybercrime, suggesting a shift toward full-spectrum cyber strategies aimed at
both resource acquisition and technological advancement.

China

China has been listed in the GSDB as a target of U.S. export sanctions since 2017.
However, various forms of U.S. export controls targeting China had been in place
well before that date, with changes over time in both scope and intensity.
According to the data, China's cyberespionage activity against the U.S. began to
rise in 2006. The incidents recorded in 2006 and 2007 primarily involved
intrusions into the computer systems of the U.S. Department of State, members
of Congress, and high-ranking officials. These early attacks appear to have
limited direct connection to export control measures and are therefore not
clearly attributable to sanction-related motivations. However, as U.S. export
controls began to increasingly target China’s access to advanced and dual-use
technologies, the strategic implications for China's indigenous innovation
capabilities became more pronounced.

In 2007, the United States strengthened its export control regime. President
George W. Bush signed the International Emergency Economic Powers
Enhancement Act, which amended the 1977 International Emergency Economic
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Powers Act to significantly increase civil and criminal penalties for export control
violations (U.S. Congress 2007). In parallel, the Bureau of Industry and Security
revised export and re-export regulations concerning China (Bureau of Industry
and Security 2007). The updated rules required exporters to obtain licenses for
certain items that had not previously been restricted, particularly if the exporter
knew or had reason to believe the item would be used for military end-use in
China. These tightened controls, specifically targeting technologies with
potential military applications, created a strategic bottleneck for China’s
ambition to achieve technological self-sufficiency and enhance its defense
capabilities. This policy shift thus provided a clear, albeit unintended, incentive
for China to seek alternative avenues for technological acquisition, including
illicit cyber means.

Following these regulatory changes, China’s cyberespionage activity against
the United States escalated noticeably. In 2008, the DCID recorded the first major
case of technology-focused cyberespionage attributed to China—Operation
SMN, conducted by the Axiom threat actor group (Novetta 2014). Subsequent
operations targeted highly sensitive technologies, including data on the F-35
fighter jet (Mount 2009), drone systems (Wong 2013), and a wide array of
intellectual property (Department of Justice 2014). By 2013, the group known as
APT41 had expanded its activities into the high-tech sector, combining
state-aligned objectives with financially motivated intrusions (Mandiant 2019).

In 2016, China’s cyberespionage activity against the United States declined
significantly according to the DCID. This reduction may be attributed to the
September 2015 cybersecurity agreement between U.S. President Barack Obama
and Chinese President Xi Jinping, although some skeptics argue this decline
reflects a shift in tactics rather than a cessation of activity. The agreement
included a mutual commitment by both governments to refrain from engaging
in or supporting cyber-enabled theft of intellectual property (The White House
2015). Beginning in 2017, however, the United States initiated a new phase of
export sanctions targeting China and began tightening its export control policies.
That year, the U.S. government imposed a fine on the Chinese semiconductor
firm ZTE for violating Iran-related export sanctions and required the company
to implement a three-year export compliance program (Department of Justice
2017). In 2018, export restrictions were imposed on Fujian Jinhua Integrated
Circuit Company (Bureau of Industry and Security 2018), and the enactment of
the Export Control Reform Act marked a substantial expansion of U.S. controls
over emerging and foundational technologies.

Since 2017, China’s cyberespionage has increasingly focused on multinational
corporations (Sganga 2022) and sensitive military technologies (Volz 2019), while
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previously common activities such as the theft of personal data from individuals
have notably declined. This shift suggests a reorientation of China’s cyber
operations following U.S. export control actions. In 2022, the United States
further tightened restrictions on advanced semiconductor technologies. In
direct response, APT41 reportedly intensified its cyberattacks targeting U.S.
semiconductor firms (Montgomery 2025). Overall, the evolving pattern of China’s
cyberespionage against the United States consistently aligns with the changing
scope and intensity of U.S. export controls and sanctions. This alignment
demonstrates how a major power strategically adapts its illicit technology
acquisition efforts in response to external denial.

CONCLUSION

This article has explored the understudied but increasingly salient
relationship between export sanctions and cyberespionage, arguing that
economic coercion, particularly in the form of export sanctions, can
unintentionally incentivize states to engage in cyber-enabled theft of advanced
technologies. Conventionally, economic sanctions are understood as tools for
limiting an adversary’s technological advancement and strategic capabilities,
and are thus intended to discourage illegal activities such as cyberespionage.
However, this study demonstrates that such restrictions may inadvertently
provoke target states to resort to covert and illicit means—namely,
cyberespionage—to acquire the very technologies they are denied through
formal channels.

Through both large-N statistical analysis and small-N case studies of China and
North Korea, the article provides robust empirical evidence that export sanctions
significantly increase the likelihood of cyberespionage by the sanctioned state.
These findings suggest that cyberespionage is not merely a function of strategic
rivalry or technical capacity, but also a rational response to economic and
technological exclusion. States under export control regimes, facing blocked
access to critical technologies, may perceive cyberespionage as an efficient,
low-cost, and deniable strategy to circumvent restrictions and sustain both
developmental and security objectives.

In doing so, this research contributes to both the cyber security and sanctions
literature in several important ways. First, it advances our theoretical
understanding of cyber behavior by identifying a specific material driver—
export sanctions—that shapes states’ decisions to conduct cyberespionage.
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Second, it moves beyond sender-centric approaches in the sanctions literature
by foregrounding the strategic adaptations of target states. Rather than passively
absorbing the costs of sanctions, target states actively respond through
asymmetric means in cyberspace. Third, this article brings to light the paradox
that policies designed to preserve technological superiority may inadvertently
erode it by fueling covert and hard-to-detect cyber intrusions.

From a policy perspective, the findings offer a cautionary note for
decision-makers designing and implementing export control regimes. While
such measures may serve short-term strategic objectives, they also carry the risk
of escalating conflict into the cyber domain and encouraging illicit forms of
technology acquisition. As export controls are likely to remain a central
instrument in contemporary strategic competition—particularly between the
United States and its rivals—policymakers must consider the unintended
consequences of such tools, including the potential for increased cyber threat
activity.

Future research should expand this inquiry by exploring variation across
different types of sanctions, sectoral targets, and cyber capabilities of sanctioned
states. It should also consider the role of private sector vulnerabilities and
international cooperation mechanisms in either mitigating or amplifying the
cyberespionage risks associated with economic coercion. In an era in which
strategic competition increasingly plays out across both economic and digital
frontiers, understanding the interplay between export controls and cyber
operations is not only academically pressing but also strategically urgent.
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