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ABSTRACT: This commentary explores the implications of global personal data protection regulations for
accounting researchers and practitioners. At the 2025 American Accounting Association (AAA) International
Accounting Section Midyear Meeting, a panel discussion was held on global technology trends impacting accounting
with one of the topics being the trend toward increasing legislative protections over data privacy in the wake of the
European Union’s General Data Protection Regulation. The expansion of these laws across global jurisdictions,
spurred by advancements in digital technologies (e.g., social media, artificial intelligence) and concerns over
personal data handling by organizations, presents important opportunities for accountants, whose role has
increasingly evolved toward broader responsibilities in information assurance. This article summarizes (and expands
upon) some of the key points of the presentation relating to data privacy at the 2025 panel and offers suggestions for
how both researchers and practitioners can contribute to and benefit from this evolving regulatory paradigm.
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Keywords: data privacy; cybersecurity; SOC reporting; general data protection regulation.
I. INTRODUCTION

tant issues of the 21st century” (Tim Cook, Apple CEO, as cited in Gilchrist 2018). Spurred in recent years by

increased reliance on cloud services and artificial intelligence (Al)-driven analytics, the volume and sensitivity of
personal data being processed and utilized continues to grow exponentially. This trend has coincided with a growing
skepticism among individuals about how firms handle their personal data (McClain, Faverio, Anderson, and Park
2023). In this environment, governments have worked to enact data protection laws intended to provide individuals
with greater control over their personal data. These laws require companies to strengthen core information governance
and cybersecurity processes, and they influence the information organizations disclose to the market (e.g., when obtain-
ing consent for data collection or reporting cybersecurity incidents). Although these regulations are often considered

I n an era defined by rapid global digital transformation, personal data privacy has become “one of the most impor-
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within the domains of law and information technology (IT), they have traditionally received less attention in the field
of accounting. Nevertheless, we posit that privacy laws are highly relevant to both accounting practitioners—who pos-
sess the skills needed to help organizations manage key information assets—and accounting researchers—who study
the impact of information revealed to the marketplace and the associated changes in governance and operational pro-
cesses. The goal of this paper is to (1) present an overview of the evolving regulatory landscape regarding personal data
protection and (2) discuss the implications of these regulations as well as the opportunities they provide accounting
practitioners and researchers.

Data protection is broadly defined as “the practice of safeguarding sensitive information from data loss and cor-
ruption” (IBM 2025). Although the concept can apply to any critical information asset managed or used by an organi-
zation, its use in regulatory contexts almost exclusively refers to the protection of personal information in support of
individuals’ fundamental data privacy rights. These rights aim to ensure transparency, accountability, and individual
autonomy in the handling of personal data, empowering individuals to control how their personal information is col-
lected, used, and shared. Common protections include the right to access one’s data, understand how it is processed,
correct inaccuracies, and request deletion (i.c., the “right to be forgotten). These rights form the foundation of data
protection regulations, which have evolved significantly since the United Nations General Assembly first recognized the
right to legal protection against “arbitrary interference with [individuals’] privacy” (United Nations 1948, Article 12).

As of 2025, over 160 countries have some form of national data privacy regulation, up from fewer than 100 in 2013
(DLA Piper 2025; Greenleaf 2013, 2025)." The landmark regulatory shift that spurred many of these new laws was the
European Union’s General Data Protection Regulation (GDPR), adopted in 2016 and enforced beginning in 2018. As
noted by the Brookings Institution, the GDPR “changed the privacy dialogue for businesses and governments around
the world” (Chin-Rothmann 2019). Since then, numerous regulations modeled after the GDPR have emerged in major
global markets, including China, India, and Brazil, as well as in U.S. states, such as California.

Although privacy regulation has traditionally been the focus of disciplines outside of accounting (e.g., law and
information technology), there is a growing recognition that accounting practitioners can play a vital role in helping
firms respond to privacy expectations from individuals, particularly when codified into regulation. By broadening the
accountant’s role to encompass information assurance more generally (i.e., extending beyond traditional financial
reporting), accounting practitioners can contribute meaningfully to the design, evaluation, and oversight of systems
that ensure the confidentiality, integrity, and availability (CIA) of personal data. Likewise, accounting scholars have
begun to evaluate the implications of these privacy regulations for firms and financial markets. As these laws continue
to proliferate, numerous opportunities arise for accounting researchers to understand their implications for the world
of accounting and assurance.

The remainder of the paper proceeds as follows. Section II provides a conceptual overview of data privacy, data pro-
tection, and cybersecurity as well as the application of these terms to data protection regulation. Section III provides an
overview of the global regulatory landscape in relation to data protection. Sections IV and V discuss implications of this
evolving regulatory environment for accounting practitioners and researchers, respectively. Section VI concludes.

II. CONCEPTUAL OVERVIEW

Three interrelated concepts—data privacy, data protection, and cybersecurity—underpin the global regulatory
landscape for personal data. Data (or information) privacy refers to the right of individuals “to have some control over
how your personal information is collected and used” (IAPP 2025, paragraph 1).> Chapter 3 of the GDPR, for exam-
ple, outlines eight specific rights of individuals including the right to be informed regarding the personal data that is
collected, the right to rectify personal data that is incorrect, and the right to request the erasure of personal data.’
Hence, data privacy sets the ethical and legal boundaries for data collection, retention, and use.

Data protection refers to measures adopted by organizations to support data privacy rights. These comprise orga-
nizational and technical measures. Organizational measures delineate the roles, policies, and processes that allow firms
to identify and properly handle personal data held and processed by the organization. These include the implementa-
tion of internal privacy and data handling policies, external notices and communications to customers, assessments of
data privacy implications when implementing new systems or sharing data with third parties, and processes to identify
and respond to personal data breaches.

! For a comprehensive overview of privacy regulations globally, see Greenleaf (2023).

2 As a technical matter, data refers to raw elements (e.g., a person’s national identification number (ID number)), whereas information refers to data
that have been organized or contextualized to convey meaning (e.g., triangulating an individual’s location using their purchase history). As this dis-
tinction is not critical for our purposes, we use these terms interchangeably throughout the paper.

3 The full regulatory text of the GDPR is available here: https://gdpr-info.eu/
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These organizational measures in turn dictate the technical measures (i.e., tools, technologies, and systems) that
the organization may employ to help ensure the security (i.e., confidentiality, integrity, and availability—known as the
“CIA triad”) of personal data and achieve compliance with applicable data protection regulations. These measures can
be a combination of preventive (e.g., encryption and pseudonymization technologies, firewall and network perimeter
management, and access controls) and detective (e.g., audit and monitoring tools to track when data has been accessed)
security controls over personal data and the systems housing it. Backup and recovery processes that maintain personal
data in a secure format are also critical technical measures.

Finally, although data privacy and data protection focus on the rights of individuals and the policies and practices
organizations adopt to manage personal data responsibly, cybersecurity serves as the backbone that enables these pro-
tections. Cybersecurity encompasses the tools, strategies, and protocols used to defend systems and data from unautho-
rized access, attacks, and disruptions. This set of tools and protocols includes critical areas such as intrusion detection,
threat monitoring, incident response, and vulnerability management, and is a foundational enabler of both data protec-
tion and, by extension, data privacy.

III. GLOBAL DATA PROTECTION REGULATION LANDSCAPE
Data Protection Regulation
The Right to Privacy in the Pre-Computerized Environment ( Pre-1970)

The right to privacy has evolved over centuries, shaped by legal, philosophical, and technological developments. Its
conceptual foundations are often linked to liberal Enlightenment thought, particularly John Locke’s ideas on individual
autonomy and property (Locke 1988, 1689). However, it was not until the late 19th century that privacy began to emerge
as a distinct legal concept. A pivotal moment came in 1890 with Samuel Warren and Louis Brandeis’s seminal Harvard
Law Review article, “The right to privacy,” which argued for a “right to be let alone” in response to growing concerns
over invasive journalism and new technologies like photography (Warren and Brandeis 1890). This concept gradually
entered constitutional and legal frameworks in various countries. Globally, privacy was enshrined as a human right by
the United Nations General Assembly in Article 12 of the Universal Declaration of Human Rights in 1948 and later in
Article 17 of the International Covenant on Civil and Political Rights in 1966 (United Nations 1948, 1966).

Data Privacy in the Computerized Environment (1970s to 2000s)

The foundation of today’s global data protection landscape lies in the recognition of privacy as a fundamental
human right, a concern that gained urgency with the rapid expansion of computerized data processing in the mid-20th
century. One of the earliest milestones was Sweden’s 1973 Data Act, widely regarded as the world’s first national law to
regulate the automated processing of personal data (Freese 1977). Alongside this legislative landmark in Europe, a
1973 report issued by a special committee to the U.S. Department of Health, Education, and Welfare established “a set
of fundamental principles for fair information practice” (Hartzog and Richards 2020). These Fair Information Practice
Principles (FIPPs) included many of the key foundational elements that form the basis for modern data protection reg-
ulations including the need for notice and consent prior to collecting personal data and the responsibility of organiza-
tions to properly secure and prevent misuse of such data (United States Department of Health, Education, and
Welfare (US DHEW) 1973).%

Informed by these FIPPs, the Organisation for Economic Co-operation and Development (OECD) published its
influential “OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data” in 1980 (OECD
2002). These principles, listed and summarized below, formed the basis for privacy regulations that followed:

1. Collection Limitation: Personal data should be obtained lawfully and fairly, with knowledge or consent of the
data subject, and limited to what is necessary.

2. Data Quality: Personal data should be relevant to its intended purpose and accurate, complete, and kept up to
date for its purpose.

3. Purpose Specification: The purposes for collecting personal data should be specified at the time of collection,
and any later use must be compatible with those purposes.

4. Use Limitation: Personal data should only be used or disclosed for the stated purposes, unless the individual
consents or the use is authorized by law.

4 Within the United States, these FIPPs were codified into law in the U.S. Privacy Act of 1974. This act continues to form the basis for the regulation
of the collection, use, and disclosure of personal information by federal government agencies to this day (United States Office of Privacy and Civil
Liberties (US OPCL) 2022).
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5. Security Safeguards: Reasonable security measures must protect personal data against risks such as loss,
unauthorized access, or misuse.

6. Openness: Organizations should be transparent about their personal data practices and provide clear informa-
tion about data holdings and use.

7. Individual Participation: Individuals should be able to access, correct, or challenge their personal data and
understand how and why it is used.

8. Accountability: Data controllers are responsible for complying with these principles and must demonstrate
adherence to them.

Following the establishment of these principles, the European Union took a leading role in formalizing data pro-
tection with its 1995 Data Protection Directive (DPD), which sought to harmonize privacy laws across member states
and introduced the concept of personal data rights on a large scale. Although this directive was a sizeable leap forward
for privacy regulation globally, the years that followed brought technological evolutions (e.g., social media) that
changed the ways in which personal information was shared and used by corporations. Further, although the DPD
provided a common framework for personal data protection, it relied on individual member states to translate the
directive into national laws, resulting in fragmented and inconsistent implementation across the EU. By the early
2010s, there was recognition in the European Union that such regulations would need to be modernized and more con-
sistently applied across member states.

The Birth of Modern Privacy Regulation (2010s and 2020s)

The GDPR was adopted by the European Union in 2016 and became enforceable in 2018. When taking effect,
the regulation “positioned the European Union as the world’s privacy champion,” setting a new global benchmark
for data protection (Chander, Kaminski, and McGeveran 2021, 1734). In addition to establishing greater uniformity
across member states in comparison to the DPD, the GDPR also introduced the concept of extraterritoriality mean-
ing that it applied to any organizations across the globe that handle the personal data of individuals in the EU. It
also expanded the scope of rights protected, including the rights of data portability’ and the right to be forgotten,
shortened the period allowable to notify authorities in the case of a data breach (to within 72 hours), and increased
the size of fines (to up to €20 million or up to 4 percent of total worldwide annual turnover, whichever is higher) for
violations of the regulation.

Since the passage of the regulation, over 2,600 fines have been levied at a total cost of over €6.7 billion across EU
countries (as of October 2025; GDPR Enforcement Tracker 2025). Over €4 billion of these fines have been levied by
Ireland’s Data Protection Commission, reflecting its role as the lead supervisory authority for many global technology
firms (e.g., Meta, Google, Apple) that maintain their EU headquarters there. In contrast, Spain’s Data Protection
Authority (i.e., the Agencia Espanola de Proteccion de Datos—AEPD) has been the most active in terms of enforce-
ment volume, issuing nearly 1,000 fines to date. The most common alleged infringements of the regulation include not
having a sufficient legal basis for data processing, not complying with general data processing principles, and not hav-
ing sufficient technical and organizational measures to ensure information security.®

Subsequent to passage of the GDPR, numerous national legislatures have enacted new or amended existing regula-
tions based on similar principles to the GDPR. These include Brazil’s General Data Protection Law, China’s Personal
Information Protection Law, South Africa’s Protection of Personal Information Act, Japan’s Act on the Protection of
Personal Information, and India’s Digital Personal Data Protection Act. See Table 1 for an overview of the key fea-
tures of each of the above regulations. In addition to defining the protected privacy rights, each specifies penalties for
infringement, thus creating monetary incentives for compliance. Overall, as of 2025, over 160 countries have enacted
some form of national data privacy regulation and the pace of growth in the rollout and evolution of these regulations
does not appear to be slowing (DLA Piper 2025). Asia, particularly, has seen a rapid evolution in its data protection
landscape with India, Indonesia, and Saudi Arabia all enacting or enforcing new data protection laws since the start of

5 As outlined in GDPR Article 20, this is the right to take personal data provided by the data subject to one controller and move it to another con-
troller without hindrance. This right, for example, allows individuals to export photos, videos, and posts from one social media platform to another
in a structured, machine-readable way.

For example, in 2022, the French privacy regulator (Commission Nationale de I'Informatique et des Libertés (CNIL)) fined both Google and
Facebook significant sums (€150 million and €60 million, respectively) for making website tracking cookies hard to refuse. Due to this lack of
transparency and fairness with regards to data processing, both entities were deemed to have had an insufficient legal basis for processing personal
data via these cookies (Milmo 2022). Likewise, in 2020, Marriott International was fined £18.4 million by the United Kingdom’s Information
Commissioner’s Office for failing to adequately secure customer data during the acquisition of Starwood Hotels and Resorts Worldwide. This fine
followed a breach of 339 million guest records, of which 7 million related to individuals in the U.K., highlighting the extraterritorial reach of the
regulation to a U.S.-headquartered company (Page 2020).
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2023. Although the United States has yet to adopt a comprehensive national data protection law akin to the GDPR,
several states have enacted similar legislation, most notably California’s Consumer Privacy Act (CCPA).”

Related Regulatory Focus
Data Breaches

Although data protection regulations like the GDPR establish comprehensive rules for the collection, processing,
and safeguarding of personal data, a related but distinct regulatory domain in some jurisdictions governs how organi-
zations must respond to the most salient of data privacy issues, personal data breaches. In the United States, for exam-
ple, state-level breach notification laws have been in place since the early 2000s. These laws, which mandate that
organizations inform affected individuals when their personal information has been compromised, typically reside
under consumer protection statutes rather than broader privacy or disclosure frameworks.® These laws differ signifi-
cantly across states in terms of scope, timing, and enforcement, creating a fragmented legal landscape that firms must
navigate in parallel with broader data privacy obligations.

Cybersecurity Risk

Coinciding with the global trend toward stricter data protection regulation is a growing interest among stakehold-
ers in the cybersecurity risks faced by firms. This heightened concern has drawn the attention of financial market regu-
lators, who have responded by expanding disclosure requirements for public companies regarding material
cybersecurity threats and incidents. The U.S. Securities and Exchange Commission (SEC) has played a leading role in
this area. In 2011, the SEC issued nonbinding guidance on the disclosure of material cyber risks, which amplified the
importance of cybersecurity in corporate reporting and led to a marked increase in related disclosures—particularly in
Item 1A (Risk Factors) of firms’ 10-K filings (SEC 2011).” More recently, in 2023, the SEC released new rules to
expand disclosure requirements for firms in areas such as cybersecurity risk management practices, governance struc-
tures, and incident reporting procedures (SEC 2023). These requirements are intended to benefit investors by ensuring
that cybersecurity disclosures are made in “a more consistent, comparable, and decision-useful way” (SEC 2023). Over
time, the risk factor disclosures encouraged by these SEC pronouncements have increasingly discussed global data pri-
vacy regulations. In Appendix A, we provide examples of such risk factor disclosures.

Other jurisdictions have expressed or implied similar expectations regarding cybersecurity risk disclosure. For
example, although the U.K.’s Financial Reporting Council (FRC) makes no explicit mention of cybersecurity in its
recently released 2024 Corporate Governance Code, a study by the U.K. Department for Science, Innovation, and
Technology (DSIT) found that many large U.K. firms disclose cybersecurity risks in the “Principal Risks” section of
their annual reports, as part of broad governance and risk management obligations under the Companies Act 2006 and
the U.K. Corporate Governance Code (Department for Science, Innovation, and Technology (DSIT) 2025).'°

Globally, these disclosure-based regulations complement laws in many jurisdictions that require organizations in
“critical” industries to design and implement cybersecurity controls. These include, for example, Australia’s Security of
Critical Infrastructure Act, Singapore’s Cybersecurity Act, and Japan’s Basic Act on Cybersecurity. These laws typi-
cally focus on topics such as risk management, incident reporting, and executive accountability and target critical sec-
tors such as energy, utilities, and financial services. The rollout of the EU’s Network and Information Systems
Directive 2 (NIS2 Directive) starting in 2024 exemplifies the expansion of such regulations to other sectors (e.g., waste
management, food, manufacturing, public administration) as well (European Commission 2025).

7 As of July 2025, 19 of the 50 U.S. states have implemented laws modeled, to some extent, after the GDPR imposing additional requirements on
personal data processing. For a comprehensive overview of privacy regulation at the state-level in the U.S., see the U.S. State Privacy Legislation
Tracker available here: https://iapp.org/resources/article/us-state-privacy-legislation-tracker/. Outside of these state-level laws, national privacy
laws in the United States have historically been more industry-specific (e.g., the Health Insurance Portability and Accountability Act for health
information, the Gramm-Leach-Bliley Act for financial information), reflecting the country’s sectoral approach to privacy rather than a unified,
comprehensive framework like the GDPR.

For a summary of these laws and a catalogue of the applicable statutes within each U.S. state, see the National Conference of State Legislatures’
Summary of Security Breach Notification Laws available here: https://www.ncsl.org/technology-and-communication/security-breach-notification-
laws

Numerous studies have explored in depth the risk factor disclosures that emerged following the SEC’s disclosure guidance (e.g., Li, No, and Wang
2018; Cheong, Yoon, Cho, and No 2021; Chen, Henry, and Jiang 2023; and Florackis, Louca, Michaely, and Weber 2023).

The recently released 2024 U.K. Corporate Governance Code includes new guidance that speaks to the role of the board in “strategically
approaching cyber security, ensuring operational resilience and continuous functioning of the business” (Financial Reporting Council (FRC)
2024). Further, provision 29 of the Code requires that the board carry out an annual review of the effectiveness of the company’s risk management
and internal control framework, which includes “all material controls,” even those that are not related directly to financial reporting (e.g., cyberse-
curity controls).
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Artificial Intelligence

Lastly, any discussion of data privacy regulation in the current environment must also consider its intersection with
the rapid expansion of Al. Because Al models are typically trained on large datasets often containing personal or sensitive
information, data privacy requirements are an important constraint to ensure that Al models are developed in a manner
that “respects human rights and democratic values” (OECD 2025). As a result, many jurisdictions are designing Al regu-
lations that build upon and reinforce existing privacy frameworks. For example, the EU Al Act creates legal requirements
for “high-risk” applications (e.g., automated evaluation of job applicants) and even bans certain use cases such as
government-managed social scoring (EU AI Act 2025). Looking ahead, a central regulatory challenge will be ensuring
that emerging Al-specific rules complement, rather than conflict with, established data protection regimes.

IV. IMPLICATIONS FOR ACCOUNTING PRACTITIONERS

Accountants possess deep expertise in evaluating risks and assessing internal controls, particularly in relation to
one of the most heavily regulated classes of information globally—that related to financial reporting. This foundational
experience positions them to contribute meaningfully as organizations confront expanding regulatory and stakeholder
expectations related to personal data. At their core, data protection laws require firms to demonstrate accountability,
transparency, and effective risk management over personal information. The accountant’s foundational skillset, rooted
in risk assessment, control testing, and assurance, can be readily applied to this new domain if augmented with appro-
priate legal and technical knowledge on the topic. Accountants can support organizations internally by defining and
implementing data governance processes or externally by providing assurance to outside stakeholders. This latter
opportunity echoes themes presented in Knechel (2021), which outlines ways in which the auditing profession can
reclaim its economic imperative by expanding coverage to cybersecurity-related areas.

An important response by the accounting profession to growing concerns over data governance and cybersecurity is
the American Institute of Certified Public Accountants (AICPA)’s increased emphasis on System and Organization
Controls (SOC) reporting services. Most well known for SOC 1 reports—relating to internal controls over financial
reporting (ICFR) at service organizations—the SOC framework has expanded to include assurance services over the
AICPA’s Trust Services Criteria (TSC).!! Within the TSC framework, five key categories are used to evaluate an organi-
zation’s controls: security, availability, processing integrity, confidentiality, and privacy. SOC 2 and SOC 3 reports, which
are based on this framework, enable organizations that process data on behalf of clients (e.g., cloud service providers,
payroll processors, data hosting platforms) to demonstrate their commitment to robust data governance, cybersecurity,
and risk management practices.'? These reports provide service organizations’ customers independent assurance that their
service providers have effective controls in place to protect sensitive data and support compliance with relevant legal, reg-
ulatory, and contractual obligations. This assurance is increasingly important in a digital economy where nearly 95 per-
cent of global organizations leverage cloud services (Flexera 2019). Concurrently, data privacy (and related) regulatory
pressures have further accelerated the demand for these SOC 2 and SOC 3 reports (AICPA 2023; KPMG UK 2024).

The growth in demand for these services highlights the increasing need for accountants to develop skills in areas
related to data protection, such as IT controls, data governance, and cybersecurity.'* Cognizant of this need, account-
ing credentialing organizations around the world have expanded the knowledge base tested on their certification exams
to include the above areas. For example, in 2024 the AICPA transformed the Certified Public Accountant licensure
model (i.e., “CPA Evolution”) to emphasize the role of technology in accounting. The new format introduces new tech-
nology topics on each core exam (i.e., Auditing and Attestation (AUD), Financial Accounting and Reporting (FAR),
and Taxation and Regulation (REG)) and offers a standalone discipline exam focused on information systems and con-
trols (one of three discipline choices) that CPA aspirants can select as their fourth and final exam (AICPA 2025). The
knowledge base for this “ISC” discipline explicitly includes topics related to data privacy and data protection

"' The suite of SOC services is governed under the AICPA’s attestation standards (AT-C sections), which provide the overarching framework for
attestation engagements. Specifically, SOC 1 reports are conducted under AT-C Section 320, whereas SOC 2 and SOC 3 reports are conducted
under AT-C Section 205, based on the Trust Services Criteria. More information on the entire suite of SOC service offerings is available here:
https://www.aicpa-cima.com/resources/landing/system-and-organization-controls-soc-suite-of-services

12 Although the underlying examination performed by the service auditor to arrive at SOC 2 and SOC 3 reports is the same, the key difference
between the two reports lies in the level of detail presented. SOC 2 reports are intended for a restricted audience (e.g., management, regulators, or
business partners) and provide detailed information about a service organization’s controls and the results of testing against the TSC. In contrast,
SOC 3 reports are general-use summaries that offer less detail but can be publicly distributed to demonstrate a high-level commitment to trust and
transparency.

13 A 2021 gap assessment identified SOC engagements, digital acumen, cybersecurity, IT governance, and IT risk and controls as areas of growing
importance for accountants that were not covered by a majority of United States accounting undergraduate and graduate programs (AICPA/
National Association of State Boards of Accountancy (NASBA) 2021).
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regulation (AICPA 2024). A similar focus on key technology topics has been applied by the global Institute of
Management Accountants, which describes information systems and data governance as key competencies for account-
ants in its Competency Framework released in 2023 (Institute of Management Accountants (IMA) 2023).

V.IMPLICATIONS FOR ACCOUNTING RESEARCHERS
Prior Accounting Literature on Data Privacy/Protection Regulation

Accounting researchers first became interested in privacy/data protection regulations in the early 2000s as a way to
explore the comparative value of enforced regulation versus naturally emerging conventions engendering commentary
on the financial reporting regulations being debated in the United States post-Enron.'* Jamal, Maier, and Sunder
(2003, 2005) leveraged the differing regulatory environments of the European Union and the United States to examine
whether codified data protection regimes under the EU Data Protection Directive yielded better privacy practices than
the self-regulatory norms prevailing in U.S. e-commerce. These early investigations provided accounting scholars a
novel domain to interrogate broader questions about the role of government intervention and the limits of market dis-
cipline-insights with direct implications for financial reporting policy.

Beyond this foundational work, the topic of privacy and data protection remained largely untouched in accounting
research until recently. However, over the last five years, a stream of research has begun to examine both state-level
breach disclosure laws in the United States and global data protection regulations (e.g., the GDPR).

Starting in the United States, Ashraf and Sunder (2023) exploit the staggered adoption of state-level breach disclo-
sure laws from 2002 to 2014 to show that these regulations—although framed as consumer protection measures—
reduce firms’ cost of equity capital, particularly among those without prior cybersecurity investments, signaling dimin-
ished perceived shareholder risk. They also document that firms respond to these laws by hiring cybersecurity officers
and boosting IT investment. However, other studies argue that strategic and opportunistic firm behavior can surface in
response to these regulatory pressures. Chen, Hilary, and Tian (2024) find that insider selling profits increase following
breach disclosure mandates, especially among firms with weak governance or high cyber risk. These behaviors are
dampened in environments with stronger enforcement, implying that disclosure laws alone may not prevent managerial
rent extraction. Lin and She (2025) further reveal that firms may misreport the discovery date of cyber incidents to
delay disclosure, particularly when facing internal control weaknesses or looming regulatory deadlines. Although such
delays may allow time for remediation and public reassurance, they raise concerns about transparency, investor fair-
ness, and selective information release. Along the same lines, Ashraf, Jiang, and Wang (2022) examine the timing trade-
offs imposed by mandatory disclosure deadlines. Using U.S. state-level variation, they show that deadlines do
accelerate breach disclosure (by 90 percent) but also lead to less informative disclosures, suggesting that deadline rigid-
ity may sometimes undermine information quality. Investors react negatively to unjustified delays but are tolerant of
delays when they are accompanied by fuller disclosure. Their findings emphasize the policy challenge of balancing
speed and substance in cyber incident reporting.

Extending beyond the United States, other recent work has focused on the GDPR as the foundational example of
a modernized data protection law. Klein, Manini, and Shi (2022) study the effects of the GDPR and find that firms
reorient their board governance to place greater emphasis on cybersecurity. These board-level adjustments lead to
fewer subsequent cyberattacks. Maex (2022) extends this work beyond board-level implications, showing that the
GDPR also prompts firms to strengthen their broader information systems in ways that enhance internal information
quality and, in turn, improve operational efficiency. Nonetheless, the GDPR also imposes substantial costs on firms
that, at least in the short run, outweigh the above operational benefits (Maex 2022; Motoki and Pinto 2025).

Collectively, these findings highlight that the costs and benefits of modernized data protection regulations can
extend well beyond their primary objective of safeguarding personal data. The breadth of these effects, along with the
expansion of these regulations globally, opens up a range of promising avenues for future accounting research.

Areas for Future Research

Implications for Firms’ Governance and Operations

Much of the above work has focused on the implications of data protection regulations for firm governance, opera-
tions, and financial performance. These studies generally focus on the short-term costs and benefits resulting from the

14 Literature on the concept of information/data privacy and its implications for enterprises and society is vast. See Pavlou (2011); Boritz and No
(2011); Bandara, Fernando, and Akter (2020). Also, see Johnson (2022) for broader discussion of the literature on the economic implications of
the GDPR.
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adoption and enforcement of the GDPR. However, there are potential avenues for future research that would add con-
text to these initial insights. A few questions that offer fruitful avenues for future accounting research include:

1. Do the long-term benefits (operational or otherwise) of global data protection regulations outweigh the initial
compliance costs once firms have adjusted their systems and processes?

2. How do country-specific institutional factors (e.g., digital infrastructure, regulatory environment intensity,
legal infrastructure, cultural attitudes toward privacy) moderate the costs and benefits of such regulations?

3. What are the financial, operational, or reputational consequences for firms that fail to comply with data pro-
tection requirements?

4. How do firms respond following compliance failures, and what remediation strategies are employed?

The global proliferation of data protection laws—each with different scopes, enforcement regimes, and jurisdictional
nuances—offers a unique opportunity for researchers to explore these questions, by exploiting the staggered rollout of
regulations for cross-country analyses. This variation allows for identification strategies similar to those used in prior
international work on other global regulatory changes (e.g., IFRS adoption, executive compensation disclosure man-
dates, environmental, social, and governance (ESG) reporting).!® This consideration is particularly relevant since recent
privacy regulations outside of GDPR have received little attention in accounting research. Notably these questions can
now be addressed through longitudinal analyses that extend beyond the years confounded by the COVID-19 pandemic.

Importantly, many of the operational and governance changes triggered by data privacy laws that would be of
interest to accountants may not be observable through traditional public disclosures. As such, qualitative research
could play a critical role in uncovering the internal processes, adaptations, and strategic considerations that shape how
firms manage information in response to privacy regulation.

Implications for Firm Disclosures and Information Sharing

Privacy regulations may lead firms to adopt a “culture of privacy” (IAPP 2020). To the extent that there is a tight-
ening of control over sensitive information held by the firm, it is not farfetched to consider that there might be a chilling
of overall disclosure due to increased legal scrutiny over what is shared publicly. It would be interesting to understand
how changes in privacy policies publicized by firms correlate with changes in disclosure transparency, around the adop-
tion of modern privacy regulations that lead firms to adopt such a culture of privacy.'® Or, more broadly stated:

5. Do data protection regulations lead to changes in firm disclosure transparency as reflected in financial reporting?

Additionally, because requirements for more timely public disclosure of cyber breaches have been shown to reduce
the level of detail provided in those disclosures, there is growing concern that such mandates may create unintended
consequences. Particularly concerning is the potential dampening effect these regulations may have on cybersecurity
information sharing among firms, industry groups, and public-private partnerships, a risk that has been specifically
raised in connection with the SEC’s 2023 cybersecurity disclosure requirements (Gerding 2024). Firms may worry that
sharing threat intelligence or breach details behind the scenes, even in good faith, could later be used as evidence that
they withheld material information from investors.'” To the extent that information sharing is suppressed, it could hin-
der cybersecurity risk management efforts by organizations and individuals who rely on timely and complete informa-
tion about active threats. Hence, the following question is a worthy avenue for future research:

6. Do mandatory cybersecurity breach disclosure requirements discourage information sharing among firms and
other stakeholders, thereby undermining collective cybersecurity risk management efforts?

Implications for Assurance in Response to Regulatory Requirements

Previous studies have documented the development of standards around data privacy and related mechanisms for
assurance. Toy and Hay (2015) provide an overview of the early stages of the privacy assurance ecosystem, describing
assurance, attestation, and agreed-upon procedures engagements that used a diverse set of evaluation criteria, including

15 See, for example, Cascino et al. (2023); He, Shi, Zhou, and Zhu (2025); and Jona and Srivastava (2025) for discussions of some of these global reg-
ulatory trends.

16 Although privacy policies have traditionally been a focus of legal and information systems research, Gao and Brink (2019) explore these from a
disclosure standpoint providing a framework for integrating these policies into accounting research.

'7 Such a finding would be consistent with studies documenting a chilling effect on private information sharing following Regulation Fair Disclosure
(FD). See Koch, Lefanowicz, and Robinson (2013) for a review of the literature on Regulation FD. Nevertheless, examining whether cybersecurity
disclosure requirements produce similar effects remains important given key differences between the two contexts. In particular, the materiality of
cybersecurity information is often more difficult to assess, and the operational benefits of sharing threat intelligence (such as improved collective
defense) are not present for the financial disclosures governed under Regulation FD.
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specific privacy regulations. At the time, they noted that the “inconsistency of standards reduces international compa-
rability of privacy audits, thereby lowering their potential value to the entities subject to audit, and to users of the
reports” (Toy and Hay 2015, 181). However, as data protection regulations have become more omnipresent, exploring
the development of assurance offerings in the space of personal data protection would be an interesting research ave-
nue. It would also extend recent survey work on the marketplace for emerging assurance services (Bauer et al. 2024).
Such offerings may include both standalone privacy assessments by firms under any of a variety of privacy frameworks
(e.g., the NIST Privacy Framework, ISO/IEC 27701) and/or the inclusion of the Trust Services Criteria of privacy in
reporting under the AICPA’s SOC 2/3 framework. Potential research questions include:

7. What is the market structure for firms delivering these assurance services?
8. What factors are associated with the receipt and disclosure of privacy-related assurance services?
9. Which stakeholders, if any, value the receipt and disclosure of privacy-related assurance services by firms?

Studies addressing these research questions could build upon recent work by Schoenfeld (2024) and Qian (2024)
that have begun to explore the implications of receiving and disclosing SOC reports.'® One notable challenge in study-
ing the development of privacy assessments en masse is that many of these assessments are not publicized outside of the
firm (or are shared only with customers). However, SOC 3 reports, which are intended to be public-facing summaries
of SOC 2 reports, may provide an avenue for researchers to explore the evolution of assurance in this space.

VI. CONCLUSION

The evolving landscape of data protection and related regulations presents both challenges and opportunities for
management, the accounting profession, and regulators, especially in the realms of information integrity, disclosure
practices, and assurance mechanisms. As firms grapple with the demands of compliance and the necessity of safeguard-
ing sensitive personal information, they are compelled to invest in robust governance frameworks, enhance their infor-
mation management systems, and foster a culture of privacy throughout their organizations. Further, the patchwork of
regulations that continue to emerge across global jurisdictions, as well as their interfaces with technologies such as Al
and social media, amplify the importance of this area.

As a field focused on understanding how information is managed and communicated by firms, accountants have a
sizeable role to play in understanding and responding to this shifting regulatory terrain. This commentary is intended
to provide accountants with an overview of the landscape and stimulate discussion on the ways in which the field might
play a role in the realms of both practice and research.
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APPENDIX A
Examples of Cybersecurity Risk Factor Disclosures Referencing Privacy Regulations (in United States 10-K Filings)

FY 2017 10-K for Eastman Kodak Company

(https://www.sec.gov/Archives/edgar/data/31235/000156459018005857/kodk-10k_20171231.htm)

Improper disclosure of personal data could result in liability and harm Kodak’s reputation. (emphasis added)

Kodak receives, processes, transmits and stores information relating to identifiable individuals (personal information), both in
its role as a technology provider and as an employer. As a result, Kodak is subject to numerous U.S. federal and state and foreign laws
and regulations relating to personal information. These laws have been subject to frequent changes, and new legislation in this area may
be enacted at any time. In Europe, the General Data Protection Regulation (GDPR) will become effective on May 25, 2018 for all
European Union (EU) member states. The GDPR will include operational requirements for companies receiving or processing personal
data of EU residents that are partially different from those currently in place, and will include significant penalties for noncompliance.
This change, as well as any other change to existing laws, the introduction of new laws in this area, or the failure to comply with existing
laws that are applicable, may subject Kodak to, among other things, additional costs or changes to its business practices, liability for
monetary damages, fines andlor criminal prosecution, unfavorable publicity, restrictions on its ability to obtain and process information
and allegations by its customers and clients that it has not performed its contractual obligations. At the same time, the risk of cyber-
attacks is relevant to the requirements regarding storage, transfer, sharing and handling of personal information. This environment
demands Kodak continuously improve its design and coordination of security controls and contractual arrangements across its
businesses and geographies. Despite these efforts, it is possible its security controls over personal data, its training of employees and
vendors on data privacy and data security, and other practices it follows may not prevent the improper disclosure of personal
information. Improper disclosure of this information could harm its reputation or subject it to liability under laws which protect
personal data, resulting in increased costs or loss of revenue. (emphasis added)

FY 2017 10-K for Levi Strauss & Co.

(https://www.sec.gov/Archives/edgar/data/94845/000009484518000013/a2017yeform10-k.htm)

We face cybersecurity risks and may incur increasing costs in an effort to minimize those risks. (emphasis added)

We utilize systems and websites that allow for the secure storage and transmission of proprietary or confidential information
regarding our consumers, employees, and others, including credit card information and personal information. As evidenced by the
numerous companies who have suffered serious data security breaches, we may be vulnerable to, and unable to anticipate or detect
data security breaches and data loss, including rapidly evolving and increasingly sophisticated cybersecurity attacks. In addition,
data security breaches can also occur as a result of a breach by us or our employees or by persons with whom we have commercial
relationships that result in the unauthorized release of personal or confidential information. In addition to our own databases, we
use third-party service providers to store, process and transmit confidential or sensitive information on our behalf. Although we
contractually require these service providers to implement and use reasonable security measures, we cannot control third parties and
cannot guarantee that a data security breach will not occur in the future either at their location or within their systems.

A data security breach may expose us to a risk of loss or misuse of this information, and could result in significant costs to us,
which may include, among others, potential liabilities to payment card networks for reimbursement of credit card fraud and card
reissuance costs, including fines and penalties, potential liabilities from governmental or third-party investigations, proceedings or
litigation and diversion of management attention. We could also experience delays or interruptions in our ability to function in the
normal course of business, including delays in the fulfillment or cancelation of customer orders or disruptions in the manufacture
and shipment of products. In addition, actual or anticipated attacks may cause us to incur costs, including costs to deploy additional
personnel and protection technologies, train employees, and engage third-party experts and consultants. Any compromise or breach
of our security could result in a violation of applicable privacy and other laws, significant legal and financial exposure, and a loss of
confidence in our security measures, which could have an adverse effect on our results of operations and our reputation.

In addition, the regulatory environment surrounding information security and privacy is increasingly demanding, with frequent
imposition of new and changing requirements. For example, the European Union’s General Data Protection Regulation (“GDPR”),
which will become effective in May 2018, imposes significant new requirements on how we collect, process and transfer personal data, as
well as significant fines for noncompliance. Compliance with changes in privacy and information security laws and standards may result
in significant expense due to increased investment in technology and the development of new operational processes. (emphasis added)

FY 2019 10-K La-Z-Boy Incorporated
(https://lwww.sec.gov/Archives/edgar/data/57131/000104746919003700/a2239055210-k.htm)
Our business and our reputation could be adversely affected by cybersecurity incidents and the failure to protect sensitive
employee, customer, consumer, vendor or Company data, or to comply with evolving regulations relating to our obligation to
protect such data. (emphasis added)

(continued on next page)
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APPENDIX A (continued)

Cyber-attacks designed to gain access to sensitive information by breaching security systems of large organizations leading to
unauthorized release of confidential information have occurred over the last several years at a number of major U.S. companies.
Despite widespread recognition of the cyber-attack threat and improved data protection methods, cyber-attacks on organizations
continue to be persistent and ever-changing, making it difficult to prevent and detect these attacks. Similar to many other retailers,
we receive and store certain personal information about our employees, customers, consumers, and vendors. Additionally, we rely
on third-party service providers to execute certain business processes and maintain certain information technology systems and
infrastructure, and we supply such third-party providers with the personal information required for those services.

States and the federal government are increasingly enacting laws and regulations to protect consumers against identity theft, and in
the future we may be subject to state or federal data privacy laws, such as the California Consumer Privacy Act of 2018 (the “CCPA”).
We are also subject to data privacy and other similar laws and regulations in various foreign jurisdictions, such as the European Union.
These laws and regulations are emerging and evolving in various countries and the interpretation and application of these laws and
regulations in the United States, Europe and elsewhere often are uncertain, contradictory and changing. For example, the European
General Data Protection Regulation (GDPR) applies to us, creating a range of new compliance obligations regarding the treatment of
personal data. In addition, the GDPR contains significant penalties for noncompliance. It is possible that these laws may be interpreted
or applied in a manner that is adverse to us, unforeseen, or otherwise inconsistent with our practices or that we may not adequately adapt
our internal policies andlor procedures to evolving regulations, any of which could result in litigation, regulatory investigations and
potential legal liability, require us to change our practices in a manner adverse to our business or limit access to our products and
services in certain countries. As a result, our reputation and brand, which is critical to our business operations, may be harmed, we could
incur substantial costs, and we could lose both consumers and revenue. (emphasis added)

During fiscal 2019, we were subject, and will likely continue to be subject, to attempts to breach the security of our networks
and IT infrastructure through cyber-attack, malware, computer viruses, and other means of unauthorized access. To the best of our
knowledge, attempts to breach our systems have not been successful to date. A breach of our systems that results in the
unauthorized release of sensitive data could adversely affect our reputation resulting in a loss of our existing customers and
potential future customers, lead to financial losses due to remedial actions or potential liability, possibly including punitive damages,
or we could incur regulatory fines or penalties. An electronic security breach resulting in the unauthorized release of sensitive data
from our information systems or those of our third party service providers could also materially increase the costs we already incur
to protect against these risks. We continue to balance the additional risk with the cost to protect us against a breach, and have taken
steps to ensure that losses arising from a breach would be covered in part by insurance that we carry.
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