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Abstract

Design of hash functions and pseudo-random permutations over Galois extensions of Zg
for prime powers g has recently gained some interest in relation to recent directions
in advanced cryptography, such as multiparty computation and zero-knowledge protocol
design. Thus investigating optimality of cryptographic properties of S-boxes defined by
polynomials over Galois rings is of interest. Of particular interest is the differential uni-
formity of such functions. To our knowledge, there are very few results on the differential
uniformity for polynomials over Galois rings GR(p*, m) when k, m > 2. Motivated by
designing secure hash functions and block ciphers over Galois rings, a main contribution
of this paper is an investigation into the differential properties of polynomials over Galois
rings. Finally, we provide a classification of APN permutations in GR(4, 2) up to affine
and CCZ-equivalence.
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1 Introduction

One of the most fundamental constructions in symmetric cryptography is the substitution
box (S-box), playing a key role in providing confusion during the encryption process. Tra-
ditionally, S-boxes have been defined as functions over binary fields, aiming for properties
like low differential probability, high algebraic degree and high nonlinearity in order to
achieve security. In recent years, however, there has been a growing interest in ring-based
technologies. Examples include zero-knowledge (ZK) proof systems such as [1-3] and fully
homomorphic encryption (FHE) schemes like BGV [4] or BFV [5]. The Elisabeth cipher
family defined over modular rings was designed to be FHE-friendly [6]. One key advantage
of defining ciphers over rings is that many FHE protocols are defined over ring structures,
often relying on some lattice problem being difficult to solve. Defining functions over the
same algebraic structures may ease both implementation and efficiency when the need for
conversion between data structures is eliminated.

This paper focuses on the construction of S-boxes over Galois rings. They are in some
sense the unification of modular rings and finite fields (see e.g. [7, p. 307]), and their ver-
satility could therefore make them well-suited for various cryptographic designs. In par-
ticular, we investigate differential uniformity of S-boxes over Galois rings which, in some
sense, measures how close the function is to being linear. A function with low differential
uniformity provides strong resistance to differential cryptanalysis, which was introduced
by Biham and Shamir in [8]. The reader may note that there have been multiple attempts to
construct symmetric ciphers over rings, like the SAFER family of cryptosystems [9] whose
S-boxes were defined to be APN (almost perfect nonlinear) functions over Zssg, as well as
the AES finalist RC6 [10], which relied on multiple different operations over Zyw, including
XOR. However, none of these seem to be in widespread use today.

Despite the versatility of Galois rings, and apart from some earlier applications like [11]
using them for universal hash functions, Galois rings have not seen nearly the same amount
of use in real-world (symmetric) cryptosystems as the finite binary fields. Furthermore, the
amount of published research on differential properties of functions defined over Galois
rings is close to non-existent. While [12] provided an enumeration of APN permutations
over Z, forn < 19 and [13] found a general bound for differential uniformity in the context
of Z where N is composite, there is very little research on Galois extensions of these rings.
This lack of research on fundamental properties may in part explain the very limited use that
Galois rings have seen in cryptography. To enable future construction of strong ciphers, the
study of differential properties of these functions seems essential.

The main contribution of this paper is establishing rudimentary results on the differen-
tial uniformity of functions defined over Galois rings. Of particular interest are the permu-
tations, and we establish a bound for both permutations and non-permutations when the
functions are polynomials. We demonstrate that such functions have differential uniformity
which is much higher than what is possible when resorting to table-based definitions of
functions. We give a class of permutation polynomials achieving the lower bound for differ-
ential uniformity for certain parameters p, m, k. Finally, we enumerate all APN permutations
over GR(22, 2) up to affine and CCZ-equivalence.
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2 Preliminaries

We begin by recalling some basic properties of Galois rings and polynomials over them.
The reader is referred to [7] for a more rigorous treatment of Galois rings. For a prime p and
k,m > 1, a Galois ring GR(p", m) of p™* elements is a degree m Galois extension of Z .
Any such ring is isomorphic to Z,: (o] /(g(c)), where g(cr) € Z,,x[c] is a monic polynomial
of degree m whose reduction modulo p is irreducible over Z,. For ¢ = p*, denote this ring
by Rym = GR(p*,m). Setting k = 1 gives the usual Galois field GF(p™) = F,m. Any
Galois ring is a local principal ideal ring, and contains the chain

0 c @) cCp)CRyn

of ideals generated by powers of the prime p. Moreover, note that Fpm = Rgm /(p), and we
will henceforth denote the latter field by F. Elements in this field are just cosets of (p) and
will be denoted by T € F', where by definition T = = + (p). An element v € Rym is a unit if
and only if @ # 0, and we denote by R the unit group of R,m. The projection Rgm — F
extends coefficientwise to the polynomial ring, and for any polynomial f(x) € Rym [x]

we denote its projection by f(x) € F[z]. Note that polynomial evaluation is well defined
under this projection, since the fact that polynomial functions map cosets to cosets, i.e.,
fla+(p)) € f(a) + (p), implies that

f@) = f(a) M

for every a € Rym. Finally, for any polynomial f(z) =" c;z" € Rym[z], denote its
formal derivative by f'(z) = > | ¢iz' ™t

It is well known that not all functions on R~ are induced by polynomials (see e.g. [14]).
A function f : Rgm — Rgm induced by a polynomial f(x) € Rgm[x] is called a polyno-
mial function, or simply polyfunction. We will usually refer to a polyfunction by a polyno-
mial that induces it. A polynomial inducing a permutation of R, is called a permutation
polynomial.

Lifting roots of areduced polynomial f(z) € F[z]toroots ofapolynomial f(x) € Rym [7]
is central to this paper, and this is typically done with Hensel’s lemma. It holds in general for
so-called Henselian rings, and in particular for local rings with nilpotent maximal ideal. We
state it for the latter case, which is all we need for Galois rings.

Theorem 1 (Hensel's lemma) Let R be a commutative ring with a nilpotent maximal ideal
m. Suppose H(z) € R[z] is a polynomial with reduction h(z) € (R/m)[z]. If © € R/m has

h(w) =0 and B (0) # 0,
then there is a unique w € R such that H(w) = 0 and w = % mod m.

Note that the requirement in Theorem 1 that b/ (&) # 0 is equivalent to w being a simple
root of h(x), i.e. that (z — )¢ divides A(x) for d = 1, but not for d = 2. We will refer to
simple roots many times throughout the paper. A multiple root is a root which is not simple.

Now suppose that the root & € R/m of h(x) is not simple. Then an element w € R such
that w = @ mod m cannot automatically be ruled out as a root of H(x). In the Galois ring
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setting, if f(z) € Rym[2] has reduction f(z) € F[z] and W € F is a multiple root of f(x),
then a separate argument is needed to determine which elements in the coset w + (p) C Rym
that are roots of f{x). In general, the number of such elements can range from zero to the
size of the coset itself. This phenomenon will be the foundation of some worst-case bounds
presented later in the paper.

Finally, we remark that many versions of Hensel’s lemma require that H(x) be monic, but
this is not necessary for the simple root-lifting version of the result.

The following lemma is also needed for establishing many of the results of this paper. It
is an expression for the directional derivative D, f(z) = f(x + a) — f(z), and is closely
related to the Taylor formula on rings (see e.g., [15, p. 332]).

Lemma 1 Suppose that f(z) = >, c;z* € R[z] and a € R, where R is any commutative
ring. Then

D.f(z) = af'(z) + a® Z ci <Z) IR,
i=1

==V

In particular; if a® = 0, then Dof(z) = af(z).

Proof By the binomial formula, we have

. . 1 o . . 17 o
ci(r+a) —cz' =¢ g <J> 26! = aicx 4 ¢ E <j> " Ia?

j=1 j=2

for any ¢+ > 0. For the entire polynomial we then get

Daf(x) = flx+a) = f(x) =Y [ei(w+a)’ - cia']
=1
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The latter claim follows immediately. O

S-boxes are typically required to be permutations, and to this end we recall the following
well-known conditions from [7] for a polynomial in R,m[z] to induce a permutation. We
include a proof for the benefit of the reader.

Theorem 2 Suppose q = p* with k > 1. Then f(z) € Ryn[z] is a permutation polynomial
if and only if

1. f(z) permutes F and
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2. the formal derivative ?l(w) is nonzero on all of F.

Proof Assume conditions (1) and (2). Foreachb € Rym, define g,(z) = f(z) — b € Rym|[z].
For each b, there is by (1) some unique ¥ € F such that g, (y) = 0, and by (2) we have
7, (W) # 0. Then, by Theorem 1, there is some unique w € Rym with w =7 such that
go(w) = 0. Equivalently, w is the unique input giving f(w) = b, so fis injective, and hence
bijective by the finiteness of Rym.

If (1) does not hold, then f maps two different cosets to the same coset, contradicting
injectivity. If (2) does not hold, then there is some @ € R,m such that f'(a) € (p). Then for
anyt € Ryn, Lemma 1 gives

fla+tp" ") = fla) + p"'tf (a) = f(a),

i.e., fis constant on the coset a + (p*~1). O

Heuristically, the first condition listed in Theorem 2 means that the polynomial permutes
the cosets of (p) C R,m, while the second condition ensures that the restriction of f'to any
coset a + (p) maps injectively into the coset f(a) + (p).

We remark that for certain parameters of 2=, there are given exact criteria for a poly-
nomial to be a permutation. For example, when m = 1 and ¢ = 2* for any k > 1, there is
a complete classification by Rivest in [16] giving exact criteria that a polynomial permutes
Zov. In general, however, we must decide whether f permutes F, and as pointed out in
[17, p. 347], this is a rather complicated matter. It is further complicated by the additional
requirement that the derivative be nonzero on all of F.

We state some general properties of permutation polynomials in the setting of Galois
rings. The following results are direct consequences of Theorem 2.

Corollary 1 Let f{x) be a permutation polynomial for GR(p*, m). Then
1. forany integer k' > k and lift f(z) € GR(p* ,m)[z] of fx) such that
f(x) = f(z) mod (p*), the polynomial f(z) permutes GR(pF ,m);
2. forany integer 1 < k' < k, the reduction f(x) mod (p*') in GR(p* , m) permutes

GR(p"', m).

Corollary 2 A polynomial that only has terms that are multiples of p, except for degree-1
coefficient a; ¢ (p), will permute Rym.

Proposition 1 If f(z) € R m[z] has only integer coefficients and permutes Rm, then f per-
mutes Zq.

It is in principle possible to use the above properties to design block ciphers or hash
functions with S-boxes, linear layers and security analysis over o= , and then lift the cipher
to R,m for any ¢ = 2* as one sees fit, thus opening up the possibility for versatile crypto-
graphic designs meeting several practical requirements (e.g. different ZK/MPC protocols)
at once while relying on one security analysis. In the following, we analyse the differential
properties of such S-boxes.

@ Springer



Cryptography and Communications

3 Differential uniformity in GR(p*, m)

For a function f : R — R over a finite ring R, the differential uniformity of f measures the
maximum number of solutions to the equation D, f(x) = f(x + a) — f(z) = b for a pair
a#0,b€ R.Fora,b € R define

o7(a,b) = {z € R| f(z +a) - f(z) = b}

to be the entries of the |R| x | R| table § which we call the Difference Distribution Table
(DDT). The differential uniformity of f is simply Ay = max,.00f(a,b). The differ-
ential probability corresponding to the pair of input/output differences (a, b) is given by
DPy(a,b) = d¢(a,b)/|R|, and we define DP{*** = Ay /|R|. Let

Ni(e) = [{(a;b) € (R\{0}) x R | d7(a,b) = c}|.

Then the differential spectrum of f'is given by (Nf(0), N¢(1),...) = (N¢(%))iez-,, Where
Ny (c) counts the number of times the value ¢ € Zs appears in the DDT of f.

Differential cryptanalysis is one of the main threats against symmetric ciphers and moti-
vates the use of S-boxes defined by polynomials with low differential uniformity. In general,
functions with low differential uniformity provide better resistance to such attacks than
functions with higher differential uniformity. Any function f{x) with differential uniformity
2 is called an almost perfect nonlinear (APN) function and achieves the lowest possible
differential uniformity over Fom. For rings with odd characteristic, differential uniformity
equal to 1 can be possible, and a function attaining this bound is called a perfect nonlinear
(PN) function.

3.1 Bound for polynomials

We establish a lower bound on the differential uniformity for a polyfunction over a Galois
ring.

Proposition 2 The differential uniformity of a polyfunction f(z) € Rym|[z] for k> 1 is
lower bounded by the size of the maximal ideal of Ryn. Le., Ay > |(p)| = p™F=1).

Proof Let f(z) € Rym[z] be givenby f(z) =, c;a’ and leta = p*~1y € (p*~!). Using
Lemma 1, for any x = pz € (p) we get

Daf(x) =p" 'y f (p2)
="y iei(pz) !
i>1

=p" yey,

which is constant for every such choice of a, x. O
The proof of Proposition 2 shows that the existence of zero divisors in 24~ causes the
differential uniformity of polyfunctions to be relatively high compared to the finite field
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case. We will later see that even though the values of d¢(a, b) may be low for a, b units,
Proposition 2 shows that there are always a, b € (p) such that 6 ;(a,b) > p™*—1).

3.2 Bound for permutation polynomials

Recall the following basic result that will be needed for establishing a bound on differential
uniformity for permutation polynomials over Galois rings. Its justification can be found in

[7].
Lemma 2 [fthe Galois ring Ry has char Ryn = p* = q, then for every 0 < i < k,
pla=pb < a+ (P =0+ ").
We now have all the ingredients needed to prove the main theorem of this section:

Theorem3 The differential uniformity of a permutation polynomial f (x) € Rym[z] fork > 1
is lower bounded by twice the size of the maximal ideal of Ryn. Le., Ay > 2|(p)| = 2p™F=1).

Proof As in the proof of Proposition 2, set a=p*lye (pF~!) and write
D, f(z) = p*~tyf'(x). Since f'is a permutation, condition (2) of Theorem 2 implies that
f/(f) # 0 for every T € F. The latter condition combined with the pigeonhole principle
implies that there are (at least) two distinct elements @, 3 € F such that f (@) = [ (5).
Using (1), note that every element of (o + (p)) U (8 + (p)) is mapped to some fixed coset
i+ (p) by f/. Then, using Lemma 2 withi = k — 1,wehavep* 'y f'(z) = p* 'y f'(a') for

every pair z, 2" € (a + (p)) U (B + (p)). Hence, Ay > |(a+ (p)) U (B + (p)] = 2[(p)]-
g

Remark 1 Note that the bounds established by Proposition 2 and Theorem 3 are identical to
the bounds established by Theorem 6 and Corollary 2 of [13] for polynomial functions over
rings such as Z,x, which is isomorphic to Ry~ with m = 1. However, they do not treat the
general case of m > 1.

Corollary 3 Every permutation polynomial on Zyx has differential uniformity 2%, i.e., the
highest attainable for functions on Z .

3.3 The DDT for polynomials in GR(2*, m)

In this section, we establish results about the DDT of polynomials over I2,~. First we show
that if ¢ is even, then d¢(a, b) is even for each a, b € R~ . Then we prove some results con-

necting &7 with properties of the polynomials f and ?/ in Flx].
In the case of a ring of characteristic 2 and a function f; all DDT values 0 (a, b) are even,

because if w solves the equation f(z + a) — f(x) = b for x, then also a + w is a solution.
When the characteristic increases, this relation no longer holds. In the following, we show
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that polynomial functions over R » with even g have only even numbers in their DDTs.
First, we establish two basic lemmas.

Lemma3 Let (p*~1) C R,n denote the minimal ideal. The restriction of a polynomial map
f i Ryn — Ryn, to some coset a + (p*~1) is constant if and only if f'(a) € (p). Otherwise
the restricted map is injective, i.e., f(a + (p*=1)) = f(a) + (p*~1).

Proof By Lemma 1, we have

fla+p"ty) = fla) + "y f'(a).
If f'(a) € (p), then the restriction of fto a + (p*~!) is constantly equal to f{a). Otherwise,
for every pair y, ¢’ suchthata + p* =1y # a + p*~1y/, we have p* ~ 1y f'(a) # p* o' f'(a),
as f/(a) is a unit. O
Lemma 4 Fix q = 2% and let f(z) € Ryn[z]. If the restriction of D,f(z) to some coset

19 + (2% 1) isinjectiveforsome a ¢ (2), then the restriction of D, f (z) toxy + a + (2%~ 1)
is also injective.

Proof Observe that since charF' = 2, we have D, f(z) = D,f(x + a) as polynomials,
implying that (D, f)'(z) = (D, f)'(z + a). Equivalently,

(Daf)/('r) - (Daf)/(x + a) € (2)

Since 2 |[/(D, f)'(x0), we must have that 2 |[/(D,, f)' (¢ + a). Concluding by Lemma 3, we
have that D, f(z) is injective when restricted to the coset o + a + (2%71). O

We are ready to prove that the entries of the DDT of functions over Galois rings with
even characteristic are all even.

Proposition 3 For ¢ = 2% and f(z) € Ryn[z], every entry 6¢(a, b) of the DDT of fis even.

Proof Fixa # 0,b € R,m for g even. Consider every coset of the minimal ideal (25~1). We
will show that the number of solutions to D, f(z) — b = 0 inside each coset is either the
size of the coset, one, or zero. If it is one, then we show that there is a (uniquely determined)
corresponding coset whose contribution is also one. The sum of these contributions is, of
course, even.

When the equation D, f(x) — b has no solutions, the number of solutions is trivially
even.

Suppose that w solves D, f(z) —b=0 and 2| (D,f) (w). Then, by Lemma 3,
the restriction of D, f(z) to w + (2¥~1) is constant, thus, the contribution of the coset
w + (2%71) is the size of the coset, which is even.

Suppose that w solves D, f(z) —b =0 and 2 |/(D,f) (w). Then a ¢ (2), since if
a€(2),

Dof(x) = f@+a) - f(@) = f() - f(T) =0,
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implying that D, f () is the zero polynomial, contradicting (D, f)’(w) ¢ (2). Then there is
exactly one solution in w + (2%~1) since the restriction of D, f () to this coset is injective
by Lemma 3. Consider the equation D, f(z) — b = 0 over the field ' = Fom. Since the
characteristic is 2, the value w + a is also a solution. We note that = + a # T since @ # 0.
We claim that the root w + a is simple over F. A sufficient condition is that the derivative of
D, f(x) — bbe nonzero at z + a. Note that D,, f (w) = D, f(w + a) are equal as polynomi-
als over F. Combining with the assumption that 2 |/(D, f)'(w), we get

Dof (@) = Duf(@+a) — (Duf) (W+a) = (Daf) (@) #0

We conclude that w + a is a simple root of D, f(x) — b. This allows for the use of Theorem
1: There is a unique root w’ € Rym of D, f(x) — b such that w’ = w + a mod (2). This
implies that w’ # w. Since 2 |/(Dq f)'(w'), the restriction of D, f to the coset w’ + (2F71)
is injective, so the coset contributes with 1 to the entry (a, b) of the DDT of f{(x). Further-
more, by the uniqueness of lifted simple roots, this coset is uniquely determined by w. [

The lifting technique showcased in the proof above suggests that the DDT of a polyno-
mial over a Galois ring has strong connections to the DDT of the polynomial projected onto
F[x]. We illustrate one further such connection, by bounding d¢(a, b) for some polynomial
f(z) € Rym[x] in terms of its behavior on F[x], when « is a unit.

Proposition 4 Let f(z) € Ryn[z] with n = deg f and (a, b) € Ry X Rym and q = " with
k> 1. Then

L. dp(a,b) < 57(5,5)])"1(’“—1) < A7pm(k—1);

2. &s(a,b) < 22 ™=V ifn is odd and D, f (x) non-constant;
3. dp(a,b) <1+ 252 -p"™ 5=V ifn is even and D, f(x) is non-constant.

<
<

Proof Letb € Rym and h(x) = D, f(z) — b.

We start with proving (1). There are 7(a, b) solutions to h(z) = 0 in F. Each such
solution w € F' is the projection of some element in the coset w+ (p) C Rym, and
hence gives rise to at most |w + (p)| = p™*~1) solutions of A(x) in Rym. Consequently,
57(a,b) < 55(@,8)|(p)] < Agpm (-1,

For (2) and (3), denote d = deg h. Assume that h(x) is non-constant (which happens
if and only if D, f(z) is non-constant) and note that 1 < d < deg f — 1. Then there are at
most d roots of h(z). Let s be the number of simple roots and # be the number of multiple
roots, and thus s + 2¢ < d. Since every simple root of & may be lifted to a unique root of #,
and every multiple root of 7 may be lifted to at most |(p)| roots of &, we get

3r(a,b) < s +1t|(p)] = s + tp™ Y, )
which is maximized when d and ¢ are as large as possible. If d is odd, then we

maximize s+ tp™* =1 by setting t = (d —1)/2 and setting s =1, which gives
5(a,b) <1+ pm™k=1 . (d — 1)/2.1fdiseven,sett = d/2andgetd(a,b) < d/2 - p™k—1),
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Finally, if n = deg f is odd, then (2) is maximized when d is the maximal even or maxi-
mal odd number less than #, so

ds(a,b) < max {(n —1)/2-pmY 1 4+ (n—3)/2 -pm(kfl)} =(—1)/2. pmt-1,
Similarly, if deg f is even, we have
Sp(a,b) <max{(n—2)/2-p"* D 14 (n—2)/2.pm* "V} =14 (n—-2)/2-pmt-Y,

concluding the proof. O

Next, we establish some upper bounds on d¢(a, b) in the case of a being a non-unit. These
play an essential role in building towards criteria for determining that a polynomial in Rym
achieves optimal differential uniformity, which will be explored in the next section. First,
we show a useful lemma.

Lemma 5 Suppose that a = p°u for some unit u € qum with 1 < s <k, and that

f(z) € Rynla]. Then Duf() = Daf(y) mod (p**1) if and only if T () =T (3). In
particular,

F@ #F (@) = Duf(2) # Daf(y).

Proof Leta = p*u € (p) where 1 < s < k such thatu € R, is a unit, and let 7,y € Rgm.

Note that a® = p?*u? =0 mod p*** since 25 > s + 1. Thus, by Lemma 1, we have that
D.f(z) =af'(z) mod (p*T). Then,

Dqf(x) = Daf(y) = p*u(f'(z) — f'(y)) mod (p*),
which is zero mod (p**!) if and only if ?/(f) :?l@) since u is a unit. Hence, if
F'@ #7 (@), then

Daf(x) = Daf(y) = a(f'(x) = f'(y)) 20 mod (p™*"),

and hence D, f(x) # Do f(y). O

Lemma 5 shows that if a € (p) \ {0}, then D, f(z) = D, f(y) only if f (%) = f (7).
An immediate consequence is the following important bound on d¢(a, b) for a € (p) \ {0}.
Recall that a fiber is just the inverse image of a singleton set in the codomain of a function.
Proposition 5 Suppose that f(z) € Rgn|z] is a polynomial, a € (p) \ {0}, b € Rym and let
t = maxycp |(7)_1 (y)| be the maximum size ofsomeﬁberoffl. Then §;(a, b) < tp™(*F=1).

Proof Let a, b be as stated, and suppose w solves D,f(x)="b. Let
A= (7)*1(W), and observe that |A| < t. By Lemma 5, if W' ¢ A, then w' € Rym
does not solve D, f(z) = b, implying that only lifts of elements in 4 to R,~ may be roots
of D, f(x) = b. Hence, d¢(a,b) < |Al|(p)| = tp™*—1). O
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In the next section, we draw some conclusions based on these results, especially regard-
ing the optimality of certain polynomial functions.

3.4 On optimal differential uniformity of polynomials

Given a prime p and k,m > 1, we have |(p)| = (p"~1)™. Then for the special case of Z,,
k =2and m = 1, we do get that |(2)| = 2, being the only Galois ring with zero divisors for
which APN polynomials can exist. While it is easy to verify that there are APN polynomials
in Z4, Theorem 3 shows that none of them are permutations. In particular, there are no APN
permutation polynomials for R, when k£ > 1. This may seem like an unfortunate limita-
tion, but it also motivates a new notion of optimal differential uniformity.

Definition 1 Let f'be a polyfunction over a Galois ring R,~. We say that

1. fispoly-APNif Ay = pmk=1);
2. fis permutation-poly-APN (ppoly-APN) if Ay = 2p"™(*=1) and fis a permutation.

An immediate consequence of Theorem 3 is that the maximal differential probability for
ppoly-APN polynomials is independent of £, i.e., maxq-o,s DP(a,b) = 2p~™, which is
in stark contrast to the case of permutation polynomials over F7} where this probability
decreases as k increases.

Drawing from the previous section, we deduce criteria ensuring that a function is
poly-APN.

Theorem 4 A polynomial f(x) € Rym[z], is poly-APN if and only iffl is bijective on F.

Proof Suppose [ is bijective on F. If 0 # a € (p), then §¢(a,b) < p™*=1 by Proposition
5.

Fora € R} ,definethepolynomialhi(z) = D, f(x) — b.Thenh' (z) = f (z + @) — [ (z)
— -
is nonzero for every x € F, since f is injective, implying that every root of D, f(z) — b is
simple and lifts uniquely to Ry~ . Hence, df(a,b) = 6?(6, b) for every unita € R, and of
course 57(6, b) < |F| < p™* =1 so fis indeed poly-APN.
Conversely, if fis poly-APN and fl is not injective on F, then by the same argument as

in Theorem 3, we get Ay > 2p™ (=1, g
For the case of permutation polynomials, the situation is more complex due to condition

(2) of Theorem 2 requiring that the map ?/ be non-injective. Hence, candidates for being
ppoly-APN must, for now, be treated in a case-by-case fashion. Nevertheless, we summa-
rize sufficient criteria as a direct consequence of Proposition 5, where the cases of a being a
unit and a non-unit must be treated separately.

Proposition 6 Let f(z) € Rym[z] be a permutation polynomial. Then fis ppoly-APN if the

maximal fiber size off/ is 2 and for each unit a € R;m the relation 6¢(a,b) < 2pm(k—1)
holds.
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In order to prove that a specific function is ppoly-APN, one may combine Proposi-
tion 6 with Proposition 4. We demonstrate this in Section 4.2. For some polynomial
f(x) € Rgm[x], that would require either that Az is low enough, or that deg f is sufficiently

low with D, f(x) nonconstant for every unit a.

The lower bounds on differential uniformity established in the previous sections suggest
that the non-units are primarily responsible for high numbers appearing in the DDT of some
polynomial function. However, explicit testing shows that when both a,b € qum, we may
still have 0 (a,b) > 2p™ =1, even if the polynomial behaves optimally on the non-units.
For instance, the permutation polynomial

f(x) =2+ (5a+30®)z? + (3a+ 3a?)2® + (2 + a + 50%)z* + (3 + 3a2)x® + 55

in Rgs[x] has

max 5p(a,b) =128 =2-236"Y and  max &s(a,b) = 136,
(a,b)E((P)\{O}) X Rgm a,b (p)

where the latter maximum is achieved when both a, b are units. We are able to computation-
ally verify that for every lift f of fto Rygs[2] has d#(a, b) achieving its maximum on non-
units a, b. The same behavior can be observed for multiple other polynomials, suggesting
the following conjecture:

Conjecture 1 Given a permutation polynomial f(x) € Ryn[z] with q = p* such that the

maximal fiber size off, is 2, then there is some n > k such that ¢’ = p™ such that any liﬁf
of fto Ry [x] achieves the lower bound ofA]a = gpm(n—1)

We conclude the section with one final conjecture. The reasoning is that an APN permu-
tation polynomial, when lifted to the Galois ring, will have a differential uniformity which
is too low to be a permutation of the ring due to Theorem 3.

Conjecture 2 An APN permutation polynomial f : Fgm — Fam cannot be lifted to a permu-
tation polynomial over Rgm for q = 2k,

If true, the conjecture would, by Theorem 2 imply that the formal derivative of an APN
permutation vanishes in at least one point of its domain.
4 Explicit constructions
4.1 Power functions
Consider the polynomial f(z) = 2¢ € Rym[z] for some d > 1. Then fis a well-known APN
function for many values of d when k = 1. When £ increases, the differential uniformity of
the function obviously also increases, and it loses the property of being a permutation by

condition (2) of Theorem 2. The following result tells us exactly when a power polynomial
is poly-APN.
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Theorem 5 Let g=p*, d>1, m>0 and k> 1. Then the power polynomial
1% € Ryn1] is poly-APN if and only if ged(d — 1,p™ — 1) = ged(d, p) = 1. In par-
ticular;, if ged(d — 1,p™ — 1) > 1, then Ay > 2p™*=1, and if ged(d,p) > 1, then
Ay = p"™ = |Ryn|.

Proof Suppose that ged(d —1,p™ —1) = ged(d,p) =1 and that f(z)= 2% Then
¥ (x) = dz?1, which is injective on F if and only if  is a unit and 29~ € F[z] is a per-
mutation. The first is ensured by ged(d, p) = 1, and the latter by ged(d — 1,p™ — 1) = 1.
Hence, by Theorem 4, f(x) is poly-APN.

Conversely, let ged(d — 1,p™ — 1) > land a = p*lu withu € R Then, by Lemma
1, Dof(z) = p"tudx?='. Then there are 7, s € R,m such that 7 # 5, and 741 = 391
since 7 — 79! is not injective. Consequently, if ,2’ € (r 4 (p)) U (s + (p)), we have
2471 = (2)?~! mod (p), and hence by Lemma 2, we have p*~1dz?~! = pF=1d(2')41,
implying that A ; > 2p™ (=1,

Finally, let gcd(d, p) > 1anda = p*~lu withu € Ry Thend = py forsomey € Rym,
and hence D, f(z) = p*~Ldz?=! = pF~1pyzd=1 = 0,50 A; = p*™ = |Rym|. O

Over the finite field Fom , the Gold function 22'+1 is APN when i and m are coprime. For
q = 2%, it is poly-APN over R,m if and only if (d — 1,p™ — 1) = (d,p) = 1, by Theorem
5. Indeed, inserting d = 2* + 1 and p = 2 yields

ged((204+1)—1,2" —1)=1  and  gcd(24+1,2) = 1.

Hence, we conclude with the following corollary.

Corollary4 Fork > 1, ¢ = 2% and m > 0, the Gold function = Rymz] is poly-APN
forevery i > 0.

4.2 Dickson polynomials

Definition 2 Choose some unit u € R, and some degree d > 0. Define the corresponding
Dickson polynomial gq4(z,u) € Rym[z] to be

ld/2] d d— i
—-J j..d—27
galw,w) = > == (177) (~uylat

where d%j(d;j ) is evaluated in Z before any modulo reduction in R~ , and hence the
expression is always well defined.

The work done in [18] provided exact conditions that the Dickson polynomial be a permuta-
tion polynomial in GR(p", m): for a fixed prime p, a unit u € qum and k£ > 1, the Dickson
polynomial gg(z, u) is a permutation polynomial for GR(p*, m) if and only if the equalities
ged(d, p™ — 1) = ged(d, p) = 1 hold. From our experiments we see that many Dickson
permutation polynomials are ppoly-APN for B,m when m is odd. For the even case, how-

ever, our observations do not indicate that permutation polynomials with this property exist.
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A possible advantage of using Dickson polynomials for cryptographic applications is that
they can be defined in a way in which all coefficients lie in Z; C Rqn. In fact, this happens
every time u is chosen to be a unit in Z,.

The following result establishes a class of degree 5 Dickson polynomials which are per-
mutations for p = 2 and odd m, and have optimal differential uniformity of 2 - 2m(k=1),
This, in fact, gives an infinite class of ppoly-APN permutations.

Theorem 6 Let ¢ = 2% and m odd. The permutation given by the polynomial
g5 (z,u) = 2° — 5uz® + 5u”x € Ryn[z] for any unit u achieves the lowest possible dif-
ferential uniformity of 2=+

Proof Since m is odd and d = 5, we have
22m _1=4"-1=(-1)"-1=-1-1=3 mod 5,
so ged(5, p?™ — 1) = 1. Moreover, ged(5,2) = 1, so g5(z,u) is indeed a permutation.

We know by Theorem 3 that Ay > 2 - 2™(~1) We show that the differential uniformity
is also upper bounded by this quantity, proving the theorem. Note that

D, f(x) = bax* + 10a%2® 4+ (10a® — 15ua)z? + (5a* — 15ua®)z + (5u’a — 5ua® + a®)
= a(5x4 + 10az® + (10a® — 15u)2? + (5a® — 15ua)z + (5u® — 5ua® + a4)).

and define
h(x) = 5x* + 10ax® + (10a® — 15u)z? + (5a® — 15ua)z + (5u® — 5ua® + a*)

so that D, f(x) = ah(z).

When a ¢ (2), the polynomial D, f(x) is non-constant. Furthermore, since deg f = 5,
statement (2) in Proposition 4 implies that d;(a,b) < %2'"(’“*1) = 2m(k=D+1 for every
be Rym.

Now suppose a € (2). It is routine to check that f (z) = 2* + 22 + 1 € Flz] is 2-to-1
on F. We conclude that 7 (z) has maximal fiber size 2, and hence by Proposition 5, we have
5¢(a,b) < 2. 2mk=1),

O

We conclude the part on Dickson polynomials with a few observations for p = 2, moti-
vating further research.

There are many Dickson permutation polynomials other than g¢s, such as g11(z,u).
While the latter polynomial is ppoly-APN in Rs, it is not a permutation over Rs, and it
has higher differential uniformity than optimal permutations. Hence, a ppoly-APN Dickson
polynomial does not automatically give rise to an infinite class of ppoly-APN functions.

Furthermore, it is not enough for a permutation to be 4-uniform over F to be ppoly-APN
over Rym. One example is g13(z,u) over GR(2¥, 3) whose differential uniformity over F
is 4, but for example when k = 2, it has differential uniformity 40 and not 16, which is the
lowest possible for permutations in Rys. This holds for any g;3(z, u) with u € qum.
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For ge(x, u), we observe that while it is APN over Fom for various m, it achieves maxi-
mal differential uniformity of ¢"* over R4~ whenever k& > 1. This can be shown by writing
out the expression for g as in the proof of Theorem 6, and writing D,gs(z) = ah,(z) for
some h,(z), and we get h,(x) is by no means 2-to-1 when a € (2).

Finally, we have not observed any Dickson polynomial over R =~ for m even which is
ppoly-APN. Nevertheless, the question of existence of ppoly-APN polynomials for even m
is answered in the affirmative in the following section.

4.3 Polynomials with integer coefficients

As mentioned in the context of Dickson polynomials, there are upsides to considering poly-
nomials with only integer coefficients. Not only does this ease the study of the functions, but
it has various advantages in cryptographic applications.

By computing the differential uniformity of all permutation polynomials over R,z
restricted to having integer coefficients, it becomes evident that the differential uniformity
never goes below 10, slightly above the lower bound 8. I.e., none of the 32 integral permu-
tation polynomials are ppoly-APN. For the case of Rg2, the differential uniformity lower
bound is easily achieved with integer coefficient polynomials, e.g., f(x) = z(1 + z* + 25)
is ppoly-APN with Ay = 32. There is currently no reason to believe that there is any lack of
ppoly-APN functions with integer coefficients in the general setting.

5 A classification of all APN permutations over GR(4, 2)

If we do not require a polynomial representation of the function, but resort to a table-based
implementation, we find many APN permutations over Galois rings. We remark that due
to the isomorphism (Rym, +) = (Zy", +), studying the difference distribution tables in the
Galois ring setting is essentially the same as defining functions over the Cartesian product
of m copies of Z.

We classify APN permutations in GR(4, 2) up to affine and CCZ-equivalence. Two func-
tions f, g : Zy* — Z;* are affine equivalent if there are invertible matrices 4, B over Z, and
a,b € Zg" such that

g(x) = B(f(Az +a))+b

for all z € Z;". A more general notion of equivalence is that of CCZ-equivalence. Define
Ty ={(x, f(x)) | 2 € Z]'} to be the graph of the function f. Then f, g are said to be
CCZ-equivalent if there exists an invertible 2m X 2m matrix 4 and a € Zg’” such that
AT’y + a = T'y. Both these notions of equivalence preserve differential uniformity and dif-
ferential spectrum, but CCZ-equivalence is strictly more general than affine equivalence.

5.1 Exhaustive search on GR(4, 2)
We performed an exhaustive search of all affine equivalence classes of permutations of

Ry = 73, thereby classifying all APN permutations up to affine equivalence. Following a
search technique very similar to that of [19], we use the fact that every permutation of Z;
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is affine equivalent to one fixing (0, ..., 0) and all standard basis vectors. The ring-analogue
of their result allowed us to fix three points for every permutation, namely (0, 0), (1, 0) and
(0, 1), drastically reducing the search space. Before stating the results in Section 5.2, we jus-
tify fixing these points and explain how we determine CCZ-equivalence of two functions.
Finally, we provide code' for the search, and refer the reader to README . md for its details.

Fixing coordinates in the search. Recall the notion of affine span

Aff(xo,...,2m) = xo + Span(z1 — o, . . ., Tm — To) Which is independent of the choice
of base point within the set {zo, . . ., Zm }. The vectors xq, . . . , T, are said to be affine inde-
pendent if Span(x1 — xo, ..., ZTm — To) has rank m over Zox, where Span({x; — acs}#s)

again is independent of choice of base point z;. The following is the ring-analogue of
Lemma 1 in [19].

Lemma 6 Given a bijection [ : "', — Z"%, there are two sets of affine independent vectors
iy 2 2 74

A=A{zp,...,2m} and B={yo,...,Ym} such that f(z;) = y; for every 0 < i < m.

Proof We give aproofby induction on ¢. Suppose A; = {zg, ...,z }and By = {yo,...,y:}
with f(z;) = y; for every ¢ < ¢ and suppose A; and B; both are affine independent sets. Let
C; = f~1(Aff(B;)) and observe that |Aff(A;)| = |Aff(B;)| = |Cy| = 2.

We seek x:y1 € Z3; such that ;41 = f(7s11) and y:41 ¢ Aff(B;). Hence, w411
must be chosen from ZI; \ (Aff(A;) UC;), which is guaranteed to be a nonempty
set when |Aff(A;) U Cy| < |ZJr| =2*™. Note that for each x; with i <t, we have

f(z;) = yi € Aff(By), implying that z;; € C;. Consequently, Aff(A;) N Cy # (), and hence
|AfF(Ay) U Cy| < |AfE(Ap)| + |Cy| = 27 + 2k = 2ktH1,

Since t < m — 1, we have |Aff(4;) U Cy| < 2k+1 < 2k(m=D+1 < gkm —|7m | Hence,
the set Z7; \ (Aff(4;) U Cy) is non-empty, and choosing x;11 to be any of its elements
completes the induction step. O

Given Lemma 6, one may transform any permutation f : Zy; — ZJ; into some per-
mutation g fixing (0,...,0) and all the standard basis vectors e;, where the i-th entry
equals 1 and the remaining entries are 0, in the following way: Let X = {zo,...,Zm}
and Y = {yo,...,ym} be sets such that f(z;) = y; for each i. Set a = x¢ and let 4 be
the m x m matrix whose i-th column is x; — xo. Let C be the m X m matrix whose
i-th column is given by y; — yo. Both sets X and Y are affine independent, and equiva-
lently, both 4 and C are invertible. Finally, choose B = C~!, and b = —By,. Then define
g(x) = Bf(Az + a) + b. Observe that g(0) = Bf(z¢) + b = Byo + b = 0. Furthermore,
evaluating g at e; gives

g(e;) = Bf(Ae; +a) + b= Bf((x; —x9) + x0) + b= By; — Byo = B(y; — yo) = €;

using that B = C 1.

The consequence for our search for permutations over Z32 was that three inputs could be
fixed. Then the search space was significantly reduced to only 13! = 232-5 permutations.
Finding all APN permutations with fixed points was done in a matter of minutes on a mod-

Uhttps://github.com/arnesandrib/Galois-Ring-APN-Classification
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ern laptop. Then we made a set consisting of all the obtained APN permutations. By select-
ing one representative, we could easily eliminate from the set all permutations to which it
was affine equivalent. This process yielded a complete list of representatives of equivalence
classes of APN permutations.

On Establishing CCZ-equivalence.

To check whether two permutations f, g are CCZ-equivalent, we search for an invertible
matrix A € Zi“ and a € Z} such that AT’y + a = T'y. We do this by checking all block
matrices 4 with Ay, Ao € Z3*? such that

_ (A1 Ap
A= )

andcheckingif A1z + Aj2 f(z) isapermutationsothat A(z, f(z)) = (A1z + A2 f (), *)
indeed gives the graph of a function. Then determining the existence of As1, A22 and a such
that AT’y + a =T’y reduces to solving linear equations over Z,. Details are available in
GR42 CCZ. sage in the referenced code.

5.2 Results

The search yielded 15, 576 APN permutations, and we extracted 32 unique representatives
corresponding to each affine equivalence class. These representatives are provided in Table
1. The 32 representatives fall into 19 different CCZ-classes and yield 13 different differen-
tial spectra. See Table 2 for the complete list of differential spectra and CCZ-classes.

The provided tables should be interpreted using the following ordering of

1 . . . . .
Rgm: for each element u = )" " u;a’ € Rym associate the nonnegative integer given

by 2?:01 u;q' € {0,1,...,¢™ — 1}. If z € Rym corresponds to the integer x; under this
correspondence, then the x;-th element of the table is an integer y; representing the output
v of the function when evaluated in x.

The number of entries equal to 2 in the DDTs of the APN permutations varied sub-
stantially, ranging from 64 in the best case to 112 in the worst case. A peculiar case is
the spectrum S15 of Table 2, where the value 1 appears only 16 times in the DDTs of the
corresponding functions. The spectrum of these functions seems remarkably close to that
observed for APN functions in the field case, while the remaining functions have differential
spectra more concentrated at the value 1.

Checking each pair of optimal affine inequivalent representatives, we found that some
of the APN permutations sharing differential spectrum fall into the same CCZ class. The
CCZ classes have maximum size 2, suggesting that many of these functions are not affine
equivalent to their inverse. We also observe that APN permutations with the same differen-
tial spectrum do not need to be CCZ-equivalent, as in Sg where we observe 3 distinct CCZ
classes with the same differential spectrum. For a list of the CCZ classes and complete dif-
ferential spectra, consult Table 2.

The function H; = [0,1,2,5,4,6,3,14,7,8,12,15,9,11,10, 13] is an example of an
APN permutation achieving the best differential spectrum found in our search, in the sense
that Ny, (2) = 64 is the minimum value attained by any permutation. Its DDT is given in
Table 3.
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Table 1 Collection of 32 representatives of the different affine equivalence classes of optimal APN permuta-
tions over GR(4, 2)

Ho o, 1, 2, 5, 4, 3, 7, 12, 13, 15, 6, 8, 14, 10, 9, 11
Hy o, 1, 2, 5, 4, 3, 8, 10, 14, 13, 11, 12, 6, 9, 15, 7
Ho o, 1, 2, 5, 4, 3, 9, 11, 12, 14, 8, 13, 10, 7, 15, 6
Hs o, 1, 2, 5, 4, 3, 10, 6, 11, 14, 13, 15, 7, 8, 12, 9
Hy o, 1, 2, 5, 4, 3, 10, 12, 8, 14, 11, 7, 13, 15, 9, 6
Hs 0, 1, 2, 5, 4, 3, 12, 15, 6, 13, 7, 10, 11, 9, 8, 14
Hg 0, 1, 2, 5, 4, 6, 3, 13, 7, 14, 9, 15, 12, 10, 8, 11
H~ 0, 1, 2, 5, 4, 6, 3, 14, 7, 8, 12, 15, 9, 11, 10, 13
Hg 0, 1, 2, 5, 4, 6, 8, 13, 11, 14, 3, 15, 9, 7, 12, 10
Ho 0o, 1, 2, 5, 4, 7, 10, 12, 15, 13, 11, 6, 14, 8, 3, 9
Hio o, 1, 2, 5, 4, 7, 11, 10, 9, 15, 3, 12, 6, 13, 8, 14
Hip o, 1, 2, 5, 4, 7, 15, 11, 12, 14, 13, 8, 10, 3, 9, 6
Hio o, 1, 2, 5, 4, 9, 11, 14, 12, 6, 13, 8, 15, 7, 3, 10
His o, 1, 2, 5, 4, 10, 3, 11, 15, 14, 6, 8, 7, 12, 9, 13
Hig o, 1, 2, 5, 4, 10, 7, 3, 11, 13, 15, 14, 6, 9, 8, 12
His o, 1, 2, 5, 4, 10, 7, 3, 15, 8, 14, 12, 11, 9, 13, 6
Hig o, 1, 2, 5, 4, 10, 14, 12, 9, 15, 13, 6, 11, 7, 3, 8
Hir o, 1, 2, 5, 4, 12, 3, 10, 11, 15, 6, 14, 7, 8, 13, 9
His o, 1, 2, 5, 4, 12, 10, 15, 6, 8, 3, 11, 13, 9, 7, 14
Hig o, 1, 2, 5, 4, 15, 8, 12, 6, 9, 14, 7, 3, 11, 13, 10
Hao o, 1, 2, 6, 4, 3, 10, 12, 11, 14, 5, 7, 13, 15, 9, 8
Hoq o, 1, 2, 6, 4, 8, 15, 9, 5, 7, 14, 10, 11, 13, 12, 3
Hao o, 1, 3, 5, 4, 2, 9, 8, 10, 15, 7, 14, 11, 13, 12, 6
Hos o, 1, 3, 5, 4, 7, 13, 9, 6, 12, 15, 2, 8, 10, 11, 14
Hou o, 1, 3, 5, 4, 8, 10, 11, 13, 2, 6, 14, 15, 7, 9, 12
Hos o, 1, 3, 5, 4, 9, 7, 13, 15, 11, 6, 14, 2, 8, 12, 10
Hog 0, 1, 3, 5, 4, 9, 8, 10, 6, 12, 15, 2, 11, 7, 13, 14
Hor 0, 1, 3, 5, 4, 10, 8, 9, 15, 2, 6, 12, 13, 7, 11, 14
Hog o, 1, 3, 5, 4, 10, 13, 12, 7, 8, 6, 14, 9, 11, 2, 15
Hao o, 1, 3, 5, 4, 12, 10, 13, 14, 6, 7, 8, 11, 2, 15, 9
Hso o, 1, 3, 6, 4, 7, 15, 10, 5, 13, 14, 2, 11, 9, 8, 12
Hsq o, 1, 3, 6, 4, 11, 8, 13, 10, 7, 15, 5, 9, 2, 12, 14

6 On using polynomials vs lookup tables (LUTs)

The objective of this paper was to investigate the differential uniformity of polynomials and
functions over Galois rings. While our results show that the optimal functions are not among
those admitting a polynomial representation, we would like to shed some light on why using
polynomials perhaps might have some benefit if our goal is to construct a sort of generic
design. Advanced cryptography frequently requires symmetric cryptography over non-stan-
dard fields and rings, leading to a range of dedicated designs that rely on different security
arguments and whose logical implementations share little in common. This could motivate
designs of hash functions and block ciphers whose security arguments can be independent
of the specific rings they are defined over, to have one single base design which can be re-
used in many different advanced cryptographic schemes only by parameterizing the ring it is
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Table 2 Differential spectra of affine-inequivalent APN permutations of GR (4, 2). Functions within the same
brackets are CCZ-equivalent

Spectrum ID Differential Spectrum CCZ Classes
NO0) N(1) NQ)
So 79 112 64 {H7,H4}
S 84 102 69 {Ho,Ho1}, {Has}
So 85 100 70 {H11,Hi12}
S3 86 98 71 {Hg, Hi5}
Sy 88 94 73 {H2,H4}, {Hs}
Ss 89 92 74 {H13,Ha0}
Se 90 90 75 {Has, Hs1}
Sz 91 88 76 {Ho,Hs}
Ss 94 82 79 {H1o, Hi6}
So 95 80 80 {H1,Hs}, {H17,Hio}, {Has}
S10 97 76 82 {His}
S11 111 48 96 {Ha3,Hae} , {Haa, Hao}
S1a 127 16 112 {H27}, {Hs0}

Table 3 The DDT of H7
16

S OO O OO OO OO o o o oo

—_ = NN O OO = O = = NN =N
N O = = = O = O = O N = NN O
—_ = O N O OO =N == NN = DNO
RO = == OO = = O = = = O
O = = e = NN O = O = =N O
—_ = O N O NN~ NN == O = O O
_ == O = NN = O N =N = =O
—_ = O NN O N OO = =N =N = O
i S e SR S R e R = =]
_ == = = N =N === = = O = O
— O N = = = = NN = = = OO
N — = O O = N O = NN === =0
O N O = NN = === O = = N O
— NN = NN O = O = =N = O O
— O N O N~ —m N = —m O =N == O

defined over. The obvious idea is to pick a ppoly-APN permutation with binary coefficients
which remains ppoly-APN over R,= for a suitable range of parameters ¢ = p* and m for
the S-box layer together with a suitable linear layer. This generic design approach generally
excludes picking table-based S-boxes. A possible direction for constructing generic designs
is then as follows. A permutation polynomial f(z) € F,[z] is an exceptional polynomial if
the induced map f : Fm — [Fpm is a permutation for infinitely many integers m > 1. The
notion is naturally generalized to include the Galois ring.

Definition 3 Let f(x) € Z[z]. We say that f is ring-exceptional if the induced map
f: Rym — Rym is a permutation for infinitely many tuples ¢ = p* and m.
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A block cipher or hash function is ring-exceptional if its components (S-boxes and linear
layers) are ring-exceptional for infinitely many numbers of compatible parameters p, k, m.
To be more concrete, we fix p = 2. Recall that an n x n MDS matrix over GR(2%,m) is a
matrix whose square sub-matrices are all non-singular. Non-singularity is just the same as
having determinant equal to a unit in the ring. The existence of MDS matrices in the context
of Galois rings is a consequence of the following theorem.

Theorem 7 (/20, Theorem 1]) An n x n matrix M = (a;;) over GR(2%, m) is MDS if and
only if M = (ay;) is an n x n MDS matrix over F gm.

Thus, one may construct a ring-exceptional Substitution Permutation Network (SPN) by
picking a ring-exceptional S-box ffor the S-box layer and a n x n MDS matrix for the linear
layer over GR(2, m) and lift it to a suitable GR(2*, m). One can deduce e.g. two-round dif-
ferential probabilities based on the differential uniformity of f'and the minimum number of
active S-boxes in the usual way. For instance, by fixing m large enough in comparison to 7,
one can pick a MDS matrix over GR(2,m) for the linear layer and lift it to a MDS matrix
over GR(2%, m). For the S-box layer, one can pick e.g. the ppoly-APN Dickson polyno-
mial f(z) = L(z)z where L(z) = 2* + 22 + 1. A cryptanalyst can analyze a cipher with
components defined over GR(2*,m) by restricting it to a problem over GR(2,m), so the
security of the design instantiated over the smallest ring GR(2, m) can give an indication of
the security of the entire design.

7 Conclusion

The contents of this paper provide a foundation for further investigation into the differential
properties of functions over Galois rings. The results suggest that it can be wise to build
block ciphers and hash functions from functions that do not admit a polynomial representa-
tion. Even though we have knowledge of a class of optimal ppoly-APN functions, their high
differential uniformity is still not advantageous in many applications. We leave many open
problems, classifying polynomials with only integer coefficients in terms of differential
uniformity, identifying a class of ppoly-APN functions for even m, improving criteria for
determining that a function is ppoly-APN, and identifying a non-table-based representation
of the APN permutations over R42. Other obvious problems are for what Galois rings there
exist APN functions, APN permutations and even PN functions.
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