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Abstract
Meltdown and Spectre are vulnerabilities known as transient execution vulnerabilities, where
an attacker exploits speculative execution (a semantic optimization present in most mod-
ern processors) to break confidentiality. We introduce relative security, a general notion
of information-flow security that models this type of vulnerability by contrasting the leaks
that are possible in a “vanilla” semantics with those possible in a different semantics, often
obtained from the vanilla semantics via some optimizations. We describe incremental proof
methods, in the style of Goguen and Meseguer’s unwinding, both for proving and for dis-
proving relative security, and deploy these to formally establish the relative (in)security of
some standard Spectre examples. Both the abstract results and the case studies have been
mechanized in the Isabelle/HOL theorem prover. This paper is an extension of an earlier
conference paper that provides significantly more detail on the Isabelle formalization and the
unwinding proof process.
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1 Introduction

Meltdown [1] and Spectre [2] are transient execution vulnerabilities, which exploit timing-
based side-channels caused by speculative execution optimizations, as present in almost all
modern processors. Mitigating against such vulnerabilities is of significant importance for
computer security.

Since their discovery,Meltdown, Spectre and their variants have sparked intensive research
interest, leading to a range of mitigation techniques [3]. While Meltdown-based attacks have
now largely been resolved using a combination of hardware- or microcode-based patches [3],
older architectures remain vulnerable.Moreover, for Spectre and its variants, new generations
of attacks are subtle and difficult to detect. This problem is of high concern since vulnera-
bilities can leak sensitive information across hypervisor domains, breaking virtual machine
boundaries. Since attacks can be carried out using valid processor mechanisms and usually
leave no discernable traces, their detection is extremely hard. Principled approaches to for-
mally expressing and verifying the absence of such vulnerabilities are therefore of primary
importance.

This paper proposes a new model- and proof-theoretic framework for describing and
verifying resilience against transient execution attacks and beyond. We introduce relative
security, a general notion that focuses not on the absolute (information-flow) security of a
system, but on the difference in security between a basic, “vanilla” system and a system
that is enhanced to allow optimizations in the system’s execution. More precisely, relative
security expresses that there is no increase in information leakage: any leak occurring in the
optimization-enhanced system can also occur in the vanilla one.

While building on a rich literature that addresses this problem from a formal modeling
perspective, relative security’s innovation is in natively capturing fully interactive attackers
and dynamic creation of secrets, as required, e.g., by operating system processes. There are
two key features enabling this: 1) a fine-grained attacker model that allows secrets, attacker
actions and attacker observations anywhere on the execution trace, and 2) a view of leaks as
first-class citizens that takes advantage of this fine granularity.

Our second contribution is a set of general methods for proving and disproving rela-
tive security in an incremental fashion, generalizing the unwinding method by Goguen and
Meseguer [4]. On the proof front, our method allows the incremental construction, from any
two optimization-enhanced execution traces that exhibit a leak, of two counterpart vanilla
traces that exhibit the same leak. The four traces are constrained by both “secrecy contracts”
and “interaction contracts”, which postulate local similarities and dissimilarities between
pairs of corresponding traces.

Due to the complex dynamics between the four involved traces, the disproof front of
relative security is also interesting and benefits from the idea of unwinding.A counterexample
involves indicating a concrete leak in the optimization-enhanced system, followed by a proof
employing a formof secret-directed unwinding that shows how this leak cannot be reproduced
in the vanilla system.

To demonstrate the applicability of both our definition of relative security and the asso-
ciated unwinding (dis)proof methods, we instantiate relative security to a programming
language with speculative semantics. This yields intuitive results on some standard example
programs, which the proof methods are then applied to.

The relative security framework, as well as the language semantics and examples, have
been mechanized in the Isabelle/HOL prover [5]. The formal libraries these extensions are
based off are available in the Isabelle Archive of Formal Proofs [6–8].
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This journal paper is a considerable extension on an earlier conference paper [9] with
a greater focus on the formalization and its role in the proofs. The key differences are as
follows.

1. Both of the sections that are focused on the formalization (§4 and §7) are new.
2. There are significant extensions to the descriptions of abstract unwinding (§5), includ-

ing further details of the unwinding definitions, soundness proofs, and links with the
formalization.

3. There are significant extensions to the discussion on each case study and their (dis)proofs
of (in)correctness (§8).

4. There are additional discussions on related work from the perspective of formalization
in a theorem prover (§9).

Overview The first half of this paper focuses on the abstract contributions, including the
motivating examples (§2), the definition of relative security (§3) and its formalization (§4),
as well as the development of the unwinding proof method including the abstract soundness
proofs (§5). The latter half focuses on the concrete instantiations of these concepts based on
a basic language that models speculative execution (§6) and its formalization (§7), which is
then used to demonstrate the application of our unwinding (dis)proof methods to several case
studies (§8). We conclude by presenting a discussion of related work (§9), and summary of
our main contributions (§10).

2 Motivating Examples

This section motivates our notion of relative security by introducing example programs that
exhibit various features that we would like to cover.We focus on C programs, including some
standard examples from the Spectre literature [10, 11]. In all examples, we assume that the
attacker controls the inputs and sees the outputs (unless specified otherwise), and can also
infer the locations accessed for reading (as in the Spectre attacks).
Spectre v1 attack Our examples pertain to the Spectre v1 attack (aka bounds check bypass),
which proceeds in three phases. We describe these phases in terms of the example in Listing
1. We assume that the attacker calls fun1 with an input of its choosing.

Phase 1. The attacker (mis)trains the branch predictor by calling fun1with values less than
N, making it more likely that it will enter the true branch of the if statement at line 3.

Phase 2. The attacker calls fun1with x ≥ N, aiming to trigger misspeculation and access
the secret stored in &a + x, where &a is the address of array a. If misspeculation
is triggered, the program fetches the (secret) value, say sec, from &a + x, and sec
is subsequently used to access some other value of array b. (Here, the multiplication
by 512 ensures that this value is stored in its own cache line, making the attack more
efficient.) Note that the value of b[s * 512] is unimportant. What is important is that
after resolving speculation, the cached content of b is not cleared, which means that it is
possible to perform a timing attack (Phase 3).

Phase 3. The attacker performs a standard timing attack, polling b[i * 512] for different
values of i . On i = sec, it can notice that the value returns much faster, allowing it to
determine sec.
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1 unsigned fun1(unsigned x) {
2 unsigned t = 0;
3 if (x < N) {
4 t = b[a[x] * 512];
5 }
6 return t;
7 }

Listing 1 Spectre Bounds Check Bypass (BCB)

In this paper, we are interested in mitigation steps for Phase 2, whereby we prevent programs
from performing “dangerous” misspeculation.

1 unsigned fun2(unsigned x) {
2 unsigned t = 0;
3 if (x < N) {
4 _mm_lfence ();
5 t = b[a[x] * 512];
6 }
7 return t;
8 }

Listing 2 Fix 1 for Spectre BCB

1 unsigned fun3(unsigned x) {
2 unsigned t = 0;
3 if (x < N) {
4 unsigned v = a[x];
5 _mm_lfence ();
6 t = b[v * 512];
7 }
8 return t;
9 }

Listing 3 Fix 2 for Spectre BCB

A suboptimal fix to fun1 is straightforward. As shown in Listing 2, one can introduce a
load fence (_mm_lfence) instruction prior to loading from b and thus calculating the value
of a[x]. This effectively resolves speculation by disallowing the processor from continuing
execution until it can be certain that the branch will be taken, i.e., that x is indeed less than
N.

A less obvious fix (given in Listing 3) is also possible. This program seemingly suffers
from a transient execution vulnerability because speculative execution loads the value of
a[x] into the cache, whereas non-speculative execution does not. However, since both x
and the base address of a are known (or inferrable) to the attacker, loading a[x] does not
leak any additional information under misprediction. This less obvious fix is more optimal
than the one shown in fun2 since the delayed fence allows for more speculation to occur.
In general, we want to place fences as late as possible within branches in order to maximize
speculation.
Conditionally secure example

Now consider the program in Listing 4, discussed by Cheang et al. [11]. The authors refer
to it as being conditionally secure because its susceptibility to a transient execution attack
depends on the value of N.

• For N = 0, the program is insecure because b[a[0] * 512] can be loaded into the
cache (thus leaking a[0]) only under misprediction.

• For N > 0, consider the following. Suppose N = 2 (for concreteness) and consider a
trace in which the attacker calls fun4(3), triggering a misprediction and loading the
value of a[0] into v. Should such an execution be ruled insecure? Unlike the program
in Listing 1, here the value leaked from a is always from index 0. Thus, the leak through
misprediction described above is also possible through a normal execution, e.g., where
the attacker chooses x = 1. Thus, the program does not have a transient execution
vulnerability.
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1 unsigned fun4(unsigned x) {
2 unsigned t = 0;
3 if (x < N) {
4 unsigned v = a[0];
5 t = b[v * 512];
6 }
7 return t;
8 }

Listing 4 Conditionally secure BCB

Interactive examples
The examples above have certain features in common: first, there are secrets to be

protected—some parts of the memory (inside or outside the bounds of array a). Second, there
are observations that an attacker can make—via standard channels such as function return or
side channels, e.g., the affected cache. Finally, there are actions that an (active) attacker can
take to interact with, and influence the execution of the program—via inputs to the functions.

While all the examples so far are only end-to-end interactive, i.e., take an input at the
beginning and return an output at the end, this does not need to be the case. For example,
Listing 5 shows a (possibly nonterminating) fully interactive program, which continually
takes an integer value as input (via the scanf function) and accesses the arrays a and b
based on the input until its value is 0. It also outputs a (possibly infinite) stream of elements
from the array b (via the printf function). Thus, actions and observations can take place
not only at the execution’s beginning and end respectively, but fully interactively, and possibly
in(de)finitely. Despite this behavior, we wish to show that the program (e.g., Listing 5) is
still Spectre-secure, namely that the fence in line 8 is sufficient to prevent transient execution
vulnerabilities.

1 void fun5() {
2 unsigned t = 0;
3 unsigned x = 1;
4 while (x != 0) {
5 scanf("%u", &x);
6 if (x < N) {
7 unsigned v = a[x];
8 _mm_lfence ();
9 t = b[v * 512];

10 printf("%u", t);
11 }
12 }
13 }

Listing 5 Secure interactive program

1 void fun6() {
2 unsigned t = 0;
3 unsigned x = 1;
4 while (x != 0) {
5 x = getUntrustedInput ();
6 unsigned y =

getTrustedInput ();
7 if (x < N) {
8 unsigned v = a[x];
9 writeOnSecretFile (x,y);

10 _mm_lfence ();
11 t = b[v * 512];
12 printf("%u", t);
13 }
14 }
15 }

Listing 6 Secure secret-interactive program

In some cases, one may wish to protect not only the initial memory, but also (secret) inputs
that are under the control of trusted parties. Listing 6 shows a contrived example illustrating
this: the program reads from both an untrusted and a trusted source. The call to a procedure
named writeOnSecretFile illustrates the potential processing of some trusted input
stored in y, which could influence a file on the disk. In this example, such an influence is
harmless, since that file is assumed unobservable by the attacker, i.e., we can ensure that the
input from the trusted source is not leaked.
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In conclusion, wewant tomodel fully interactive (both acting and observing) attackers and
fully interactive secret uploading, while also allowing interaction to take place in(de)finitely,
i.e., factoring in infinite executions.

3 Defining Relative Security

Wedevelop the abstract framework on top of systemmodels capturing the program semantics
(§3.1).Our approach beginswith the abstract notion of leakagemodels that allowus to express
the essence of relative security (§3.2). We gradually refine this definition to more concrete
(state-wise) attacker models (§3.3, §3.4), where leaks are defined from secrets together with
attacker actions and observations, which in turn can later be easily instantiated by our concrete
case studies (§8).

3.1 SystemModel

We first introduce the concept of a system model, which provides a base from which we can
later model leaks and attackers:

Def 1 A system model is a triple SM = (State, istate,⇒), consisting of:
• a set State of states, ranged over by s,
• a predicate istate : State → Bool that describes the initial states,
• a binary relation ⇒ : State × State → Bool on states called the transition relation.

For a set A, a sequence over A is an item in Seq(A) = A∗ ∪ AN, i.e., a finite or infinite
list of elements from A. Relative to a system model SM = (State, istate,⇒), we introduce
the following notions:
• We say that a state s ∈ State is final, written final(s), when there is no transition out of s,

i.e, ¬∃s′. s ⇒ s′.
• An (execution) trace is a non-empty (finite or infinite) maximal sequence of states

s0 s1 . . . ∈ Seq(State) such that istate(s0) holds and si ⇒ si+1 for all i . (Maximality
refers to the suffix relation; it is equivalent to saying that, if the sequence is finite then its
last state is final.) Trace ⊆ Seq(State), ranged over by π, ρ, denotes the set of traces, and
Tracefin denotes the subset of Trace consisting of the finite traces only.

3.2 Very Abstract Relative Security: LeakageModels

We fix two system models: a vanilla system model, SMvan = (Statevan, istatevan,⇒van),
and an optimization-enhanced system model, SMopt = (Stateopt, istateopt,⇒opt), such
that Statevan ⊆ Stateopt. The vanilla systemmodel represents the plain system, featuring no
optimization—which will act as reference for our (relative) notion of security. Its set of traces
is denoted by Tracevan. The optimization-enhanced system model stands for the system that
has been optimized in various ways, e.g., with speculative or out-of-order executions. Its set
of traces is denoted by Traceopt. We will use the following short names: “vtrace” for “vanilla
trace” (i.e., an element of Tracevan), and “otrace” for “optimization-enhanced trace” (i.e., an
element of Traceopt).

We are interested in expressing the information-flow security of SMopt relative to that of
SMvan, in order to assess whether the optimizations have introduced further vulnerabilities
(as is the case with Spectre). However, we do not just want to check the implication “if

123



Relative Security: (Dis)Proving Resilience Against Semantic… Page 7 of 64 31

SMvan does not leak then SMopt does not leak either”, because that would be too coarse:
we wish to allow SMvan to have some (presumably acceptable, or at least known) leaks, and
to check that SMopt has no additional leaks.

What we seem to need for this is the ability to reason leak-wise, i.e., to express not just the
absence of any leak (as done by traditional notions such as noninterference), but explicitly
the very notion of a leak. To this end, we introduce leakage models:

Def 2 A leakagemodel for a systemmodelSM = (State, istate,⇒) is a pair (Leak, leakVia),
where Leak, ranged over by l, is a set of entities called leaks, and leakVia is a predicate in
Trace × Trace × Leak → Bool.

We think of leakVia(π1, π2, l) as expressing that the traces π1 and π2 exhibit the leak l.
Indeed, it is well known [12] that whatever the leaks are, one requires two traces (i.e., two
alternative executions) rather than just one to exhibit it.

Note that we work very abstractly, gradually instantiating our concepts. For now, we leave
the notion of a leak unspecified. In the next subsection (§3.3), we will get more concrete,
taking leaks to be pairs of sequences of secrets produced by alternative execution traces—
which, for suitable choices of the notion of secret, recoverswhat is typically taken to constitute
a leak in a language-based setting [13]. In (§6), when we have some concrete system models
given by a programming language semantics at our disposal, we further instantiate the secrets
to be the initial memories and inputs and outputs over certain trusted channels.

We now have all the ingredients for an abstract, leak-centric definition of relative security:

Def 3 Let LMvan = (Leak, leakViavan) and LMopt = (Leak, leakViaopt) be leak-
age models for SMvan and SMopt respectively (having the same set of leaks Leak).
We say that (SMopt,LMopt) satisfies relative security w.r.t. (SMvan,LMvan), written
(SMopt,LMopt) ≥ (SMvan,LMvan), when the following holds:

∀l ∈ Leak. ∀π1, π2 ∈ Traceopt. leakViaopt(π1, π2, l )

−→ ∃π̂1, π̂2 ∈ Tracevan. leakViavan(π̂1, π̂2, l )

We say that (SMopt,LMopt) satisfies finitary relative security w.r.t. (SMvan,LMvan),
written (SMopt,LMopt) ≥fin (SMvan,LMvan), when the above property holds when

restricted to finite traces, i.e., replacing Traceopt with Tracefinopt and Tracevan with Trace
fin
van.

This definition expresses that, for the given notion of leak, the optimization-enhanced
system SMopt does not exhibit any leaks besides those already exhibited by the vanilla
system SMvan. (Thinking of as expressing security, the notation ≥ suggests an “at least
as secure as” reading.) The notations π̂1 and π̂2 for vanilla traces serve as reminders of their
dependency on the otraces π1 and π2— with the caveat that each of the two vtraces may
depend on both π1 and π2.

We believe the finitary (i.e., termination-conditioned) variant of relative security ≥fin is
of interest for both historic reasons (since often the discussion in the literature is restricted
to finite traces, e.g., [14]) and pragmatic reasons (since, as we shall see, finitary security is
amenable to a simpler unwinding proof method). ≥fin is the same as ≥ for terminating pro-
grams Listings 1–4 in (§2), but ≥ is more suitable for possibly nonterminating interactive
programs as in Listings 5 and 6.
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3.3 Less Abstract Relative Security: Attacker Models

Relative security, as defined in §3.2, is parameterized by leaks. But still, what is a leak more
concretely? To give a plausible answer, recall the key ingredients identified in our examples
(§2): secret uploading and observer interaction, and our desire to capture fully interactive
versions of these. This leads us to the next definition.

Def 4 An attacker model for a system model SM = (State, istate,⇒), is a tuple
(Sec, S,Obs,O,Act,A) where:
• Sec, Obs and Act are sets of items called secrets, observations and actions respectively;
• S : Trace → Seq(Sec), O : Trace → Seq(Obs) and A : Trace → Seq(Act) are functions

called the secrecy, observation and action functions, respectively.

Thus, the attacker model indicates what needs protection (the secrets) and what attacker
actions / observations are available. Together, the functions S, O and A naturally formalize
the notion of leak. In particular, we instantiate Leak

.= Seq(Sec) × Seq(Sec) and take the
following instantiation of leakVia:

leakVia(π1, π2, (σ1, σ2))
.= S(π1) = σ1 ∧ S(π2) = σ2 ∧ (1)

A(π1) = A(π2)∧ (2)

O(π1) 
= O(π2) (3)

That is,
• by (1), π1 and π2 have the sequences of secrets σ1 and σ2,
• by (2), the attacker took the same actions during π1 and π2,
• which, by (3), led to the attacker making different observations.
In other words, this instantiation of leakVia(π1, π2, (σ1, σ2)) says that, via π1 and π2, the
attacker can observationally distinguish between σ1 and σ2. Note that it was crucial to require
that the distinction bemadewhile the attacker takes the same actions—otherwise it would not
tell us anything about the secrets (as it could simply be a consequence of the different actions).

Thus, any attacker model for SM induces a leakage model for SM. It is worth spelling
out what the definition of relative security becomes in this more concrete setting:

Def 5 Let AMvan = (Sec, Svan,Obsvan,Ovan,Actvan,Avan) and AMopt = (Sec, Sopt,
Obsopt,Oopt,Actopt,Aopt) be attacker models for SMvan and SMopt respectively (with
the same set of secrets Sec). We say that (SMopt,AMopt) satisfies relative security w.r.t.
(SMvan,AMvan), written (SMopt,AMopt) ≥ (SMvan,AMvan), when:

∀σ1, σ2 ∈ Seq(Sec). ∀π1, π2 ∈ Traceopt.
Sopt(π1) = σ1 ∧ Sopt(π2) = σ2 ∧
Aopt(π1) = Aopt(π2) ∧ Oopt(π1) 
= Oopt(π2)

−→
∃π̂1, π̂2 ∈ Tracevan. Svan(π̂1) = σ1 ∧ Svan(π̂2) = σ2 ∧

Avan(π̂1) = Avan(π̂2) ∧ Ovan(π̂1) 
= Ovan(π̂2)

Finitary relative security, (SMopt,AMopt) ≥fin (AMvan,LMvan), is again defined by
restricting to finite traces.

The above just expands the aforementioned construction of leakage models from attacker
models, so Def. 5 is a particular case of Def. 3. Its conclusion can be reformulated without
explicitly quantifying over secrets as follows:
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Fig. 1 Visualizing relative security.

∀π1, π2 ∈ Traceopt.
Aopt(π1) = Aopt(π2) ∧ Oopt(π1) 
= Oopt(π2)

−→ (�)

∃π̂1, π̂2 ∈ Tracevan.
Svan(π̂1) = Svan(π1) ∧ Svan(π̂2) = Svan(π2) ∧
Avan(π̂1) = Avan(π̂2) ∧ Ovan(π̂1) 
= Ovan(π̂2)

The (�) formulation, which is the one we will prefer, facilitates an intuitive reading of
relative security, as visualized in Fig. 1: provided the otraces π1 and π2 have the same actions
and different observations, the vtraces π̂1, π̂2 must be proved to exist such that they have the
same secrets as π1 and π2 respectively, and also have between each other the same actions
and different observations.

In line with our aforementioned gradual instantiation approach, for now we have left S, A
and O unspecified. For context, note that in our motivating examples (§2), when applied to
a trace:
• S will give the initial memory, as well as any potential secrets received or sent during the

execution (e.g., on the trusted input channel in Listing 6)
• A will give any inputs on untrusted channels; and
• Owill give any returned or printed values via untrusted channels, and thememory locations

accessed for reading—see §6.3
Note that, while attacker models seem to be the most natural instantiation of the notion of

leakage model, there are other potentially useful variations of this instantiation. For example,
still taking leaks to be pairs of sequences of secrets (σ1, σ2), the leakVia predicate can be
enriched so that leakVia(π1, π2, (σ1, σ2)) adds further constraints to either the relationships
between πi and σi or to the relationship between σ1 and σ2—in the latter case allowing one to
express declassification bounds similarly to those for BD security [15]. Moreover, leaks can
consist of not only secrets but also actions, allowing relative security to synchronize not only
the produced secrets but also the actions (attacker inputs). While in this paper we will focus
on secret-based leaks (as in our attacker models), next we give an example that explores this
action-extended alternative—which incidentally will tap into an interesting connection with
related work.

Example 6 Consider the following system model instantiations SMvan and SMopt:

• SMvan: Statevan = (N3) (i.e., triples of natural numbers); istatevan(i,m, n) holds iff
i = 1; and vtransitions consist of (1,m, n) ⇒ (3,m,m) for any m, n.

• SMopt: Stateopt = Statevan; istateopt(i,m, n) holds iff istatevan(i,m, n) or i = 2;
and otransitions extend on the vtransitions to also allow (2,m, n) ⇒ (3,m,m).
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Hence, we have that Tracevan consists of two-state traces of the form (1,m, n) (3,m,m),
and Traceopt similarly only has two-state traces, but they may also take the form
(2,m, n) (3,m,m).

Now consider two alternative vanilla leakage models LMvan and LM′
van. Both are based

on a secrecy and interaction infrastructure (as with attacker models), namely Secvan =
Actvan = Obsvan = N where given a trace in Tracevan, the only secret is defined as the
second component of the initial state (Svan((i1,m1, n1) (i2,m2, n2)) = m1), the action is the
first component of the initial state (Avan((i1,m1, n1) (i2,m2, n2)) = i1), and the observation
is the third component of the final state (Ovan((i1,m1, n1) (i2,m2, n2)) = n2). Then:

• LMvan is defined as an attackermodel (i.e.,AMvan) where Leakvan = Sec∗
van×Sec∗

van
and leakViavan(π1, π2, (σ1, σ2)) says Svan(π1) = σ1 ∧ Svan(π2) = σ2 ∧ Avan(π1) =
Avan(π2) ∧ Ovan(π1) 
= Ovan(π2).

• LM′
van is defined as an “action-extended attacker model”, namely Leak′

van =
Sec∗

van × Sec∗
van × Act∗van and leakVia′

van(π1, π2, (σ1, σ2, α)) says Svan(π1) = σ1 ∧
Svan(π2) = σ2 ∧ Avan(π1) = Avan(π2) = α ∧ Ovan(π1) 
= Ovan(π2).

The optimization-enhanced leakage models LMopt and LM′
opt are defined in the same

way, using traces from Traceopt.
Hence, for the system models SMvan and SMopt:
• Relative security holds w.r.t. the leakage models LMvan and LMopt (i.e., w.r.t.

the attacker models AMvan and AMopt). Indeed, following the (�) formulation
of relative security for attacker models (Def. 5), let π1, π2 ∈ Traceopt be such
that Aopt(π1) = Aopt(π2) and Oopt(π1) 
= Oopt(π2). Then necessarily π1 =
(i,m1, n1) (3,m1,m1) and π2 = (i,m2, n2) (3,m2,m2), where i ∈ {1, 2} and
m1 
= m2. Taking π̂1 = (1,m1, n1) (3,m1,m1) and π̂2 = (1,m2, n2) (3,m2,m2),
we have the desired (in)equalities:

– Svan(π̂1) = m1 = Svan(π1), Svan(π̂2) = m2 = Svan(π2),
– Avan(π̂1) = 1 = Avan(π̂2),
– Ovan(π̂1) = m1 
= m2 = Ovan(π̂2).

• However, relative security fails w.r.t. the leakage models LM′
van and LM′

opt. Indeed,
here relative security becomes:

∀π1, π2 ∈ Traceopt. Aopt(π1) = Aopt(π2) ∧ Oopt(π1) 
= Oopt(π2)

−→
∃π̂1, π̂2 ∈ Tracevan.

Svan(π̂1) = Svan(π1) ∧ Svan(π̂2) = Svan(π2) ∧
Avan(π̂1) = Avan(π̂2) = Aopt(π1) ∧ Ovan(π̂1) 
= Ovan(π̂2)

To show that this fails, we take π1 = (2,m1, n1) (3,m1,m1) and π2 = (2,m2, n2)
(3,m2,m2)wherem1 
= m2. Thus,we haveAopt(π1) = 2 = Aopt(π2) andOopt(π1) =
m1 
= m2 = Oopt(π2). Because Aopt(π1) = 2, there are no traces π̂1, π̂2 ∈ Tracevan
satisfying Avan(π̂1) = Avan(π̂2) = Aopt(π1).

Intuitively, both systems reveal the secret by copying it into theoutput, but in thevanilla system
this happens only when the attacker takes action 1, whereas in the optimization-enhanced
system this also happens when the attacker takes action 2. Relative security based on our
attacker models deems this secure, because a leak (given by a pair of sequences of secrets,
here singleton sequences (m1,m2)) in the optimization-enhanced system can be reproduced
in the vanilla system, albeit triggered by different actions; but in the “action-extended attacker
models”, relative security requires coincidence on the leak-triggering actions as well. ��
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(Non)determinism. While we formulated relative security for possibly nondeterministic
systems, there is a caveat to be considered when deploying it to concrete systems. This is
not due to the way relative security works across systems, but instead with how the notion
of a leak is defined separately for each system. Namely, in an attacker model, a leak is
given by pair of traces π1, π2 such that A(π1) = A(π2) and O(π1) 
= O(π2). This follows
the pattern of Goguen-Meseguer noninterference [16], which was originally designed for
deterministic systems, and is guaranteed to be meaningful for such systems. On the other
hand, when switching to nondeterministic systems, one must make sure not to count as leaks
the “pseudo-leaks” that stem from nondeterminism. For example, Zdancewic and Myers’s
lowobservational determinism [17] is a generalization of noninterference that ismeaningfully
applied to nondeterministic systems of concurrent threads provided they are race-free. In our
framework, the absence of pseudo-leaks for an attacker model can be expressed as follows:
Given any two traces starting in the same initial state, if they have the same actions then they
yield the same observations. Formally, if Traces denotes the set of traces starting in state s,
this is expressed as follows: ∀s, π1, π2. istate s ∧ {π1, π2} ⊆ Traces ∧ A(π1) = A(π2) →
O(π1) = O(π2). In particular, this holds true for deterministic systems, where π1 and π2 turn
out to be the same trace. All our instantiations of the relative security framework, including
the main one to speculative execution systems described in §7 and §8, employ deterministic
system models.

3.4 State-wise Attacker Models

Next, we will consider an assumption on attacker models that makes them even less abstract.
Namely, we make S, A and Omore concrete by assuming that they operate “state-wise”, i.e.,
the secrets, actions and observations are produced locally from each state of a trace.

Def 7 An attacker model AM = (Sec, S,Obs,O,Act,A) for a given system model SM =
(State, istate,⇒), is said to be state-wise when there exist the predicates and functions
isSec : State → Bool,getSec : State → Sec, isInt : State → Bool,getObs : State → Obs,
and getAct : State → Act that define the functions S, O and A state-wise as follows. For any
trace π = s0 s1 . . . :
• Let si0si1 . . . for i0 < i1 < . . . be its subsequence consisting of states where isSec holds.

We define S(π) as getSec(si0)getSec(si1) . . .

• Let s j0s j1 . . . for j0 < j1 < . . . be its subsequence consisting of the stateswhere isInt holds.
We define O(π) as getObs(s j0)getObs(s j1) . . . and A(π) as getAct(s j0)getAct(s j1) . . .

What is being required above is that the trace functions S, O and A are defined by a
“filtermap”, filtering with a predicate and mapping with a getter function.

We think of the predicates isSec and isInt as determiningwhether (the next transition from)
a state uploads a secret, and is a point of interaction (observation and/or action), respectively.
For example, in our concrete programming language models, the program counter stored
in the state will determine the next statement to be executed, and therefore isSec and isInt
will check whether this next statement is secret-uploading or interaction-producing. (We do
not require isSec and isInt to be disjoint, although for some systems this can be a reason-
able assumption for a priori excluding obvious leaks.) Moreover, we think of the functions
getSec, getObs and getAct as actually extracting that particular secret, observation or action.
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4 Formalizing Relative Security

Isabelle/HOL[5], henceforth referred to as Isabelle, is a proof assistant built on higher order
logic [18]. We use Isabelle to mechanize the relative security framework (§3). This section
begins by summarizing some necessary Isabelle background for the remainder of the paper
(§4.1), and the overall theory structure of the abstract formalization (§4.2), before providing
details on the mechanization process (§4.3).

4.1 Isabelle Background

Our mechanization relies heavily on Isabelle’s module system, known as locales [19, 20].
A locale fixes a combination of parameters (types and constants) and assumptions. Local
definitions and proofs relative to these can then be written within a locale context. All local
theorems and definitions are also accessible from outside the locale [21], however are viewed
as 1) polymorphic in that locale’s fixed types, 2) universally quantified over that locale’s
constants, and 3) conditioned by that locale’s assumptions.

Locales provide a flexible and extensible inheritance hierarchy, which is vital in our use
case. An existing locale can be extended with new parameters and/or assumptions in a new
locale definition (direct inheritance), or two locales, L and L ′, can be related to one another
via a sublocale declaration, L ′ ≤ L (indirect inheritance). An interpretation at the top level
of an Isabelle theory interprets a locale by instantiating its parameters. A sublocale can be
viewed as a relative interpretation, where L ′ may be the more concrete version of the general
locale L . For both sublocale’s and interpretations, the locale’s assumptions must be verified via
a proof with respect to the instantiated (or more concrete) parameters.

4.2 Theory Structure

Fig. 2 shows the theory structure of our Isabelle session for formalizing relative security [6].
Each theory contains numerous definitions and proofs grouped by topic. Theory names are
mostly self-explanatory, e.g. Relative_Security. The suffix “fin” refers to the finitary
(finite-trace) versions of the concepts. Note the bottom two branches of this tree refer to the
unwinding proof theory that we develop in (§5).

Our development has limited dependencies on pre-existing Isabelle libraries (represented
by square brackets in Fig. 2, typically encompassing multiple theories). Beyond the Isabelle
distribution, the only library of note is the AFP entry on coinduction [22] ([Coinductive]),
which includes formal theories on coinductive (lazy) lists. Our own work begins with a
substantial library of general extensions to this coinductive list development (1K LOC),
published as a separate AFP entry [23]. The Trivia theory then includes further background
formalization work on filtermaps for lists and lazy lists, as specifically required for this
paper’s use case. The remaining theories are focused on relative security and unwinding,
consisting of about 11K LOC in total.

4.3 A Locale Approach to Formalizing Relative Security

In (§3) we gradually refined our definition of relative security from a very abstract definition
to a slightly more concrete one. Many of the definitions are closely related, e.g., an attacker
model is defined with respect to a system model. Furthermore, to use these definitions in a
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Fig. 2 Theory structure of our
abstract Isabelle mechanization.

concrete setting, we knowwe’ll need to instantiate the parameters of each. Such a refinement
based approach naturally leads towards a locale-centric strategy for formalizing relative
security.

Fig. 3 provides an overview of the locale hierarchy for our definitions. There is a symmetry
in this tree due to the duality between the general and finitary definitions of relative security.
The main difference between these definitions is the use of lists (for finitary traces) and lazy
lists (for possibly infinite traces). For simplicity, we focus on the branches corresponding to
the general definitions for the remainder of this section.
System models. The Transition_System theory is used to formalize system models based
on Def. 1. We begin by defining a simple Transition_System locale, which simply fixes the
initial state predicate (istate) and transition relation as parameters (e.g. validTrans).

locale Transition_System =
fixes istate :: "’state ⇒ bool"

and validTrans :: "’trans ⇒ bool"
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Fig. 3 Relative security locale inheritance structure. Solid arrows represent direct inheritance, and dashed
arrows indirect inheritance, i.e. via sublocales.

and srcOf :: "’trans ⇒ ’state"
and tgtOf :: "’trans ⇒ ’state"

Note that the set of states from the original definition is defined implicitly using the
(’state) type.

In Def. 1, a transition is simply represented as pairs of states. Hence, we introduce the
Simple_Transition_System locale which builds on Transition_System however instan-
tiates the generic ’trans type with (’state ×’state) and specifies the srcOf and tgtOf

parameters in terms of the validTrans relation. This removes the need to specify redun-
dant information when using the locale (via inheritance or instantiation) for reasoning about
transitions represented this way.

To finish formalizing Def. 1 we define the System_Mod locale, which extends the
Simple_Transition_System locale by adding a parameter and an assumption for reasoning
on finality. In the Isabelle snippet below, note the addition of an assumes statement used to
state the locale assumption, and for keyword to specify the type of the inherited parameters.

locale System_Mod = Simple_Transition_System istate validTrans
for istate :: "’state ⇒ bool"
and validTrans :: "’state × ’state ⇒ bool"
+
fixes final :: "’state ⇒ bool"
assumes final_def: "final s1 ←→ (∀s2. ¬ validTrans (s1,s2))"

The locales above set up many useful definitions and lemmas within their local contexts
to support reasoning over states (e.g. reachability properties) and valid traces (both finite and
possibly infinite). Most of these lemmas are located in the more general transition system
locale, with the System_Mod context only needed for reasoning specifically on completed
traces, i.e. traces which require the final parameter and assumption.

Leakage and attacker models. Recall that the most abstract definition of relative secu-
rity uses leakage models (Def. 2), which we formalize within the Leakage_Mod locale by
extending the System_Model locale. In particular, we fix the lleakVia parameter—a func-
tion representing the concept of two traces exhibiting a leak, with the leak set formalized via
the ’leak type.

locale Leakage_Mod = System_Mod istate validTrans final
for istate :: "’state ⇒ bool"

and validTrans :: "’state × ’state ⇒ bool"
and final :: "’state ⇒ bool"
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+
and lleakVia :: "’state llist ⇒ ’state llist ⇒ ’leak ⇒ bool"

The more concrete Attacker_Mod locale similarly extends System_Mod, additionally
introducing the S, A, and O parameters, in line with the original definition (Def. 4).

locale Attacker_Mod = System_Mod istate validTrans final
for istate :: "’state ⇒ bool"

and validTrans :: "’state × ’state ⇒ bool"
and final :: "’state ⇒ bool"
+
fixes S :: "’state llist ⇒ ’secret llist"
and A :: "’state ltrace ⇒ ’act llist"
and O :: "’state ltrace ⇒ ’obs llist"

However, unlike Leakage_Mod it does not fix lleakVia as a parameter, as the leakVia
function is now defined in terms of the secrets, observations, and actions introduced by our
new parameters. As such, we define a function concretely in the context of the locale which
uses the respective locale parameters:

fun lleakVia :: "’state llist ⇒ ’state llist ⇒
’secret llist × ’secret llist ⇒ bool" where

"lleakVia tr tr’ (sl,sl’) = (S tr = sl ∧ S tr’ = sl’ ∧ A tr = A tr’ ∧
O tr 
= O tr’)"

We must also ensure that the attacker model for a given SM induces a leakage model for
that SM . In other words, any lemmas proven in the more abstract leakage model should be
usable in the context of an attacker model as well. This can be achieved via sublocales (i.e.,
indirect inheritance). Below, the where keyword instantiates the abstract parameter lleakvia
from Leakage_Mod with the concrete function defined in Attacker_Mod whenever reasoning
in the latter’s context.

sublocale Attacker_Mod < Leakage_Mod
where lleakVia = lleakVia
by standard

Finally, we consider the least abstract state-wise attacker models (Def. 7).

locale Statewise_Attacker_Mod = System_Mod istate validTrans final
for istate :: "’state ⇒ bool" and validTrans :: "’state × ’state ⇒

bool"
and final :: "’state ⇒ bool"
+
fixes isSec :: "’state ⇒ bool" and getSec :: "’state ⇒ ’secret"

and isInt :: "’state ⇒ bool" and getInt :: "’state ⇒ ’act × ’obs"
assumes final_not_isInt: "

∧
s. final s �⇒ ¬ isInt s"

and final_not_isSec: "
∧
s. final s �⇒ ¬ isSec s"

This once again directly inherits from the System_Mod locale and extends it by fixing the
predicates isSec and isInt, and functions getSec and getInt as new locale parameters.
Note that here, we do not have the S, O, and A parameters of Attacker_Mod in the locale
definition, since they are now defined concretely using filtermap. This leads to two important
side-effects.

First, none of the parameters differentiate between finite and possibly infinite traces,
and hence Statewise_Attacker_Mod supports formalization of both cases via appropriate
definitions within the locale. For example, the observation function for the possibly infinite
case using lazy lists and lazy traces (llist and ltrace) is given below.

123



31 Page 16 of 64 J. Derrick et al.

definition lO :: "’state ltrace ⇒ ’obs llist" where
"lO tr ≡ lfiltermap isInt getObs (lbutlast tr)"

Second, we obtain a further usecase for locales. The Trivia theory sets up a locale
LfiltermapBL (and filtermapBL in the finite case), which represent contexts that apply
a filtermap to all but the last element of a list. Our definitions of S, O, and A satisfy this
locale’s parameters and assumptions, resulting in the following sublocale declaration within
the Statewise_Attacker_Mod context:

sublocale lO: LfiltermapBL isInt getObs lO
apply standard unfolding lO_def ..

This allows us to use lO.l to refer to lemmas (instantiated with the filtermap defined by
lO) that were simply proved within the more general filtermap locale context. We saw
improvements in modularity and proof automation using this approach, avoiding the need to
consistently unwrap definitions if the proofs had been done without locales.

Relative Security Models. The relative security locales (bottom of Fig. 3) are defined by
inheriting two labelledmodels. One for the vanilla system, Van, and another for the optimized
system, Opt. For example, the locale below defines the parameters for our “less abstract”
definition of relative security by directly inheriting from two instances of the Attacker_Mod

locale.

locale Relative_Security’ =
Van: Attacker_Mod istateV validTransV finalV SV AV OV

+
Opt: Attacker_Mod istateO validTransO finalO SO AO OO
for validTransV :: "’stateV × ’stateV ⇒ bool"
and istateV :: "’stateV ⇒ bool" and finalV :: "’stateV ⇒ bool"
and SV :: "’stateV llist ⇒ ’secret llist"
and AV :: "’stateV ltrace ⇒ ’actV llist"
and OV :: "’stateV ltrace ⇒ ’obsV llist"

and validTransO :: "’stateO × ’stateO ⇒ bool"
and istateO :: "’stateO ⇒ bool" and finalO :: "’stateO ⇒ bool"
and SO :: "’stateO llist ⇒ ’secret llist"
and AO :: "’stateO ltrace ⇒ ’actO llist"
and OO :: "’stateO ltrace ⇒ ’obsO llist"
and corrState :: "’stateV ⇒ ’stateO ⇒ bool"

Note that the locale declaration above does not include any new assumptions, with the
majority of the for statement in each relative security definition simply setting up useful
names for the types of each inherited parameter. The only new addition is the corrState

parameter, which is a predicate that holds iff vstate and ostate are corresponding states. This
always evaluates to true in the context of our motivating examples from Sec. 2, however
enables more flexibility in the overall model.

The condition for relative security is left for a definition inside the locale context:
rsecure in the finite case and lrsecure for the general case. The definition is located
in the most abstract Relative_Security” locales, corresponding to Def. 3. In the
Relative_Security’ locales we prove a lemma showing this definition is equivalent to
our attacker model reformulation given in Def. 5. The most concrete Rel_Sec locale (build-
ing on state-wise attackermodels) inherits both the rsecure and lrsecure definitions—note
that neither implies the other.

This locale structure enables us to reason at a more abstract level when possible, and
still use the results of that reasoning at a more concrete level. It additionally validates the
suspected relationships between the definitions in (§3).
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5 (Dis)Proof Methods for Relative Security

This section develops incremental proof and disproofmethods for relative security, which can
be enabled provided the secrets, observations and actions of attacker models are themselves
defined incrementally on traces (§3.4). We first discuss design challenges stemming from the
four-trace constraint system specific to relative security (§5.1), then converge to a definition
of an unwinding relation (§5.2), additionally offering a finite-trace variant that allows for
simpler conditions. This is followed by some toy examples (§5.3) to provide further intuition
behind the definition’s usage and a brief discussion of the definition’s formalization (§5.4).
This then culminates with the formal statement of soundness for the proof method, i.e., that
unwinding indeed ensures relative security (§5.5). We also introduce a compositional variant
of unwinding,which allows us to decompose the proof in different unwinding relations (§5.6).
Finally, we study the dual problem of incrementally disproving relative security. This leads
to a proof method that we call secret-directed unwinding because it shows the impossibility
of saturating given sequences of secrets (§5.7). Formalization was essential to developing the
soundness proofs of our unwinding (dis)proof methods, thus we touch on interesting aspects
of the mechanization alongside discussing the intuition behind these proofs (§5.8). We also
discuss the incompleteness of the (dis)proof methods (§5.9).

5.1 Design Aspects

Unwinding is a (bi)simulation-like [24] method specialised in proving noninterference and
related two-trace properties [4, 25]. It exhibits a winning strategy for a two-player game that
incrementally follows a trace π1 controlled by an antagonist, while constructing a similar
trace π2 controlled by a protagonist while “countering” any possible leak.

For relative security, there are additional challenges when designing an unwinding-like
proof method since we must cope with not two but four traces π1, π2, π̂1, π̂2, as depicted
in Fig. 1. Here, the pair of otraces π1 and π2 as well as the pair of counterpart vtraces π̂1

and π̂2 correspond to pairs of traces from traditional unwinding. However, there are differ-
ent requirements on π1, π2 (which are allowed to exhibit a leak) and π̂1, π̂2 (which must
reproduce the leak exhibited by π1, π2).

We require a mechanism for building the vtraces π̂1 and π̂2 incrementally from the otraces
π1 andπ2 such that they create the same leak, i.e., take the same actions and generate the same
secrets yet produce different observations. During the unwinding, we must simultaneously
maintain the following relationships between these traces:

(R1) the otraces π1 and π2 have the same actions but different observations;
(R2) the vtraces π̂1 and π̂2 have the same actions but different observations;
(R3) the otrace πi and its vtrace counterpart π̂i have the same secrets for i ∈ {1, 2}.
We must also factor in the polarities of these relationships. First, as the traces evolve

during the unwinding game, (R1) will be assumed, whereas (R2) and (R3) must be guaran-
teed. Moreover, assuming/guaranteeing that two generated sequences stay equal (like for the
sequences of actions in (R1)–(R3)) has a different flavor fromassuming/guaranteeing that two
generated sequences become different (like for the sequences of observations in relationships
(R1) and (R2)). Roughly, we are talking about a safety versus a liveness property.

To capture these nuances, we will maintain the status of the observations’ divergence at
(R1) and (R2), by remembering whether π1 and π2 have (already) differed in their observa-
tions (meaning the status is “diff”) or not (yet), meaning the status is “eq” (and similarly for
π̂1 and π̂2). Thus, we can guarantee (R2) when assuming (R1) by:
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Fig. 4 Some transition matching and proactive move patterns. The subfigure labels show the relevant top-level
predicate, e.g,match1, followed (after semi-colon) by information about the relevant disjunct in the definition
of this predicate. For example, match11 is the predicate appearing in the second disjunct in the definition of

match1, and “ignore” refers to the first disjunct (which corresponds to ignoring the transition(s)). The red
bullets indicate the current states of the otraces, and the blue bullets those of the counterpart vtraces. The
arrows indicate the transitions taken under each specific move; for example, in subfigure (e) both otraces take
transitions, and these are matched by transitions from both vtraces.

1. starting with the status of π1 vs. π2, as well as that of π̂1 vs. π̂2, set to eq; and
2. making sure the status of π̂1 vs. π̂2 changes (from eq to diff) as soon as the status for π1

vs. π2 changes.

The vtraces π̂1 and π̂2 will grow as π1 and π2 grow, using one of the following transition-
matching mechanisms:
• π̂i takes a step to match a step by πi ; or
• both π̂1 and π̂2 take a synchronized step to match a synchronized step by π1 and π2; or
• π̂1 and/or π̂2 ignore the step taken either separately or synchronously by π1 and/or π2.

These matching patterns are the most natural choices for the reactive growth of π̂i ’s based
on that of the πi ’s. For extra flexibility in proofs, we will also allow variations of these
patterns—e.g., π̂1 alone taking a step in response to a synchronized step by π1 and π2,
or conversely π̂1 and π̂2 taking a synchronized step in response to a step by π1. A visual
representation of the key steps and some of these variations is available in Fig. 4a-4e. The
side-conditions when applying these matching mechanisms ensure that we maintain “(R1)
implies (R2) and (R3)”.

In the rest of the paper, we will refer to the conditions (R1)–(R3) more intuitively, as
follows.

• An interaction contract, corresponding to “(R1) implies (R2)” about
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– the actions of π̂1 and π̂2 being the same; and
– the observations of π̂1 and π̂2 (eventually) being different, provided that they are also

different for π1 and π2.

• A secrecy contract, corresponding to “(R1) implies (R3)”, about the produced secrets
being the same between π̂i and πi .

In addition to the above discussed reactive growth of the π̂i ’s, we will also allow their
proactive growth, as shown in Fig. 4f. This will ensure further flexibility in proofs by enabling
the π̂i ’s to take “independent” moves, i.e., moves not triggered by moves of the πi ’s. How-
ever, to ensure soundness we will need to restrict proactive growth using timers (expanded
on later in this section).

Next, we will give the definition of unwinding, which is very technical. While reading
the definition and the intuitive explanations of its various components, the reader may prefer
to look at the subsequent “toy examples” section (§5.3); in particular, Examples 11 and 12
from there illustrate the roles (and the necessity) of the numeric timer parameters.

5.2 Definition of Unwinding

Def. 8 gives the formal definition. We let Status = {eq,diff}, where eq signifies equality and
diff signifies difference/divergence. LetN∞ = N∪{∞}be the set of natural numbers extended
with ∞—these will be our timer parameters. We let SStateu

.= Stateu × Stateu × Status,
where u ∈ {opt, van}.
Def 8 A relation � : N∞ → (N∞ × N∞) → SStateopt → SStatevan → Bool is an

unwinding when, for all v ∈ N∞, v1, v2 ∈ N∞ , s1, s2 ∈ Stateopt, ŝ1, ŝ2 ∈ Statevan and

st, ŝt ∈ Status, if � v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) then:
• st = eq implies isInt(s1) ←→ isInt(s2);
• final(s1) ←→ final(s2) ←→ final(ŝ1) ←→ final(ŝ2);
• either react(�) (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt),

or ∃w < v. proact(�)w (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt).

The predicates react(�) (and its subpredicates match(�)) and proact(�), cover the
many cases of the aforementioned reactive and proactive components of unwinding. The full
definitions are presented in Figs. 5 and 6 respectively, and are discussed in detail below. The
definitions in these figures use the parameters of relative security either directly (e.g., isSec
and isInt) or via the following auxiliary functions eqSec, eqAct and newStat:

eqSec(s, s′) .= (isSec(s) ←→ isSec(s′)) ∧
(isSec(s) −→ getSec(s) = getSec(s′))

eqAct(s, s′) .= (isInt(s) ←→ isInt(s′)) ∧
(isInt(s) −→ getAct(s) = getAct(s′))

newStat(st, s, s′) .=
{
diff if isInt(s) ∧ isInt(s′) ∧ getObs(s) 
= getObs(s′)
st otherwise

The predicate eqSec(s, s′) holds when the states s and s′ have equal secrets, if any; and
similarly for eqAct concerning actions. The function newStat(st, s, s′) tracks any change to
the status st, from eq to diff, that may have occurred due to the observations in s and s′.
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Fig. 5 Definition of react(�) – the reactive component of unwinding
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Fig. 6 Definition of proact(�) – the proactive component of unwinding.

A note on notation: in Figs. 5 and 6, we use superscripts to indicate which subset of the
two ostates take transitions, and subscripts to indicate which of the two vstates are reacting.
For example,match1,22 (�)means that s1 and s2 both take transitions, and ŝ2 takes a matching
transition in reaction. Superscripts refer to demonic nondeterminism: we must consider all
three cases; and indeed, react(�) is defined as the conjunction of match1(�), match2(�)

and match1,2(�). By contrast, subscripts refer to angelic nondeterminism: we are free to
choose between different ways to react: either ignore, or match with one counterpart, or
match with both counterparts; and indeed, e.g.,match1,2(�) is defined as a disjunction (with
side conditions) involving match1,21 (�), match1,22 (�) and match1,21,2(�). We have further
annotated Fig. 4 with this notation in the relevant steps.

Reactive growth. Predicate react(�) (see Fig. 5) describes how the vstates ŝ1 and ŝ2 can
transit by matching transitions of the ostates s1 and s2:
• either separately, via predicates match1(�) or match2(�), in case one of the ostates

transits without any interaction (i.e., ¬ isInt(s1) or ¬ isInt(s2)),
• or synchronously, viamatch1,2(�), in case both ostates transit interactively (i.e., isInt(s1)

and isInt(s2)).
There is ample flexibility when choosing the matching transitions. For example, let us detail
the case ofmatch1(�); those ofmatch2(�) andmatch1,2(�) are similar.

In the definition of match1(�), we are free to match a transition s1 ⇒ s′
1 in one of three

ways, as reflected by the disjunct on the right-hand side of the implication from s1 ⇒ s′
1 :

1) either ignoring the transition, provided no secret is produced by the target (¬ isSec(s1))—
otherwise the vtrace would have been forced to also produce a secret to avoid breaching
the secrecy contract;

2) or giving a matching transition by the counterpart vtrace, ŝ1 ⇒ ŝ′1, via match11(�),
provided the same secret (if any) is produced (i.e., eqSec(s1, ŝ1)), and no vtrace interac-
tion happens (i.e., ¬ isInt(ŝ1))—to ensure that the vtrace does not breach the interaction
contract;

3) or giving matching transitions by both vtraces, ŝ1 ⇒ ŝ′1 and ŝ2 ⇒ ŝ′2, via match11,2(�),
provided ŝ1 respects the secrecy contract towards its counterpart (i.e., eqSec(s1, ŝ1)), ŝ1
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and ŝ2 respect the interaction contract towards each other (i.e., eqAct(ŝ1, ŝ2)), and ŝ2
doesn’t produce a secret (does not breach the secrecy contract).
The predicatematch1,2 is different frommatch1 andmatch2 in that it allows interaction

(isInt(s1) and isInt(s2)), which can lead to a change of the observation divergence status (st′ =
newStat(st, s1, s2)), meaning that the otracesmight right now diverge observationally. In this
case, relative security requires that the vtraces also produce different observations, which is
reflected in our unwinding condition. Indeed, according to the definition ofmatch1,2(�), if
the status has not changed, or divergence had already been recorded before in the vtraces (i.e.,
st′ = st∨ ŝt = diff), then one is allowed to react by either ignoring the transition or matching
it with only one of the vtraces. However, if the status has changed then one must react with
both vtraces transitioning, i.e., take the fourth,match1,21,2(�) option, andmake sure that vtrace

divergence status has become diff in case the otraces status has (st′ = diff −→ ŝt
′ = diff)—

as seen in the definition ofmatch1,21,2(�).
Proactive growth. Predicate proact(�) (see Fig. 6) allows the vtraces to take transitions
independently. Thus, proactive moves represent “extra help” when proving relative security.
They have similar conditions as the reactive moves, but are simpler since they involve only
the vstates, not the ostates. Proactive, “independent” moves can be taken either by one vstate
(imove1(�) or imove2(�)), or by both (imove1,2(�)), subject to restrictions of not produc-
ing secrets (to avoid breaching the secrecy contract) and producing the same action if any
(or not at all if moving separately). In the case of mutual independent moves, imove1,2(�),
a possible change of observation status can occur. This is being recorded because, in a pre-
sumptive proof of unwinding, it is helpful to know if the vtrace observations have already
diverged, so that in the future, the proof no longer has to be “on watch” for the otraces to
diverge (so to have the vtraces diverge at the same time, as discussed above formatch1,21,2(�)).

Another aspect that distinguishes proactive moves from reactive moves is that the former
do not advance the otraces, which means that they should not be allowed to proceed indef-
initely thus “filibustering” the unwinding game. Indeed, in that case, unwinding would fail
to ensure relative security, because the otraces may end up not being entirely processed, ren-
dering the secrecy-contract conditions S(π̂i ) = S(πi ) uncertain. For this reason, we carry an
additional timer parameter v ∈ N∞ that 1) is forced to decrease each time we take a proactive
move (as seen in Def. 8 when passing to proact(�) a valuew < v) and 2) is reset to∞when
we take a reactive move, and stays ∞ during reactive moves. This ensures that the proactive
moves cannot be taken continuously and infinitely, but eventually yield to reactive moves.

Discussion on finitary unwinding. We first focus on finitary unwinding (Def. 9), ignoring
everything highlighted in gray—this will be sufficient for finitary relative security.

Def 9 A relation� : N∞ → SStateopt → SStatevan → Bool is said to be a finitary unwind-
ing if the condition from Def. 8 holds when ignoring the two N∞ arguments highlighted in
gray (including in Figs. 5 and 6).

Typically, a finitary unwinding relation � encodes:

• the current states of the otraces, s1 and s2 (call them “ostates”),
• the observation divergence status, st, of s1 and s2 (call it “ostatus”),
• the current states ŝ1 and ŝ2 (call them “vstates”) and the status, ŝt (call it “vstatus”), of

the vtraces which are being constructed,
• a timer parameter v ∈ N∞ (for bounding proactive growth, explained later).

Def. 9 ensures that � can support the secure growth of the vtraces, reactively or proactively.
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Upgrading to general unwinding. In the presence of infinite traces, there are more oppor-
tunities for “filibustering” in addition to the one discussed above coming from unbounded
proactive moves (by the vtraces), for example from the unbalanced reactive moves where one
of the vtraces π̂i grows indefinitely and “starves” the other one, or from the otraces growing
indefinitely while their vtrace counterparts are starving. This would allow us to successfully
play the unwinding game without proving relative security, i.e., without proving that the
constructed π̂1 and π̂2 have the same observations or that π̂i and πi have the same secrets
(more precisely, that π̂i does not have additional secrets that have not been explored). To
counter this, we use the additional timers v1 and v2 highlighted in Def. 8 and Figs. 5 and 6.
Namely, we think of vi as counting the time until π̂i will make progress in a reactive move,
via matching—indeed, in Fig. 5 we see how vi is decreased each time a matching action is
taken without ŝi taking a transition, and is reset to ∞ as soon as ŝi takes a transition.

5.3 Unwinding Toy Examples

While our running examples from§2will be analyzed in the context ofmore elaborate attacker
models (in §8), next we show some toy examples (similar to Example 6) that illustrate our
definition of unwinding and the discussed design decisions behind it. As seen in Def. 8,
verifying that a relation � is an unwinding goes as follows: We assume that some tuples
are related by �, and show that after suitably constrained (possibly matched) transitions
the results are again related by �. We will refer to this verification process as a “proof by
unwinding”. In practice, � will be a union (disjunction) of certain configuration patterns,
and a proof by unwinding will show how we can “move” between these patterns, or “stay”
within a pattern.

Example 10 Consider the following system models and attacker models:
• SMvan : Statevan = (N3)⊥ (i.e., either triples of natural numbers or ⊥); istatevan

((i,m, n)) iff i = 1 ∧ n = 0; and vtransitions are (1,m, 0) ⇒ (3,m, 0) ⇒
(3,m, 0) ⇒ (4,m,m) ⇒ ⊥ for any m. Tracevan thus consists of finite traces of
the form (1,m, 0) (3,m, 0)k (4,m,m)⊥ where k ∈ N � {0} and infinite traces of the
form (1,m, 0) (3,m, 0)∞.

• SMopt : Stateopt = Statevan; istateopt((i,m, n)) iff istatevan((i,m, n)) or i = 2 ∧
n = 0; and the otransitions extend on the vtransitions to also allow (2,m, 0) ⇒
(4,m,m) for any m. Traceopt therefore includes Tracevan as well as finite traces of the
form (2,m, 0) (4,m,m)⊥.

• AMvan consists of Secvan = Actvan = Obsvan = N, and:
– ¬ isSec(⊥), isSecvan(i,m, n) ←→ i ∈ {1, 2}, getSecvan(i,m, n) = m;
– ¬ isInt(⊥), isIntvan(i,m, n) ←→ i ∈ {1, 2, 4},

getActvan(i,m, n) = i , getObsvan(i,m, n) = n.
• AMopt is given by the same predicates and functions as AMvan.
We have that relative security holds for these systems. Indeed, using a trace-based argu-

ment, sinceAMvan = AMopt and Tracevan ⊆ Traceopt, the only possibly problematic leaks
come from pairs of otraces in Traceopt � Tracevan, where action sequences are necessarily
different as they start with 2 instead of 1. So let π1, π2 be two such otraces where Aopt(π1) =
Aopt(π2) and Oopt(π1) 
= Oopt(π2). Then necessarily π1 = (2,m1, 0) (4,m1,m1)⊥ and
π2 = (2,m2, 0) (4,m2,m2)⊥ for some m1,m2 such that m1 
= m2, hence Aopt(π1) =
2 4 = Aopt(π2) and Oopt(π1) = 0 m1 
= 0 m2 = Oopt(π2). We take the vtraces
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π̂1 = (1,m1, 0) (3,m1, 0) (4,m1,m1)⊥ and π̂2 = (1,m2, 0) (3,m2, 0) (4,m2,m2)⊥, for
which we have:

• Svan(π̂1) = m1 = Sopt(π1), Svan(π̂2) = m2 = Sopt(π2),
• Avan(π̂1) = 1 4 = Avan(π̂2), Ovan(π̂1) = 0 m1 
= 0 m2 = Ovan(π̂2),

which proves relative security (in this only possibly problematic case).
To establish this instead via unwinding, we define �v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) to

say that v1 = v2 = ∞ and the disjunction of the following four statements holds:

i) s1 = s2 = ŝ1 = ŝ2 ∈ {(1,m, 0), (3,m, 0), (4,m,m)} and st = ŝt = eq;
ii) s1 = s2 = (2,m, 0), ŝ1 = ŝ2 = (1,m, 0) and st = ŝt = eq;
iii) s1 = s2 = (4,m,m), ŝ1 = ŝ2 = (3,m, 0) and st = ŝt = eq;
iv) s1 = s2 = ŝ1 = ŝ2 = ⊥ and st = ŝt.

Here � effectively relates the transitions between states as follows: i) all the active states
(i.e., with outward transitions) in SMvan to themselves; ii) the additional active state in
SMopt ((2,m, 0)) to the state (1,m, 0); iii) the state which (2,m, 0) transits to in SMopt
((4,m,m)) to that which (1,m, 0) transits to in SMvan ((3,m, 0)); and iv) the final state ⊥
with itself. Notably, in all except for (iv) the status divergence is eq (i.e., observations have
not diverged), whereas in (iv) it may be eq or diff.

The “proof by unwinding” means verifying that � is indeed an unwinding. In the only
critical part (essentially following π1, π2, π̂1, π̂2 from above)

the proof proceeds as follows:
• Assume we have�v (∞,∞) ((2,m1, 0), (2,m2, 0), eq) ((1,m1, 0), (1,m2, n1), eq).
• We proceed by showing the react disjunct holds from the unwinding defini-

tion (Def. 8), i.e., we can move to react �(∞,∞) ((2,m1, 0), (2,m2, 0), eq)

((1,m1, 0), (1,m2, 0), ŝt). This requires unfolding our react and matching definitions
(from Fig. 5):
– First, observe since isInt(2,m1, 0) and isInt(2,m2, 0) hold, the only non-vacuous

conjunct to verify in the react definition is match1,2 �(∞,∞) ((2,m1, 0),
(2,m2, 0), eq) ((1,m1, 0), (1,m2, 0), eq).

– Next observe, eqSec((2,mi , 0), (1,mi , 0)) and eqAct((1,m1, 0), (1,m2, 0)) hold.
Thus we take the fourth disjunct in the match1,2 definition, and must show
match1,21,2 �(∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((1,m1, 0), (1,m2, 0), eq).
Note as the only possible otransitions are (2,m1, 0) ⇒ (4,m1,m1) and (2,m2, 0) ⇒
(4,m2,m2), this effectively fixes the states to consider in the universal quantification.

– In the match1,21,2 definition, we instantiate the existential quantifiers with the
vstates (3,m1, 0) and (3,m2, 0), for which we have (1,m1, 0) ⇒ (3,m1, 0)
and (1,m2, 0) ⇒ (3,m2, 0); and, since the new observation divergence sta-
tus (obtained by applying the newStat auxiliary function) is still eq, we reach
�∞ (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq).

A short way to describe the above part is saying that so far, we moved:
– from �v (∞,∞) ((2,m1, 0), (2,m2, 0), eq) ((1,m1, 0), (1,m2, 0), eq)

– to �∞ (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq)

– via react–match1,2–match1,21,2.
• After a similar analysis as above

we move:
– from �∞ (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq)

– to � 0 (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((4,m1,m1), (4,m2,m2), eq)
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– via proact–imove1,2 (more precisely, by choosing the proact disjunct in Def. 8
while taking w to be 0, and transitioning with both vstates synchronously, i.e.,
choosing the imove1,2 disjunct in Fig. 6’s definition of proact).

• Finally, we move:
– from � 0 (∞,∞) ((4,m1,m1), (4,m2,m2), st) ((4,m1,m1), (4,m2,m2), st)
– to �∞ (∞,∞) (⊥,⊥, st) (⊥,⊥, st) where st is eq if m1 = m2 and diff if

m1 
= m2

– via react–match1,2–match1,21,2.
Note that this last move can (synchronously) change the observation divergence sta-
tuses from eq to diff, because this is the moment when the observations may differ,
namely the observations m1 and m2 respectively.

The above argument therefore shows that our chosen � is an unwinding. ��
This unwinding proof ensures relative security given our soundness theorem (forthcoming

in §5.5).Much of the intuition for soundness relies on the fact that the statemanipulation from
the unwinding conditions captures the growth of the counterpart traces from the statement
of relative security. On the other hand, as already pointed out, the role of the numeric timers
v, v1, v2 is essential to ensure the fairness of this simulation process, affecting its ability to
properly capture this growth. Notice how, in the unwinding proof sketch above, we started
with an arbitrary v ∈ N ∪ {∞} which:

• became ∞ after taking a reaction move;
• then had to be decreased (and to make a choice we made it 0) when taking a proactive

move;
• became ∞ again upon the next reaction move.

This design ensures that proactive moves are (eventually) alternated with reacting moves,
thus avoiding “filibustering” with proactive moves, which would destroy soundness. To see
what would happen without this timer guardrail, let us modify our example slightly.

Example 11 We modify Example 10 by changing the transition (3,m, 0) ⇒ (4,m,m) to
(3,m, 0) ⇒ (4,m, 0), which has the effect of removing the leak from the vanilla system
(while the leak still remains in the optimization-enhanced system, via (2,m, 0) ⇒ (4,m,m));
consequently, relative security now fails. And indeed, the unwinding proof from Exam-
ple 10 no longer works, because now, when in �∞ (∞,∞) ((4,m1,m1), (4,m2,m2), eq)

((3,m1, 0), (3,m2, 0), eq) we must move to � 0 (∞,∞) ((4,m1,m1), (4,m2,m2), eq)

((4,m1, 0 ), (4,m2, 0 ), eq). From here, the final reacting move to �∞ (∞,∞) (⊥,⊥, st)
(⊥,⊥, st) with st = (if m1 = m2 then eq else diff) would be impossible—because, when
m1 
= m2, the ostates diverge observationally but the vstates cannot, as stipulated in the
definition ofmatch0,10,1.

However, an alternative is to move:
• from �∞ (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq)

• to �w (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq)

for some w < ∞
• via proact–imove1,2.

This is possible thanks to the (self) vtransitions (3,m1, 0) ⇒ (3,m1, 0) and (3,m2, 0) ⇒
(3,m2, 0) (and to other circumstances that make proactive moves possible, notably the lack
of secret production at states with the form (3, _, _)). For the same reasons, a proactive
move from �w (∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq) to �w′
(∞,∞) ((4,m1,m1), (4,m2,m2), eq) ((3,m1, 0), (3,m2, 0), eq) for some w′ < w, would
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be possible. Should we have no guardrail from the timer argument w (which cannot decrease
indefinitely due to the well-foundedness of the order onN∪{∞}), the above argument would
deem � an unwinding, i.e., an unsound unwinding “proof” for relative security. ��

Note that, in an unwinding proof, while proactive moves decrease the timer v, reactive
moves “refill” it to ∞ to allow for maximum flexibility, i.e., allow for any desired (finite)
number of consecutive proactive moves in the future. This is why we allow the timers to be
∞—because it conveniently delays the choice of the exact numbers, and allows for these
numbers be unbounded. In the Example 10 unwinding proof, when decreasing v from ∞,
we set this number to 0 because we needed no more proactive moves (but any other finite
number would have worked).

So far in our examples, the other two timer arguments, v1, v2, have been set to ∞ and
stayed there. This is because the optimization-enhanced system had no additional infinite
traces compared to the vanilla system, so there was no need to deploy these extra guardrails.
However, aswe explained in the “Upgrading to general unwinding” paragraph of §5.2, infinite
traces can bring further opportunities for unsoundness by filibustering, which these additional
timers prevent. The next example illustrates this.

Example 12 Consider the following system and attacker models:
• SMvan : Statevan = {1, 2, 3, 4, 5, 6}; istatevan(s) iff s ∈ 1, 2; and vtransitions 1 ⇒

3 ⇒ 3 and 2 ⇒ 4 ⇒ 4.
• SMopt : Same as SMvan with additional transitions 1 ⇒ 5 ⇒ 5 and 2 ⇒ 6 ⇒ 6
• AMvan has Secvan = Obsvan = Statevan, Actvan = {⊥} and

– isSecvan(i) ←→ i ∈ {1, 2, 3, 4}, isIntvan is vacuously true,
– getSecvan(i) = getObsvan(i) = i , getActvan = ⊥.

• AMopt is given by the same predicates and functions as AMvan.
Relative security fails for these systems. The infinite otraces π1 = 1 5∞ and π2 = 2 6∞

have Aopt(π1) = ⊥∞ = Aopt(π2) and Oopt(π1) = 1 5∞ 
= 2 6∞ = Oopt(π2). Moreover,
Sopt(π1) = 1 and Sopt(π2) = 2 (i.e., these otraces leak the secret sequence pair (1, 2))
and there clearly exists no vtrace π̂ such that Svan(π̂) = 1 since the only two vtraces are
π̂1 = 1 3∞ and π̂2 = 2 4∞, for which we have Svan(π̂1) = 1 3∞ and Svan(π̂2) = 2 4∞.
These vtraces leak the secret sequence pair (1 3∞, 2 4∞), which have the secret sequences
from the optimized system leak, (1, 2), as prefixes.

If the v1 and v2 timer arguments of unwindings were ignored, then we could construct an
unsound unwinding “proof”. Indeed, we could take an unwinding relation � that would
essentially match the optimization-enhanced system leak (1, 2) with the vanilla system
leak of (1 3∞, 2 4∞), using matching moves that make progress with the vstate transi-
tions, preventing the exploration of the remainders 3∞ and 4∞, thus blurring the difference
between the two leaks. More precisely (removing the v1 and v2 timers), we would take
�v (s1, s2, st) (ŝ1, ŝ2, ŝt) to be the disjunction of the following statements:

• s1 = s2 = ŝ1 = ŝ2 and st = ŝt = eq;
• (s1, s2, ŝ1, ŝ2) ∈ {(5, 6, 3, 4), (6, 5, 4, 3)} and st = ŝt = diff.

Then, for the critical part of the “proof” when trying to reproduce in the vanilla system
the aforementioned leak that occurs in the optimization-enhanced system, we would start in
�v (1, 2, eq) (1, 2, eq) and:

• move to�∞ (5, 6,diff) (3, 4,diff) via react–match1,2–match1,21,2 (along the transitions
1 ⇒ 5 and 2 ⇒ 6 matched by 1 ⇒ 3 and 2 ⇒ 4 respectively, taking advantage of the
fact that in react the only non-trivial disjunct is the match1,2 due to isIntopt holding
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for 1 and 2); note that the divergence status has become diff on both sides, due to the
observations in states 1 and 2 being different;

• fromhere,move to (i.e., stay in)�∞ (5, 6,diff) (3, 4,diff) via react–match1,2–ignore,
where “ignore” indicates the first disjunct in the definition of match1,2 (along the
otransitions 5 ⇒ 5 and 6 ⇒ 6, matched by an idle move and 3 or 4, which is allowed
because isSec does not hold for 5 or 6).

However, the timer arguments v1 and v2 prevent us from performing the above unwind-
ing “proof”, because they are required to decrease when we take a react–match1,2–ignore
move. This would make it impossible to indefinitely stay in �∞ (5, 6,diff) (3, 4,diff),
because the moves will instead be �∞ (v1, v2) (5, 6,diff) (3, 4,diff) to �∞ (v′

1, v
′
2)

(5, 6,diff) (3, 4,diff) to �∞ (v′′
1 , v

′′
2 ) (5, 6,diff) (3, 4,diff) etc. with (v1, v2) > (v′

1, v
′
2) >

(v′′
1 , v

′′
2 ) > . . .. Thus, the conditions on v1, v2 ensure the ostates co-evolve with the vstates

in the unwinding, reflecting that in the definition of relative security, the vtraces must grow
as their counterpart otraces grow. ��

5.4 Formalizing the Unwinding Definition

The formalizations for the unwinding definitions presented in (§5.2) can be found in the
Unwinding and Unwinding_fin theories, both building directly on the relative security
theory from (§4) as shown in Fig. 2.

In general, the formalization aims to keep the same notation and syntax as in (§5.2). Both
theories begin by setting up the definitions presented in this section within the Rel_Sec

locale context. We define each part of the proact(�) and react(�) predicates using Isabelle
definitions. For example, the Isabelle definition match1_1 is equivalent to match11(�) in
Fig. 5.

definition "match1_1 � v1 v2 s1 s1’ s2 statA sv1 sv2 statO ≡
∃sv1’. validTransV (sv1,sv1’) ∧

� ∞ v1 v2 s1’ s2 statA sv1’ sv2 statO"

Additionally, numerous helper lemmas are proven on basic properties (such as the mono-
tonicity of the unwinding relation with respect to match predicates). To give a feel for the
similarities in our formal notation, we show unwindCond in full (the formalization of Def. 8):

definition unwindCond :: "(enat ⇒ enat ⇒ enat ⇒ ’stateO ⇒ ’stateO
⇒ status ⇒ ’stateV ⇒ ’stateV ⇒ status ⇒ bool) ⇒ bool" where
"unwindCond � ≡ ∀v v1 v2 s1 s2 statA sv1 sv2 statO.
reachO s1 ∧ reachO s2 ∧ reachV sv1 ∧ reachV sv2 ∧
� v v1 v2 s1 s2 statA sv1 sv2 statO −→
(finalO s1 ←→ finalO s2) ∧ (finalV sv1 ←→ finalO s1)
∧ (finalV sv2 ←→ finalO s2) ∧ (statA = Eq −→ (isIntO s1 ←→ isIntO

s2))
∧ ((∃w < v. proact � w v1 v2 s1 s2 statA sv1 sv2 statO)

∨ react � v1 v2 s1 s2 statA sv1 sv2 statO )"

Both Unwinding theories contain the same definitions (and supporting lemmas), however
the Unwinding_fin theory definitions omit the additional timer variables (v1 and v2 above),
thus “ignoring everything highlighted in gray” from Fig. 5 and Fig. 6.
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5.5 Soundness of the Unwinding Proof Method

Unwinding seeks to provide sufficient local (state-based) conditions ensuring relative secu-
rity. This is indeed the case:

Thm 13 (The Proof Unwinding Theorem) Assume that:
• � is a (finitary) unwinding relation.
• �∞ (∞,∞) (resp. �∞) covers the initial states, i.e.: for all s1, s2 ∈ Stateopt

such that istate(s1) and istate(s2), there exist ŝ1, ŝ2 ∈ State such that istate(ŝ1) and
�∞ (∞,∞) (s1, s2, eq) (ŝ1, ŝ2, eq) (resp. �∞ (s1, s2, eq) (ŝ1, ŝ2, eq)).

Then (finitary) relative security holds, i.e., (SMopt,AMopt) ≥ (SMvan,AMvan) (resp.
(SMopt,AMopt) ≥fin (SMvan,AMvan)).

In Isabelle, this corresponds to the unwind_lrsecure theorem statement in the
Relative_Security theory (or unwind_rsecure for the finitary version in Relative_

Security_fin). The Isabelle statements use the initCond definition to encapsulate the
second assumption and encourage modularity in proofs.

theorem unwind_lrsecure:
assumes init: "initCond �" and unwind: "unwindCond �"

shows lrsecure

The proof of this theorem, while formally laborious, essentially follows the ideas we
discussed in §5.1 and §5.2, where we explained what the unwinding conditions are meant to
achieve. A detailed proof sketch with links to the formalization is provided at the end of this
section (§5.8).

The relative security proof method. Thm. 13 enables a sound proof method to ensure
relative security of a program, i.e. it suffices to provide an unwinding relation that covers the
initial state.

Whereas relative security and finitary relative security are incomparable (neither implies
the other), general (non-finitary) unwinding implies finitary unwinding (by ignoring the vi
timers). So the general unwinding proof method ensures both relative security and finitary
relative security.

5.6 Compositional, Distributed Unwinding

In practice, to enable compositional proofs on concrete programs, a network of relations
that unwind into each other is often required, rather than a single unwinding relation which
“unwinds into itself”:

Def 14 A tuple (n,next, Init,�) where
• n ∈ N,
• Init ⊆ {0, . . . , n}
• next : {0, . . . , n} → P({0, . . . , n}) and
• � = (�i )i∈{0,...,n} where �i : N∞ → (Stateopt × Stateopt × Status) → (Statevan ×

Statevan × Status) → Bool for each i
is an unwinding network if for all i ∈ {0, . . . , n} and v, v1, v2, s1, s2, st, ŝ1, ŝ2, ŝt, if
�i v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) holds, then the conditions from Def. 8 with � replaced
with

∨
j∈next(i)� j hold.
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This definition has been formalized in Isabelle as unwindIntoCond. It generalizes Def.
8 by allowing each �i to take reactive and proactive steps unwinding into any � j to which
�i is connected, as described by the next operator. Init stands for the set of the initial nodes
in this network.

As already discussed, often an unwinding relation is a union (disjunction) of several
smaller relations which represent certain patterns of configurations, and an unwinding proof
travels between them. These smaller relations can be organized into an unwinding network.

Example 15 The unwinding relation � from Example 10 had the property that �v (v1, v2)

(s1, s2, st) (ŝ1, ŝ2, ŝt) ←→ ∨4
i=1 �i v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt), where:

• �1 v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) says v1 = v2 = ∞ and s1 = s2 = ŝ1 = ŝ2 ∈
{(1,m, 0), (3,m, 0), (4,m,m)} and st = ŝt = eq;

• �2 v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) says v1 = v2 = ∞ and s1 = s2 = (2,m, 0),
ŝ1 = ŝ2 = (1,m, 0) and st = ŝt = eq;

• �3 v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) says v1 = v2 = ∞ and s1 = s2 = (4,m,m),
ŝ1 = ŝ2 = (3,m, 0) and st = ŝt = eq;

• �4 v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) says v1 = v2 = ∞ and s1 = s2 = ŝ1 = ŝ2 = ⊥
and st = ŝt.

Indeed, the proof that � is an unwinding (as sketched in Example 10) is essentially a more
refined proof that (4,next, Init, (�i )i∈{1,2,3,4}) is an unwinding network, where:

• next(1) = {1, 4}, next(2) = {3}, next(3) = {2}, next(4) = ∅.
• Init = {1, 2}. ��

Thm 16 (The Proof Distributed-Unwinding Theorem) Assume that (n,next,�, M) is
an unwinding network and

⋃
i∈Init(�i ∞) covers the initial states (as in Thm. 13). Then

(SMopt,AMopt) ≥ (SMvan,AMvan).

Note that a similar generalization holds for finitary unwinding.

Proof sketch Wecan verify that the union of all the relations in the network,
⋃n

i=1 �i , satisfies
the hypotheses of Thm. 13. ��

This has been formalized in the distrib_unwind_(l)rsecure theorem in Isabelle.
Unlike the formal proof of Thm. 13, the formal proof is almost identical for both the finitary
and general case. Following the proof sketch above, the majority of the formal proof comes
in establishing the hypothesis—in particular establishing the unwinding condition—after
which the resulting proof goals can mostly be discharged using automated tactics.

Thm. 16 is useful in our verification case studies (to be described in §8), where different
unwinding components turned out to naturally correspond to the different phases that the
considered programs’ executions go through.

5.7 Disproof Method for Relative Security

A counterexample for relative security requires 1) a concrete step, providing a pair (π1, π2)

of otraces that have the same actions and different observations, and 2) an abstract reasoning
step, showing that there is no similarly related pair (π̂1, π̂2) of vtraces producing the same
secrets as (π1, π2). To handle step 2, we can again use an unwinding-like technique.

After collecting the sequences of secrets (σ1, σ2) of (π1, π2), wemake sure that no suitable
vtraces (π̂1, π̂2)
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Fig. 7 The defining predicates for SD unwinding.

can cover these secrets. This is done by maintaining a four-place unwinding relation
containing pairs (s1, σ1) and (s2, σ2), where each si is the state currently reached by the
presumptive trace π̂i and σi is the sequence of secrets still left to be covered by π̂i . We
develop unwinding conditions ensuring that no vtraces starting in s1 and s2 can execute the
same actions and make different observations if they are to stay on track, i.e., cover the given
secrets σ1 and σ2—in this sense, our unwinding relations will be secret-directed.

Def 17 A relation � : (Statevan × Seq(Sec)) → (Statevan × Seq(Sec)) → Bool is a secret-
directed (SD) unwinding when for all s1, σ1, s2, σ2, if � (s1, σ1) (s2, σ2) then the following
hold (where we omit the van subscript, thus writing isInt instead of isIntvan etc.):
• isInt(s1) ←→ isInt(s2)
• ¬ isInt(s1) −→ move1(�) (s1, σ1) (s2, σ2) ∧ move2(�) (s1, σ1) (s2, σ2)
• isInt(s1) ∧ getAct(s1) = getAct(s2) −→

getObs(s1) = getObs(s2) ∧ move1,2(�) (s1, σ1) (s2, σ2)
The predicatesmove1(�),move2(�) andmove1,2(�) are defined in Fig. 7 (where we again

omit the van subscript). They are based on the secret-directed transition relation ⇒getSec
isSec ,

also defined in Fig. 7.

An SD unwinding guarantees that the two states s1 and s2 (reached by the presumptive
vtraces) always have the same interaction status, and equal observations of equal actions.
Additionally, the secret-directed transition relation ⇒getSec

isSec shown in Fig. 7 ensures that the
states s1 and s2 can evolve (i.e., the vtraces can grow) only by respecting the remaining
sequences of secrets—i.e., only producing the next secret in the corresponding sequence,
if at all producing a secret. Indeed, maintaining an SD unwinding while starting with the
sequences of secrets (S(π1), S(π2)) given by two concrete otraces (π1, π2), constitutes a
sound disproof method:

Thm 18 (The Disproof Unwinding Theorem) Assuming:
• π1, π2 ∈ Traceopt, Aopt(π1) = Aopt(π2) and Oopt(π1) 
= Oopt(π2).
• � is an SD unwinding.
• � covers the initial states w.r.t. (Sopt(π1), Sopt(π2)), in that� (s1, S(π1)) (s2, S(π2)) holds

for all s1, s2 ∈ Statevan such that istate(s1) and istate(s2).
Then relative security fails, i.e., (SMopt,AMopt) 
≥ (AMvan,LMvan).
Note that if π1, π2 ∈ Tracefinopt, then finitary relative security also fails, i.e., (SMopt,

AMopt) 
≥fin (SMvan,AMvan).

Proof sketch The following more general fact follows by coinduction on sequence (lazy-
list) equality: if � is an SD unwinding, then, for all s1, σ1, s2, σ2, π̂1, π̂2 such that
� (s1, σ1) (s2, σ2), π̂1 ∈ Tracevan, π̂2 ∈ Tracevan, π̂1 starts in s1, π̂2 starts in s2, S π̂1 = σ1,
S π̂2 = σ2 and A π̂1 = A π̂2, we have that O π̂1 = O π̂2. ��
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Example 19 Consider the following system models and state-wise attacker models:
• SMvan : Statevan = (N3)⊥; istatevan((i,m, n)) iff i = 1 ∧ n = 0; and vtransitions

(1,m, 0) ⇒ (2,m, 0) ⇒ ⊥ if m is even, and (1,m, 0) ⇒ (2,m,m) ⇒ ⊥ if m
is odd. Hence Tracevan consists of traces (1,m, 0) (2,m, 0)⊥ for some even m, or
(1,m, 0) (2,m,m)⊥ for some odd m.

• SMopt : Stateopt = Statevan; istateopt((i,m, n)) iff istatevan((i,m, n)) or i = 3 ∧
n = 0; and otransitions extend the vtransitions to include (3,m, 0) ⇒ (4,m,m) ⇒ ⊥
for all m, n. Thus, Traceopt consists of all traces in Trace_van and those of the form
(3,m, 0) (4,m,m)⊥.

• AMvan has Sec = Act = Obs = N, with the following predicates and functions:
– ¬ isSecvan(⊥) and isSecvan(i,m, n) ←→ i ∈ {1, 3};
– isIntvan is true in all states except for ⊥;
– getSec(i,m, n) = m, getAct(i,m, n) = i and getObs(i,m, n) = n.

• AMopt is given by the same predicates and functions as AMvan.
Both relative security and finitary relative security fail for these systems. Indeed, considering
the otraces π1 = (3, 0, 0) (4, 0, 0)⊥ and π2 = (3, 2, 0) (4, 2, 2)⊥, we have that Aopt(π1) =
3 4 = Aopt(π2) andOopt(π1) = 0 0 
= 0 2 = Oopt(π2). Moreover, we have that Sopt(π1) =
0 and Sopt(π2) = 2, i.e., the secret from second component of the initial state leaks through
the observation made in the third component of the final state. On the other hand, the only
vtraces π̂1 and π̂2 such that Svan(π̂1) = 0 and Svan(π̂2) = 2 are π̂1 = (1, 0, 0) (2, 0, 0)⊥
and π̂2 = (1, 2, 0) (2, 2, 0)⊥. But for these, we have Ovan(π̂1) = 0 0 = Ovan(π̂2), so they
produce no leak.

The above sketched failure of relative security can be shown by SD unwinding as follows.
We choose the above traces π1 and π2 (with the secret sequences 0 and 2), and define
� (s1, σ1) (s2, σ2) to be the disjunction of the following statements:

• s1 = (1,m1, 0) and s2 = (1,m2, 0) for some m1,m2, σ1 = 0 and σ2 = 2;
• s1 = (2, 0, 0), s2 = (2, 2, 0) and σ1 = σ2 = ε (the empty sequence);
• s1 = s2 = ⊥ and σ1 = σ2 = ε.

For the SD unwinding proof, we take the first disjunct and start with � (s1, Sopt(π1))

(s2, Sopt(π2)) where s1 and s2 are initial, i.e., with � ((1,m1, 0), 0) ((1,m2, 0), 2) for some
m1,m2. Of the conditions from Def. 17, the first two hold trivially because isInt is true for
(1,m1, 0) and (1,m2, 0). For the third, we need to verify:

• getObs(1,m1, 0) = getObs(1,m2, 0), which is true because both are 0;
• move1,2(�) ((1,m1, 0), 0) ((1,m2, 0), 2).

Expanding Fig. 7’s definition ofmove1,2, let (s′
1, σ

′
1) and (s′

2, σ
′
2) be such that

• ((1,m1, 0), 0) ⇒getSec
isSec (s′

1, σ
′
1) and

• ((1,m2, 0), 2) ⇒getSec
isSec (s′

2, σ
′
2).

Then, since isSec(1,m1, 0) and isSec(1,m2, 0) hold and getSec(1,m1, 0) = m1 and
getSec(1,m2, 0) = m2, the only possibility is that m1 = 0, m2 = 2, s′

1 = (2, 0, 0),
s′
2 = (2, 2, 0), and σ ′

1 = σ ′
2 = ε. So this brings us to � ((2, 0, 0), ε) ((2, 2, 0), ε) .

Now assume � ((2, 0, 0), ε) ((2, 2, 0), ε) (i.e., the second disjunct in the definition of �).
Of the conditions from Def. 17, the first two again hold trivially because isInt is true for
(2, 0, 0) and (2, 2, 0). For the third, we need to verify:

• getObs((2, 0, 0)) = getObs((2, 2, 0)), which is true because both are 0;
• move1,2(�) ((2, 0, 0), ε) ((2, 2, 0), ε).

Expanding the definition ofmove1,2, let (s′
1, σ

′
1) and (s′

2, σ
′
2) be such that
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Fig. 8 Theory structure of the SD
Unwinding Isabelle
mechanization.

• ((2, 0, 0), ε) ⇒getSec
isSec (s′

1, σ
′
1) and

• ((2, 2, 0), ε) ⇒getSec
isSec (s′

2, σ
′
2).

Then, since ¬ isSec(2, 0, 0) and ¬ isSec(2, 2, 0) hold, the only possibility is that s′
1 = s′

2 =
⊥, and σ ′

1 = σ ′
2 = ε. So this brings us to � (⊥, ε) (⊥, ε).

Finally, assume � (⊥, ε) (⊥, ε) (the third disjunct of �). All the conditions from
Def. 17 are trivially true, because isInt does not hold for ⊥, and ⊥ is final which means
move1(�) (⊥, ε) (⊥, ε) and move2(�) (⊥, ε) (⊥, ε) are trivially true. ��

The formalization work for SD unwinding is located in a separate Isabelle AFP entry [7].
The session graph generated for this work is shown in Fig. 8. Note that the [Relative_Security]
box encompasses the entire relative security Isabelle session shown in Fig. 2 (which is
imported as the SD theories), build on the same Relative_Security theory.

The formalization follows the same approach as unwinding,withDef. 17 being represented
in Isabelle by lunwindSDCond (or unwindSDCond in the finitary case). The formal definitions
are practically identical except for the use of lazy lists in the general case.

Similarly, Thm. 18 is formalized as unwindSD_lrsecure. Each of the labelled assump-
tions tr14, init, and unw line up with the hypothesis of the theorem statement in the formal
statement below.

theorem unwindSD_lrsecure:
assumes tr14: "istateO s1" "Opt.lvalidFromS s1 tr1" "lcompletedFromO s1 tr1"
"istateO s2" "Opt.lvalidFromS s2 tr2" "lcompletedFromO s2 tr2"
"Opt.lA tr1 = Opt.lA tr2" "Opt.lO tr1 
= Opt.lO tr2"
and init: "

∧
sv1 sv2. istateV sv1 �⇒ corrState sv1 s1
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�⇒ istateV sv2 �⇒ corrState sv2 s2 �⇒
� sv1 (Opt.lS tr1) sv2 (Opt.lS tr2)"

and unw: "lunwindSDCond �"
shows "¬ lrsecure"

The formal proof of this statement is far more straightforward than what was required for
Thm. 13, however once again the general case is noticeably more involved than the finitary
case. In the finitary case, we prove a single proposition, unwindSDCond_aux which is the
formal statement of the property in the proof sketch above for finite traces. The proof proceeds
by normal induction on the length of the traces (i.e., coinduction is unnecessary), and a case
split on if isIntV sv1 is true, i.e. the interaction predicate on a vstate.

Comparatively, the same simple inductive approach in the general case is only used for a
lemma reasoning on the unwinding relation as applied to last states and finite traces where
interaction never occurs (unwindSDCond_aux_inductive). This is then used to establish a
slightly more general lemma unwindSDCond_inductive which can be used to prove that
the hypothesis of the property holds (again for traces with no interaction). The proposition
lunwindSDCond_aux then formalizes the property using coinduction, as outlined in the proof
sketch, with the helper lemmas being used to establish the equality of the first elements of
the observation sequences.

5.8 Formally Verifying Soundness

The soundness proof for Thm. 13 is the most involved part of the formalization, particularly
for the infinite-trace case. The formalization revealed the need for several substantial helper
lemmas beyond the intuitive ideas gained from defining the unwinding relation presented
in (§5.1). The infinite-trace case was substantially more involved than the finite-trace one,
reflected in the final 7.5K LOC required for the Unwinding in comparison to 1.2K LOC for
the Unwinding_fin theory. Infinitary unwinding was also the driving factor behind the lazy
list extensions, including some further extensions in Trivia (0.6K LOC) providing custom
support for the inductive-coinductive mixture of reasoning called for by the timers. We refer
the interested reader to the formalization for the full formal proof [6]. Here we sketch the
proof in natural language with links to the formalization.

Reasoning on trace fragments. To prove Thm. 13, we need a stronger property involving
fragments of traces. A (possibly infinite) trace fragment starting in s is a non-empty sequence
of states s0 s1 . . . such that s0 = s and si → si+1 for all i smaller than the (possibly infinite)
length of the sequence. We write Frags for the set of trace fragments starting in s and Frags,s′
for the set of finite trace fragments starting in s and ending in s′.

Lemma20establishes a property onfinite fragmentswhich is stronger than relative security
in some respects and weaker in others, as we will explain below.

Lemma 20 Assume� is an unwinding and v, v1, v2 ∈ N∞, s1, s2, s′
1, s

′
2 ∈ Stateopt, ŝ1, ŝ2 ∈

Statevan, st, ŝt ∈ Status,
π1 ∈ Fragopt

s1,s′1
and π2 ∈ Fragopt

s2,s′2
such that:

• � v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) holds.
• A(π1) = A(π2).
• isInt(s′

1) and isInt(s
′
2) hold.

Then there exist ŝ′1, ŝ′2 ∈ Statevan, π̂1 ∈ Fragvan
ŝ1,ŝ′1

, π̂2 ∈ Fragvan
ŝ2,ŝ′2

and ŝt, ŝt
′ ∈ Status,

w1, w2 ∈ N∞ such that the unwinding is sound, i.e:
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• S(π̂1) = S(π1) and S(π̂2) = S(π2) and A(π̂1) = A(π̂2)

• if st = eq and O(π1) 
= O(π2), then O(π̂1) 
= O(π̂2) and ŝt
′ = diff

• � ∞ (w1, w2) (s′
1, s

′
2, st

′) (ŝ′1, ŝ′2, ŝt
′
) holds

• if st′ = eq then st = eq and ŝt
′ = eq

Proof sketch The proof is by lexicographic induction on |π1| + |π2| (the sum of lengths of
the otrace fragments) as first criterion and v as second criterion. Each reactive step decreases
|π1|+|π2| and each proactive step decreases v. The conditions from the definition of unwind-
ing ensure that the relationships stated in the theorem between the four finite trace fragments,
π1, π2, π̂1, π̂2, are preserved by the induction step. In the conclusion of the lemma, we have
∞ as the first timer argument for �; this is because in the base case, where π1 and π2 are
singletons consisting of s′

1 and s′
2, we take a reactive rather than a proactive move. ��

Note that, on the one hand, the property stated in this lemma is stronger than the conditions
thatmake up relative security, in that we require that π̂1 and π̂2 exist and have the same actions
(A(π̂1) = A(π̂2)) for any π1 and π2 that have the same actions (A(π1) = A(π2)) regardless of
whether they have different observations; and then, in case they have different observations,
the counterparts also have different observations. This stronger property emerges from the
incremental nature of the unwinding. Even though the observations π1 and π2 will diverge
eventually, when building their counterparts incrementally we must also cater for the case
whenπ1 andπ2 have not diverged yet (a case not covered by the definition of relative security).

On the other hand, the property stated in the theorem is also weaker than relative security,
in that it only considers finite fragments of traces (whereas, in general, traces can be infi-
nite). Moreover, the theorem requires that s′

1 and s
′
2, the ending states of the otraces, feature

interaction (isInt(s′
1) and isInt(s

′
2)).

Lemma 20will allow us to keep growing the vtraces for as long as their counterpart otraces
still have interactions on them (i.e., isInt holds on at least one of their states). To also cover
the case when they run out of interaction, we need two different lemmas. The first allows one
to grow the vtraces in reaction to a transition by the left otrace:

Lemma 21 Assume � is an unwinding and v, v1, v2 ∈ N∞, s1, s2, s′
1 ∈ Stateopt, ŝ1, ŝ2 ∈

Statevan, st, ŝt ∈ Status such that:

• � v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) holds
• s1 ⇒ s′

1
• ¬ isInt s1 and ¬ isInt s2
Then there exist ŝ′1, ŝ′2 ∈ Statevan, π̂1 ∈ Fragvan

ŝ1,ŝ′1
, π̂2 ∈ Fragvan

ŝ2,ŝ′2
and ŝt, ŝt

′ ∈ Status,

w1, w2 ∈ N∞ such that:
• S(π̂1) = S(s1s′

1) and S(π̂2) = [] (i.e., isSec is false for all states in π̂2)
• A(π̂1) = A(π̂2)

• � ∞ (w1, w2) (s′
1, s

′
2, st

′) (ŝ′1, ŝ′2, ŝt
′
) holds

• len(π̂1) ≥ 2 ∨ w1 < v1 and len(π̂2) ≥ 2 ∨ w2 < v2

The second is a symmetric lemma for the right otrace:

Lemma 22 Assume � is an unwinding and v, v1, v2 ∈ N∞, s1, s2, s′
2 ∈ Stateopt, ŝ1, ŝ2 ∈

Statevan, st, ŝt ∈ Status such that:

• � v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt) holds
• s2 ⇒ s′

2
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• ¬ isInt s1 and ¬ isInt s2

Then there exist ŝ′1, ŝ′2 ∈ Statevan, π̂1 ∈ Fragvan
ŝ1,ŝ′1

, π̂2 ∈ Fragvan
ŝ2,ŝ′2

and ŝt, ŝt
′ ∈ Status,

w1, w2 ∈ N∞ such that:
• S(π̂1) = [] (i.e., isSec is false for all states in π̂1) and S(π̂2) = S(s2s′

2)

• A(π̂1) = A(π̂2)

• � ∞ (w1, w2) (s′
1, s

′
2, st

′) (ŝ′1, ŝ′2, ŝt
′
) holds

• len(π̂1) ≥ 2 ∨ w1 < v1 and len(π̂2) ≥ 2 ∨ w2 < v2

Highlighted above is an essential property guaranteed by these two lemmas: that for each
of the two otraces, either its growth is non-trivial (i.e., the fragment with which it grows has
length at least 2, i.e., has at least one transition) or the corresponding timer decreases. This
addresses the “filibustering” problem discussed at the end of §5.2.

The proofs of these two lemmas are by induction on w (i.e., essentially, on the maximum
number of proactive moves allowed before a reactive move must occur).

Formalizing fragments.The formalization does not separately define the notion of fragment,
which we introduced in the above sketch for readability. Instead, the formalization reuses
the definitions and lemmas defined on traces in the core transition system locale (§4.3) such
as validTrans0 or validFromS which refer to valid transitions and traces (from a certain
state) in the system.

Roughly, the lemmas in this section line up with the lemmas beginning with
unwindCond_ex in the formalization, with the key lemma to the proof of Thm. 13 being
defined using the Isabelle keyword proposition (functionally no different to theorem or lemma,
but the different syntax highlights importance). Notably, the finitary case only requires a
single proposition, whereas the general case has to gradually build up to this, including the
development of lemmas specifically for corecursive reasoning.

Proof sketch for Thm. 13: To show that relative security holds (in the general case), let
π1 ∈ Traces1 and π2 ∈ Traces2 such that A(π1) = A(π2) and O(π1) 
= O(π2).

We will first identify all states of π1 where interaction happens (i.e., isInt holds). After
that, we will use the property A(π1) = A(π2) to identify corresponding points on π2. These
points form the basis of a decomposition of π1 and π2 into finite trace fragments that will
allow the application of Lemma 20—this decomposition is depicted in Fig. 9. We distinguish
two cases, depending on whether interaction happens on π1 indefinitely or not.

Case (1): Interaction happens indefinitely, i.e., there exists an infinite number of non-empty
finite otrace fragments ρ1,1, ρ1,2, . . . such that:
• π1 = ρ1,1 · ρ1,2 · . . . (where · denotes list concatenation)
• for all j ∈ N, isInt(s1, j ) holds, where s1, j is the last state of ρ1, j

Because A(π1) = A(π2), we also have an infinite number of finite otrace fragments ρ2, j
with their last states s2, j such that:

• π2 = ρ2,1 · ρ2,2 · . . .

• for all j ∈ N, isInt(s2, j ) holds, A(ρ1, j ) = A(ρ2, j ), and in particular getAct(s1, j ) =
getAct(s2, j )

Moreover, due to O(π1) 
= O(π2), there exists j0 ∈ N such that getObs(s1, j0) 
=
getObs(s2, j0), and in particular O(ρ1, j0) 
= O(ρ2, j0). In fact, choosing the smallest such
j0, we also have that getObs(s1, j ) = getObs(s2, j ) and O(ρ1, j ) = O(ρ2, j ) for all j < j0.
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Fig. 9 Decomposing the otraces in the proof of Thm. 13. Full bullet means isInt holds, empty bullet means it
doesn’t.

Now, by induction on j ∈ N, we define the finite vtrace fragments ρ̂1, j and ρ̂2, j with
their last states ŝ1, j and ŝ2, j and the statuses st j and ŝt j and timers v1j , v

2
j ∈ N∞ such as

� ∞ (v1j , v
2
j ) (s1, j , s2, j , st j ) (ŝ1, j , ŝ2, j , ŝt j )

as follows:
• ρ̂1,0, ρ̂2,0, st0, ŝt0, v10, v

2
0 are obtained from � ∞ (v10, v

2
0) (s1, s2, eq) (ŝ1, ŝ2, eq) using

Lemma 20;
• for each j , ρ̂1, j+1, ρ̂2, j+1, st j+1, ŝt j+1, v

1
j+1, v

2
j+1 are obtained from � ∞ (v1j , v

2
j )

(s1, j , s2, j , st j ) (ŝ1, j , ŝ2, j , ŝt j ) using Lemma 20.
From the application of Lemma 20, we also have that, for all j , A(ρ̂1, j ) = A(ρ̂2, j ),

S(ρ̂1, j ) = S(ρ1, j ) and S(ρ̂2, j ) = S(ρ2, j ). Moreover, the lemma also ensures that, for all
j < j0, st j = ŝt j = eq and O(ρ̂1, j ) = O(ρ̂2, j ), and then that st j0 = ŝt j0 = diff and
O(ρ̂1, j0) 
= O(ρ̂2, j0).

Now, taking π̂1 = ρ̂1,1 · ρ̂1,2 · . . . and π̂2 = ρ̂2,1 · ρ̂2,2 · . . ., the above properties ensure that
A(π̂1) = A(π̂2), S(π̂1) = S(π1) and S(π̂2) = S(π2), and also O(π̂1) 
= O(π̂2), as desired.

Case (2): Interaction does not happen indefinitely, meaning there exists a finite number of
finite otrace fragments ρ1,1, ρ1,2 . . . , ρ1,n , as well as a “remainder” σ1 such that:

• π1 = ρ1,1 · . . . · ρ1,n · σ1
• for all j ∈ {1, . . . , n}, isInt(s1, j ) holds, where again s1, j is the last state of ρ1, j

Similarly to how we proceeded in case (1), we obtain the corresponding finite otrace
fragments ρ2, j with last states s2, j and the “remainder” σ2 such that:

• π2 = ρ2,1 · . . . · ρ2,n · σ2
• for all j ∈ {1, . . . , n}, isInt(s2, j ) holds, A(ρ1, j ) = A(ρ2, j ) and getAct(s1, j ) =

getAct(s2, j )

Let us write π ′
1 and π ′

2 for the prefixes of the otraces without the remainders, i.e., π ′
1 =

ρ1,1 · . . . · ρ1,n and π ′
2 = ρ2,1 · . . . · ρ2,n . Thus, we have π1 = π1 · σ1 and π2 = π2 · σ2.

Again similarly to case (1), we can produce the (this time) finite vtraces π̂ ′
1 and π̂ ′

2
that satisfy the relative-security properties w.r.t. π ′

1 and π ′
2, namely A(π̂ ′

1) = A(π̂ ′
2),

S(π̂ ′
1) = S(π ′

1) and S(π̂ ′
2) = S(π ′

2), and also O(π̂ ′
1) 
= O(π̂ ′

2). Moreover, we have that
� ∞ (v1, v2) (s′

1, s
′
2, st) (ŝ′1, ŝ′2, ŝt) for some timers v1, v2, states st and ŝt and states ŝ′1 and

ŝ′2, where s′
1 and s

′
2 are the first states of σ1 and σ2, respectively.
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What remains are the (possibly infinite) remainders σ1 and σ2. In other words, we are left
with having to prove the following lemma:

Lemma Assume that � is an unwinding relation, s1, s2 ∈ Stateopt ŝ1, ŝ2 ∈ Statevan,
v, v1, v2 ∈ N∞, st, ŝt ∈ Status, σ1 ∈ Frags1 and σ2 ∈ Frags2 such that:

• � v (v1, v2) (s1, s2, st) (ŝ1, ŝ2, ŝt)
• isInt fails for all states in σ1 and σ2

Then there exist σ̂1 ∈ Fragŝ1 and σ̂2 ∈ Fragŝ1 such that:
• A(σ̂1) = A(σ̂2)

• S(σ̂1) = S(σ1) and S(σ̂2) = S(σ2)

This lemma is proved by constructing σ̂1 and σ̂2 from σ1 and σ2 similarly to how we built
π̂1 and π̂2 above, but instead of Lemma 20 we use Lemmas 21 and 22, alternating fairly for as
long as σ1 and σ2 are not exhausted (since either, or both, or none, can actually be finite). ��
Notes on formalizing the main proof. The formalization of the main proof [6] highlights
the differences between the proof in the finitary vs general statement. In the finitary case,
none of the infinite cases outlined above have to be considered. As such, the formal proof
of unwind_rsecure in Unwinding_fin can apply the unwindCond_ex proposition directly,
then use pre-existing basic lemmas on reachability of finite traces to finish the subgoals
related to progress.

In comparison, the general lemma required significantly more work. We use lazy-lists to
represent the possibly infinite nature of the traces, in place of the indexing in the above
proof sketches. There are two main classes of lemmas in the Unwinding theory which
were required to prove unwind_lrsecure. Firstly, lemmas beginning with lvalidFrom and
lcompletedFrom are essentially specific progress lemmas, required to establish the unwind-
ings as a result of the corecursive definitions of the two vtraces from the two otraces. Second
were the lemmas that more closely mirrored the reasoning presented above, which were used
to establish the (in)equalities between various secrets, actions, and observations. For exam-
ple, lS_ltrv1_ltr1 establishes the equality between the vanilla and optimized secrets. As
such, many of the main formal lemmas each considered the different cases which we have
separated out for readability in the proof sketch above.

Given the use of lazy-lists, many of these lemmas required the use of coinduction to
prove that a property holds in the possibly infinite cases in the above proof sketch. This
was the primary driver behind the extensions on the coinductive list library mentioned
in (§4.2). It additionally required the setup of several coinduction rules on traces in the
Transition_System locale.

5.9 Incompleteness of the Unwinding (Dis)Proof Methods

The question dual to soundness is completeness: Is it the case that (assuming state-wise
system models), if relative security holds, then there exists an unwinding relation satisfying
the hypotheses of Theorem 13? And similarly, is it the case that, if relative security fails, then
there exist two otraces π1 and π2 and an SD unwinding relation satisfying the hypotheses
of Theorem 18? The answer to both questions is negative, i.e., our unwinding (dis)proof
methods are incomplete.

There are several features that make our unwinding proof method incomplete. One of
them is the implicit requirement that the produced vtraces π̂1 and π̂2 eagerly match the
secrets of their counterpart otraces π1 and π2 (reflecting the conditions Svan(π̂1) = Sopt(π1)
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and Svan(π̂2) = Sopt(π2) from the conclusion of the relative security property), regardless of
whetherπ1 andπ2 will end upproducing an actual leak (i.e., regardless ofwhetherAopt(π1) =
Aopt(π2) ∧ Oopt(π1) 
= Oopt(π2) holds). This suggests a simple counterexample.

Example 23 Consider the following system and state-wise attacker models:
• SMvan is a two-state transition system, having an initial state ŝ and another state ŝ′,

and a single transition ŝ ⇒ ŝ′ (thus ŝ′ is final). AMvan has no secrets or interaction
(i.e., isSecvan and isIntvan are vacuously false).

• SMopt is the same as SMvan; however, to keep with the notations we used for unwind-
ing, when referring to transitions in SMopt we will write s and s′ instead of ŝ and ŝ′.
AMopt has isSecopt(s) true, and apart from this everything false, namely isSecopt(s′),
isIntopt(s) and isIntopt(s′) false.

Clearly both relative security and finitary relative security hold for these systems (which are
in fact each individually secure, since they have no interaction hence no leaks). However,
there exists no unwinding (or finitary unwinding) relation � satisfying the hypotheses of
Thm. 13, essentially because the unwinding conditions would force the secrets produced in
the optimization-enhanced system to be matched by secrets produced in the vanilla system,
which is impossible because the latter system produces no secrets. In detail, the “initial
state coverage” hypothesis of Thm. 13 here means that �∞ (∞,∞) (s, s, eq) (ŝ, ŝ, eq)

(or �∞ (s, s, eq) (ŝ, ŝ, eq) for finitary unwinding) holds. Moreover, from the definition of
unwinding, we must have that:

• either (i) react(�) (∞,∞) (s, s, eq) (ŝ, ŝ, eq) holds,
• or there exists w0 < ∞ (i.e., w0 ∈ N) such that proact(�)w0 (∞,∞) (s, s, eq)

(ŝ, ŝ, eq) holds.
In the second case, by the definition of proact, we obtain�w0 (∞,∞) (s, s, eq) (ŝ1, ŝ2, ŝt),
for some ŝ1, ŝ2 and ŝt such that ŝ1 = ŝ′ and/or ŝ2 = ŝ′ (i.e., at least one of ŝ1 and ŝ2 is ŝ′,
since at least one vanilla-system transition must be taken in a proactive move and the only
vanilla-system transition is from ŝ to ŝ′), which again by the definition of unwinding, implies
that:

• either (ii) react(�) (∞,∞) (s, s, eq) (ŝ1, ŝ2, ŝt) holds,
• or there exists w1 < w0 such that proact(�)w1 (∞,∞) (s, s, eq) (ŝ1, ŝ2, ŝt) holds.

Again in the second case, by the definition of proact, we obtain �w1 (∞,∞) (s, s, eq)

(ŝ′, ŝ′, ŝt′), for some ŝt
′. Indeed, because at most one of ŝ1 and ŝ2 is different from

ŝ′, and since again at least one vanilla-system transition must be taken in a proactive
move, it must be the case that we reach ŝ′ on both vstate components. So by the defini-
tion of unwinding, this time only the reactive move is available, therefore obtaining (iii)
react(�) (∞,∞) (s, s, eq) (ŝ′, ŝ′, ŝt′).

In any of these three cases, (i)–(iii), we obtain react(�) (∞,∞) (s, s, eq) (ŝ3, ŝ4, ŝt
′′
)

for some ŝ3, ŝ4 and ŝt
′′. (The above reasoning, which we performed for unwinding, also

works for finitary unwinding, removing the (∞,∞) arguments.) But then, by the definitions
of react and match1, since ¬ isIntopt(s), s ⇒ s′ and isSecopt(s) hold, it must be the case
that the second or third disjunct in the definition ofmatch1 holds, in particular eqSec(s, ŝ3)
and therefore isSecvan(ŝ3) holds—which is impossible since isSecvan is assumed vacuously
false. So we have reached a contradiction, meaning that an unwinding relation (or a finitary
unwinding relation) satisfying the hypotheses of Thm. 13 cannot exist. ��

Other reasons why completeness of the unwinding proof method fails are that our notions
of relative security and unwinding are extensions of the “absolute” (two-trace rather than
four-trace) notions, which are known to be incomplete unless certain harsh assumptions are
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made about the system and security models [25, 26]—which in turn is a reflection of the fact
that the unwindings for the “absolute” notions can be encoded as automata simulations [26,
§6] and therefore inherit the (in)completeness results from there [27].

As for our unwinding disproof method, the main reason why it is incomplete is also a
form of requirement eagerness: For given sequences of secrets σ1 and σ2 (stemming from
two chosen otraces π1 and π2), intuitively an SD unwinding ensures that any two vtraces
π̂1 and π̂2 that produce the secrets σ1 and σ2 (i.e., Svan(π̂1) = σ1 and Svan(π̂2) = σ2) can
at no point diverge on observations without diverging (yet) on actions—whereas relative
security would allow them to diverge on observations earlier, provided they eventually also
diverge on actions. This suggests the following counterexample to the completeness of the
SD unwinding disproof method.

Example 24 Consider the following system and state-wise attacker models:
• SMvan is a five-state transition system, having two initial states ŝ0 and ŝ′0 and another

three states ŝ1, ŝ′1, ŝ2, and has transitions ŝ0 ⇒ ŝ1 ⇒ ŝ2 and ŝ′0 ⇒ ŝ′1 ⇒ ŝ2 (thus ŝ2 is
final). AMvan has:

– isSecvan(ŝ0) and isSecvan(ŝ′0) true, and isSecvan(ŝ1), isSecvan(ŝ′1) and isSecvan(ŝ2)
false; getSecvan(ŝ0) 
= getSecvan(ŝ

′
0);

– isIntvan(ŝ0), isIntvan(ŝ′0), isIntvan(ŝ′1) and isIntvan(ŝ1) true, and isIntvan(ŝ2)
false; getActvan(ŝ0) = getActvan(ŝ

′
0) and getActvan(ŝ1) 
= getActvan(ŝ

′
1);

getObsvan(ŝ0) 
= getObsvan(ŝ
′
0).

We let sec0 = getSecvan(ŝ0) and sec
′
0 = getSecvan(ŝ

′
0).

• SMopt is the same as SMvan; and again in the context of SMopt wewill use “hat-free”
notations, writing s0, s′

0, s1, s
′
1, s2 instead of ŝ0, ŝ′0, ŝ1, ŝ′1, ŝ2. The state-wise attacker

model AMopt has:
– isSecopt(s0) and isSecopt(s′

0) true, and isSecopt(s1), isSecopt(s
′
1) and isSecopt(s2)

false; getSecopt(s0) = sec0 and getSecopt(s
′
0) = sec′

0;
– isInt(s0) and isInt(s′

0) true, and isIntopt(s1), isIntopt(s′
1) and isSecopt(s2) false;

getActopt(s0) = getActopt(s
′
0) and getObsopt(s0) 
= getObsopt(s

′
0).

Both relative security and finitary relative security fail for these systems. This is because
the otraces π1 = s0 s1 s2 and π2 = s′

0 s
′
1 s2 are such that Aopt(π1) = Aopt(π2), Oopt(π1) 
=

Oopt(π2), i.e, exhibit a leak of the secrets Sopt(π1) = sec0 and Sopt(π2) = sec′
0. However,

this leak cannot be reproduced in the vanilla system, where the only two vtraces, π̂1 = ŝ0ŝ1ŝ2
and π̂2 = ŝ′0ŝ′1ŝ2, have the property that Avan(π̂1) 
= Avan(π̂2).

On the other hand, there is no SD unwinding satisfying the hypotheses of Thm. 18.
Indeed, any such SD unwinding � would have to be based on the only two otraces, π1

and π2—more precisely on their produced singleton secret sequences sec0 and sec′
0; so we

would need to have � (ŝ0, sec0) (ŝ′0, sec′
0). Therefore, since isIntvan(ŝ0), isIntvan(ŝ′0) and

getActvan(ŝ0) = getActvan(ŝ
′
0) hold, by the definition of SD unwinding we would also have

getObsvan(ŝ0) = getObsvan(ŝ
′
0), which is false. ��

Extensions of our notions of unwinding and SD unwinding, as well as the identifica-
tion of suitable conditions on the system and attacker models, could address the problems
with completeness that are either relative-security specific (such as the above pointed
secrecy discrepancy problem for unwinding) or more fundamental, going back to automata
simulations—the latter having a spectrum of limitations and partial solutions described in
the literature [27]. We leave these as future work.
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6 Language-Based Instantiation

Wenowmove to demonstrating the applicability of our abstract definitions andmethodologies
for relative security in a concrete setting. We describe a concrete instance of relative security
(§6.3), via a programming language with speculative execution (§6.1) that can express our
running examples (§6.2).

6.1 The IMP Language with Speculative Semantics

We introduce IMP, a simple language that exhibits interesting security aspects stemming
from speculative execution. Its speculative semantics follows the ideas of Cheang et al. [11],
maintaining runtime configurations for nested speculative executions—and only for those
that result from misprediction, since they are the only security-relevant ones. In particular,
it will be able to express our running examples to a degree that is sufficiently faithful for
capturing their relative (in)security.

Syntax. The set Lit of literals, ranged over by i, j etc., is taken to be Z. Var, the set of
(scalar-)variables, ranged over by x, y, z etc., is a fixed countably infinite set; and so is AVar,
the set of array-variables, ranged over by a. Op is the set of binary arithmetic operators,
e.g., +, ∗, etc; COp, that of binary comparison operators, e.g., <,==, etc; and BOp that of
binary boolean operators, e.g., ∧,∨, etc. ICh, ranged over by ich, and OCh, ranged over by
och, are sets of input and output channels respectively.

The sets of (arithmetic) expressions, boolean expressions and commands are defined by
the grammar:

Exp ::= Lit | Var | AVar[Exp] | Exp Op Exp

BExp ::= true | false | Exp COp Exp | not BExp | BExp BOp BExp

Com ::= Start | InputICh Var | OutputOCh Exp | Fence | Var = Exp |
AVar[Exp] = Exp | Jump Z | IfJump BExp Z Z

We let e range over Exp, b over BExp, and c over Com.
Thus, IMP has the standard basic mechanisms for manipulating scalar and array variables,

and (un)conditional jumps, Jump and IfJump, as control structures. It is also an I/O interactive
language, accepting inputs on input channels and producing outputs on output channels. A
program P = c0; c1; . . . ; cn is a non-empty list of commands where c0 = Start. Prog
denotes the set of programs.

The set Val of values, ranged over by v,w etc., is Z. Loc, the set of locations, ranged over
by l, is also Z.

Basic semantics. Fig. 10 shows the basic (small-step) semantics, denoted⇒B , parameterized
by a fixed program P = c0; . . . ; cn . It maintains input streams and memories, which are
consumed and respectively updated while the program counter moves through the program’s
list of commands.

In detail, ⇒B is a relation between pairs (cfg, inp) where inp : ICh → Seq(Val) is an
input-channel indexed family of input streams, and cfg is a configuration, i.e., a pair (pc, μ)

where:
• pc ∈ N is the program counter (PC), i.e. cpc is the pc’th statement in the program.
• μ is a memory, i.e., a triple (vs, avs, hp) where:

– vs : Var → Val is a variable store assigning values to the (scalar) variables;

123



Relative Security: (Dis)Proving Resilience Against Semantic… Page 41 of 64 31

Fig. 10 Basic semantics for program P = c0; . . . ; cn . We implicitly assume pc ≤ n as a condition in each
rule.

Fig. 11 Normal semantics for
program P = c0; . . . ; cn . We
implicitly assume pc ≤ n.

– avs : AVar → Loc × N is an array-variable store assigning a heap starting location
and size to each array-variable; and

– hp : Loc → Val is a heap assigning values to locations.

We let Mem denote the set of memories; thus, Mem = (Var → Val) × (AVar →
Loc × N) × (Loc → Val) If cfg = (pc, (vs, avs, hp)), we let pcOf(cfg) = pc. We use
standard notation for updates, e.g., μ[x ← v], and expression evaluation, e.g. �e�(μ). The
output of a configuration, outOf(pc, μ) ∈ (OCh×Val)⊥, is (och, �e�(μ)) if cpc has the form
Outputoch e, and ⊥ otherwise.

The read locations. To model Spectre vulnerabilities, we will record memory reads (as in
[11]).We let readLocs(pc, μ) be the (possibly empty) set of locations that are read (accessed)
by the current command cpc— computed from all sub-expressions of cpc of the form a[e].
For example, if cpc is the assignment c[2] = a[b[3]], then readLocs returns two locations:
counting from 0, the 2nd location of c, the 3rd location of b and the b[3]’th location of a.

Normal semantics. Fig. 11 shows the “normal” semantics⇒N , which is the basic semantics
extended to accumulate the read locations, hence account for cache side-channels.
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Fig. 12 Speculative semantics for program P = c0; . . . ; cn under misprediction oracle (PState,mispred,

resolve, update). Each time, we implicitly assume pc ≤ n and pcs = pc0 . . . pck where pci = pcOf(cfgi )
for i ∈ {0, . . . , k}.

Speculative semantics.Finally, Fig. 12 shows the speculative semantics⇒S ,which augments
the vanilla semantics with speculative steps that go wrong, along a misprediction (taking
the wrong branch). In addition to the program P = c0; . . . ; cn , ⇒S is parameterized by a
misprediction oracle, (PState,mispred, resolve, update) where:
• PState is a set of predictor states ranged over by ps;
• mispred : PState × {0, . . . , n}∗ → Bool is the misprediction predicate;
• resolve : PState × {0, . . . , n}∗ → Bool is the resolution predicate; and
• update : PState × {0, . . . , n}∗ → PState is the predictor-state update function.

The oracle decides when misprediction occurs thus triggering a new speculation (the
mispred predicate), and when a speculation is being resolved (the resolve predicate). Both
occurrence and resolution depend on the predictor state (which evolves via the function
update) and on the list of PCs of the nested speculations. Indeed, the semantics allows for
nested speculation: the runtime environment can mispredict thus taking a wrong branch,
and while running on that wrong branch it can mispredict again, and so on. Resolution of
speculation, i.e., the runtime environment determining that the prediction was wrong and
reverting the corresponding speculative execution, can occur at any time after misprediction.

The speculative semantics ⇒S operates on (multi-speculative) states, i.e., tuples s =
(ps, cfgs, inp, L) where ps ∈ PState is the current predictor state, cfgs is a non-empty list of
configurations. inp is a family of input streams and L is the set of locations read so far. We
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think of cfgs as a stack of configurations, one for each speculation level in a nested speculative
execution. At level 0 we have the configuration cfg0 for normal, non-speculative execution.

At each moment, only the top of the configuration stack, cfgk , is active. One type of tran-
sition that cfgk can take is standard transitions, shown in the rule Standard. These occur
only when 1) the misprediction option is not available (either because the command of cfgk
is not a conditional, or because the oracle does not demand a misprediction at this time) and
2) if in speculation mode, i.e., k > 0, no other blocking factors occur, such as the command
being Fence, or an IO (input or output) command. Indeed, IO commands are not allowed to
be executed speculatively, due to not being reversible.

If the command of cfgk is a conditional and the oracle demands misprediction, then a new
mispredicting speculation is launched—as shown in the ruleMispred. In this case, cfgk takes
a normal execution step on the correct branch (yielding the configuration cfg′) while at the
same time cfgk takes a step on thewrong branch (yielding the configuration cfg

′′ at speculation
level k+1,which becomes the active configuration). The step on thewrong branch is achieved
using a dual of the ⇒B transition for conditional commands, denoted ⇒M (where M stands
for “misprediction”)—also shown in Fig. 12, as the rule IfJumpMispred. The fact that, in
the semantics, the new speculation execution moves on the wrong branch at the same time
with execution one level below moving on the correct branch is a succinct way of expressing
that the new speculation involves misprediction (as opposed to correct prediction).

When in speculative mode (k > 0) and the oracle demands it or execution got stuck to
an IO command, a resolution occurs: the k-level speculation is reverted, i.e., the configura-
tion cfgk is dropped and cfgk−1 re-becomes the active configuration—as shown by the rule
Resolve. Finally, when in speculative mode and encountering a Fence command, the entire
stack of nested speculations is reverted, leaving only the configuration at level 0 (for normal
execution)—as shown by the rule Fence.

6.2 Representing the Running Examples in IMP

We assume ICh = OCh = {T,U}, where T andU represent a trusted and an untrusted channel,
respectively. Moreover, we assume a binary operation F ∈ Opwhose semantics is some fixed
unspecified function in Val × Val → Val.

Ourmotivating examples from§2 are expressed in IMP as depicted in Fig. 13.As expected,
the if statements are modeled by IfJump, and the while loops by IfJump in conjunction with
unconditional Jump, In fun1–fun5 we use only the untrusted channel U for inputs and
outputs—thus matching our §2’s assumption that the attacker controls the inputs and sees the
outputs. In fun6we use both the trusted and untrusted channels, matching our assumption that
the attacker controls only specific inputs and outputs. Since our language lacks procedures,
we use OutputT (F(x, y)) to encode the writeOnSecretFile(x,y) procedure of fun6.

6.3 Instantiating Relative Security to IMP

We fix an IMP program P = c0; . . . ; cn , and predicates imem : Mem → Bool and ipstate :
Mem → Bool identifying possible initial memories and predictor states. We first instantiate
the system models SMvan and SMopt :
• Statevan consists of non-speculative states, (cfg, inp, L); ⇒van is the vanilla semantics,

⇒N ; and istatevan(cfg, inp, L) says that cfg = (0, μ) for some μ ∈ Mem such that
imem μ, and L = ∅.
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Fig. 13 Our six motivating examples from §2 written in IMP.

• Stateopt consist of the (multi-speculative) states; ⇒opt is ⇒S ; and istateopt(s) for s =
(ps, cfgs, inp, L) says that ipstate ps, and cfgs is a list consisting of a single configuration
(0, μ) for some μ ∈ Mem such that imem μ, and L = ∅.

Thus, both systems start with program counter 0, an initial memory and an input stream, and
no read locations or speculation.

To instantiate the state-wise attacker models AMopt and AMvan, we note that the non-
speculative states in Statevan can be seen as particular cases of (multi-speculative) states
in Stateopt. Therefore, by taking the operators for AMvan as the restrictions of those for
AMopt, we focus on describing the latter, while also omitting the subscript opt.

To determine isInt and getInt, we ask what the attacker’s capabilities are. In addition
to controlling/observing untrusted inputs/outputs, we assume a strong attacker observing
execution time and control flow, following the leakage model of constant-time security [3].
Finally, we assume the attacker observes the read locations (e.g., via probing the cache)—
another usual assumption of constant-time security. We thus define isInt(s) = ¬ final(s) and
getInt(s) = (getAct(s),getObs(s)) where, if s = (ps, cfg0 . . . cfgk, inp, L), we have:

getAct(s) =
{
head(inpU) if k = 0 and isInputU(cfg0)

⊥ otherwise

getObs(s) =
{

(outOf(cfg0), L) if k = 0 and isOutputU(cfg0)

⊥ otherwise

As shown by the definition of isInt, interaction occurs everywhere except for the final
states (where the system is idle)—this pervasiveness of interactionmeans that the attacker can
observe the execution time. Formost interaction points,getInt (which pairs actions viagetAct
with observations via getObs) reveals nothing beyond the fact that an execution step has been
taken, i.e., returns (⊥,⊥); exceptions are when the current command is an untrusted input
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or output command (which we expressed by the isInputU and isOutputU predicates). Note
also that inputs and outputs can only take place non-speculatively, i.e., at speculation level 0.

To determine isSec andgetSec, we next askwhat the sensitive data, i.e., the secrets, are. For
the bulk of our examples, fun1–fun5, we take isSec(s) to say that s is initial and getSec(s) to
return the memory part of this initial state. In short, here the entire initial memory constitutes
the secrets.

For fun6, we change isSec and getSec to account for the interactive nature of the secrets,
entered in the system as trusted inputs and produced as trusted outputs.

Thus, isSec now says that the state is not final and not speculating and, for a state s =
(ps, cfgs, inp, L), getSec(s) now returns pairs (A, B)

where:
• A is (as before) the memory part of s provided s is initial, and ⊥ otherwise;
• B is head(inpT) if the command of cfgs0 is an InputT (trusted input) command, and ⊥

otherwise.
In short, the secrets are now two-fold: memory if in the initial state, and trusted input (if
any). With this instantiation, one can check that the intuitive (in)security of these examples
discussed in §2 corresponds to if they (don’t) satisfy relative security. As our informal analysis
previously concluded, §8 demonstrates that why fun1 is not relatively secure, fun2–fun6 are.

7 Formally Instantiating Relative Security

In order to complete the proofs of relative security for our case studies, we create another
Isabelle library [8] which extends on our earlier work (§4) to formally model our concrete
setting (§6).

Fig. 14 presents the full Isabelle session graph for the concrete instantiation of relative
security [8]. This builds on our [Relative_Security] session (which includes the unwind-
ing), as well as the [Secret_Directed_Unwinding] session.

The formalization has four distinct parts, of which the first three are explored in this
section: 1) the IMP formalization (§7.1), including theories such as Language_Syntax, and
Step_Normal, 2) the relative security instantiation, i.e. any theory with the prefix Instance

(§7.2), and then 3) the formalization of each specific case study, in the fun〈i〉 theories (§7.3).
The fourth, which addresses the (dis)proofs of relative security for our examples, will be
discussed in §8.

7.1 Formalizing the IMP Language

The theories Language_Prelims, Language_Syntax, Step_Basic, Step_Normal, and
Step_Spec, taking 1.5K LOC, formalize IMP’s syntax and semantics straightforwardly,
via datatypes and inductive predicates.

The language syntax definitions proceed similarly to previous formalizations of simple lan-
guages in Isabelle, such as in [28]. In addition to typical inclusions like arithmetic expressions
(aexp) and command (com) datatypes, we additionally define other simple datatypes such
as (trustStat)—which enables reasoning on subtle Spectre-like examples that require the
existence of trusted and untrusted I/O channels. Other datatypes further model states, stores
and configurations. There are also several supporting functionsmodeling useful syntax-based
predicates and expression valuations.
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Fig. 14 Theory structure of our Isabelle mechanization.

We formalize the basic semantics of the language in the Step_Basic theory. Demon-
strating another use of locales, this theory first sets up a locale Prog, to define a context for
reasoning about well-formed programs.

locale Prog =
fixes prog :: prog
assumes wf_prog: "prog 
= [] ∧ hd prog = Start"
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Note that prog is used as both the name of the locale parameter, and the name of a
type synonym for a list of commands. A program is defined to be well-formed if that list is
non-empty and begins with Start.

We use an inductive definition, stepB (→B) to formalize the basic semantics within this
locale context. Hence, the semantics are parameterized by a fixed program. The cases for
the inductive definition follow those presented in (§6.1). This is supported by other simple
local definitions for transition reasoning such as finalB and nextB.

Additionally, the locale context contains many basic lemmas on valid transitions of the
semantics. These lemmas can be split into three classes.
• General lemmas on basic semantic properties.
• Simplification rules, which are sufficient conditions for a command to execute a transition

to the next state.
• Elimination rules, which are useful for simplifying reasoning on preserving and updating

invariants on the current state.
For example, the general lemma below demonstrates how we prove a basic deterministic

property on our semantics using Isabelle.

lemma stepB_determ:
"cfg_ib →B cfg_ib’ �⇒ cfg_ib →B cfg_ib’’ �⇒ cfg_ib’’ = cfg_ib’"
apply(induction arbitrary: cfg_ib’’ rule: stepB.induct)
by (auto elim: stepB.cases)

This proof applies induction using the generated induct rule from the stepB inductive defi-
nition. The resulting inductive cases can be simply discharged by applying auto.

The readLocs definition from (§6.1) is formalized using three functions that are indepen-
dent of a locale context: readLocsA and readLocsB which compute the locations read by an
arithmetic and boolean expression respectively, and readLocsC which uses these to compute
the locations accessed by all commands. The resultant readLocs definition within the Prog

context calls these functions on the fixed program prog.
The Normal_Semantics theory has a similar structure, but is much shorter. The stepN

function (not shown) in Isabelle extends the existing stepB definition to include the read
locations defined above. Additionally, we formalize similar definitions such as finalN and
nextN to include this extension.

The speculative semantics outlined in (§6.1) are parameterized by both a program and a
misprediction oracle. This is modeled by the Prog_Mispred locale, which directly inherits
from our earlier Prog locale.

locale Prog_Mispred = Prog prog
for prog :: "com list"
+
fixes mispred :: "predState ⇒ pcounter list ⇒ bool"
and resolve :: "predState ⇒ pcounter list ⇒ bool"
and update :: "predState ⇒ pcounter list ⇒ predState"

Note that in the formalization, the set of predictor states, PState, from the misprediction
oracle definition is modeled by an unspecified type predState (introduced earlier via type-
decl), and as such there are only three new locale parameters. Within this locale, we formalize
the StepS definition (not shown), as well as similar general, simp, and elimination lemmas
for reasoning on transitions as before.
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Fig. 15 Locale hierarchy for concrete programs.

7.2 Instantiating Relative Security

The instantiation of relative security to IMP, taking 0.6K LOC, is formalized in theories
Instance_Common, Instance_Secret_IMem, and Instance_Secret_IMem_Inp.

The common theory covers the interaction infrastructure that is shared by all our motivat-
ing examples, such as the system models outlined in (§6.3). The formalization mirrors these
definitions in two phases. Firstly, in the Prog_Mispred locale we use type synonyms and
functions to set up our system model notation and concrete functions. For example, getIntV
is an Isabelle function representing getInt(s)which takes a stateV (type synonym represent-
ing the state tuple) and returns a tuple actV× obsV representing the attacker’s action (type
synonym for a value) and its observation (type synonym for a tuple containing a value and
read locations). Similar functions and type synonyms are set up for the optimized system
with the O postfix.

The only common aspect left of the system model definition is the initialization. This
uses another locale, Prog_Mispred_Init, which extends Prog_Mispred by introducing
parameters for an initial prediction state, and initial state. The concrete definitions for the
istate definitions are then defined within the locale as a function istateV and istateO.

The theories Instance_Secret_IMem and Instance_Secret_IMem_Inp, cover the two
secrecy infrastructures: one with secrets as the initial memories (for fun1–fun5), and one
with additional secrets as trusted inputs and outputs (for fun6). The structure of both these
theories is similar and proceeds as follows.
• First, we extend the Prog_Mispred locale by adding local definitions for isSecV and

isSecO and functions for getSecV and getSecO.
• Second, we prove that the resultant Prog_Mispred_Init (which inherits from

Prog_Mispred, including the new extensions) is a sublocale of our Rel_Sec locale from
(§4) by instantiating all the parameters of the Rel_Sec locale with our concrete local
definitions and functions.

• Finally, we set up a number of basic lemmas for reasoning about all the getter functions
which are specific to the concrete instantiation.

The resulting locale structure is shownby the top half of Fig. 15,with the dotted line indicating
the sublocale link to the Rel_Sec locale.

Importantly note that the Instance_Secret_IMem and Instance_Secret_IMem_Inp

theoriesdo not import each other, as indicated byFig. 14. This is important aswhile both result
in the same locale hierarchy structure as shown in Fig. 15, the Prog_Mispred locale in each
file is extended with definitions that have similar names but different meanings depending
on the secrecy infrastructure.
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7.3 Formally Representing our Case Studies

Representing our case studies in the IMP language, taking about 0.7KLOC,mostly comprises
“boilerplate” simplification rules (theories named fun〈i〉 in Fig. 14).

The structure of each of these theories, and even some lemmas and proofs within them
are, in general, similar. Hence, in this section we aim to present the common themes across
each theory, with some examples used from the formalization of fun4.

A fun〈i〉 theory begins by setting up some constants and definitions to represent basics
such as array sizes and variable names. It then defines the following.
• Functions such as initAvstore and istate, where the initial store is defined to contain

two arrays located one after the other.
• A definition prog which represents our program, matching the IMP representation in

Fig. 13 from (§6.2).
• Functions resolve, mispred, update, and initPstate—in all proofs of relative security,

just declared (unspecified) constants.
• Simplification lemmas on case splits (based on program counters).

With this setup in place, it is now possible to interpret the Prog_Mispred_Init locale—
instantiating the locale parameters with these concrete definitions specific to a certain
function.

interpretation Prog_Mispred_Init where
prog = prog and initPstate = initPstate and mispred = mispred and
resolve = resolve and update = update and istate = istate

by (standard, simp add: prog_def)

This enables us to use all our earlier more abstract definitions in the concrete context of
a particular program, noting that if a parameter was declared as a constant, it effectively
still represents an arbitrary value in the interpretation. The interpretations are shown at the
bottom of the locale hierarchy shown in Fig. 15. The different coloring is used to note that
fun1-fun5 all use the version of the locale from Instance_Secret_IMem, whereas fun6
imports Instance_Secret_IMem_Inp.

With the definitions now in place, the theories proceed to setting up all the formal boil-
erplate for reasoning on basic properties of the program (not specific to relative security,
although essential to those later proofs) as follows.
• Abbreviations to re-establish notation in the wider theory context (as an interpretation does

not currently lift all locale notation with it).
• Simplification lemmas on input, output, fences, secrets, actions, and observations.
• Simplification lemmas for the next, readLocs, and final functions/predicates specific

to the program and each stage of the program counter.
It isworth noting that the duplication between someof this “proof boilerplate” suggests two

possible aspects of futurework: 1) automation of some boilerplate proofs, and 2) development
of a further intermediate abstraction level (using locales) which could enable some of these
proofs and lemmas to be shared.

8 Unwinding (Dis)Proofs for our Examples

This section sketches the (dis)proofs of relative security for our six motivating examples as
expressed in IMP (§6.2) using the unwinding technique developed in (§5).
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The use of Isabelle was once again integral to these proofs, which are formalized in the
fun〈i〉(in)secure theories involving approximately 1.3 LOC. In this section, we present the
formal intuition behind the structure of each unwinding proof. We begin with the single
insecure example and its formalization (§8.1), then focus on the secure examples (§8.2) and
the structure of their formal proofs (§8.3).

8.1 Disproof for fun1

Intuitively fun1 is insecure because, for x ≥ N (which an attacker could input via the InputU x
command), speculation can access the (a[x]∗512)’th location of bwhereas normal execution
cannot. Formally, this is verified through the direct application or our disproof method (§5.7).
To establish the traces, we choose a value i ≥ N as input for x (vs1 in the formalization)
and two initial arrays a that differ on a[i] but nowhere else (defined using the aa variables in
the formalization). These give two (singleton) sequences of secrets (the S(π1) and S(π2) in
Thm. 18), and two otraces π1 and π2 that produce these secrets (i.e., start in memories with
the respective arrays). The formalization defines these otraces as s3_trans and s4_trans,
which, alongwith their respective starting states, are used to apply the formal disproofmethod
unwindSD_rsecure.

theorem "¬rsecure"
apply(rule unwindSD_rsecure[of s30 s3_trans s40 s4_trans �_inv])

by simp_all

This proof is almost fully automatic, making use of several key lemmas that have been
added to the simp set. Formally we’re required to show �_inv is indeed an SD unwind-
ing, and that it satisfies the initial states with respect to the secret sequences. The latter is
straightforward, formalized by �_init with a mostly automated proof thanks to the basic
helper lemmas on the traces. The main part of the formal proof comes with establishing the
SD unwinding (unwindSD). While the formal proof appears relatively long, most proof steps
could be easily discharged through the application of Isabelle’s Sledgehammer thanks to the
boilerplate put in place across earlier theories.

The structure of the proof is based on the following intuition. We must show that any two
vtraces that produce these secrets (i.e., start in the two given memories) are observationally
equal (i.e., output the same value) provided they are action-equal (i.e., input the same value
x). Indeed, here a trivial secret-directed unwinding (defined formally by the �_inv func-
tion) keeps the two potential vtraces completely synchronized; they can only take the “then”
branch if x is smaller than N , which means that x is different from i , which further means
that what the two vtraces print cannot depend on a[i], hence must be equal.

8.2 Proofs for fun2-fun6

These proofs involve turning the informal intuition as to why these programs are (relatively)
secure (see §2), into an unwinding argument over ostates s1 and s2 (those reached by two
otraces π1 and π2) and vstates ŝ1 and ŝ2 (those reached by two vtraces π̂1 and π̂2).

Crucially, all proofs refer to unwinding networks rather than single unwindings, and hence
require Thm. 16. We have an unwinding component for each phase in the program execution
(e.g., “before entering the if branch”), and we transit between components upon relevant
events (e.g., “the if branch is taken”). Establishing how each component unwinds into the
next (as required by the unwinding network definition, Def. 14) forms the majority of the
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Fig. 16 Summary of the unwinding proofs for the relative security of fun2, fun3, and fun4 when N > 0.

proof, and is in turn crucial to structuring the formalization. As such, this section focuses on
these unwinding aspects, with the main discussion of the formalization left for (§8.3).

Examples of the unwinding networks used by these arguments for fun2-fun4 are given in
Figs. 16 and 17. On the left, the figure shows the network as a graph which represents how the
unwinding may transition to various states (omitting loops). On the right, the figures show a
table summary of what the relations�i say about the statuses st, ŝt and the states s1, s2, ŝ1, ŝ2.
Recall each state has a configuration for each speculation level (a PC and a memory), and
the set of locations set so far, which the table addresses separately. The columns represent:
1) the status, 2) if the program is in a speculative state, 3) PC values (and input properties),
4) memory invariants, and 5) read location invariants. We use the following notation.

• pc ji is the PC at speculation level j from the configuration that is part of the ostate, si ,
where i ∈ {1, 2}.

• For the memory μ
j
i , we use superscript to indicate the speculation level.

• For the vstates, we do not have anything beyond level 0 (as no speculation can occur), so
we do not use any superscripts in p̂ci or μ̂i (for i ∈ {1, 2}).

• The sets of read locations for the otraces and vtraces are denoted Li and L̂i , respectively.
• μi

1 =x μi
2 means that the memories μi

1 and μi
2 have the same value for the variable x ;

by contrast, μi
1 =¬

x μi
2 means that the two memories have the same value for everything

except possibly for x .
• “−” means “not applicable” or “vacuously true”, and “. . .” refers to the invariant from the

previous line.
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Fig. 17 Summary of the unwinding proofs for the relative security of fun2, fun3, and fun4 when N > 0.

We will refer to Figs. 16 and 17 throughout the remainder of this section.

Common aspects of the proofs. In all the proofs, the two ostates s1 and s2 always have the
same PC (i.e., execute the statements lock-step synchronously) at any speculation level j
(i.e., pc j1 = pc j2). The same is true for the two vstates ŝ1 and ŝ2 (i.e., p̂c1 = p̂c2). Moreover,
often (but not always) the vstates have the same PC with the level-0 PC of the ostates, such
as in fun2 and fun3: p̂c1 = p̂c2 = pc01 = pc02 Since interaction is pervasive, the match1

and match2 predicates are vacuously true, and when checking match1,2 we only choose
“ignore” (first disjunct) or the match1,21,2 (fourth disjunct) options—this is because of the
aforementioned lock-step synchronization.

Another common aspect will be that s1 and s2 always have the same value for the input
variable x , and we also make sure that ŝ1 and ŝ2 have the same value for x—this is to
respect the interaction contract, namely the “action” part of this contract, which assumes that
A(π1) = A(π2) and guarantees A(π̂1) = A(π̂2). Often (but not always) this value of x is the
same across the board, i.e., the same for ŝi as for si .

The initial secrets of s1 and s2 are allowed to differ, i.e., in the values stored in the arrays
a and b. According to the secrecy contract, ŝ1 should always have the same values in a and
b as s1, and similarly for ŝ2 versus s2. Our unwinding relations (unwindings for short) must
ensure this, whenever an output statement gets executed, i.e. if the output value or the set of
read locations differs for s1 versus s2 then it must also differ for ŝ1 versus ŝ2. This is the key
goal of each proof, forming the observation part of the interaction contract. In our examples,
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all programs have only a single Output command (occurring at the end), so this is the only
possible time observations may differ.

Lastly, a note on unwinding timer parameters: the “v” timer (which bounds proactive
moves) stays in the range {∞, 2, 1, 0} since we never need to take more than 3 proactive
moves in a row (and this is only when vtraces must “catch-up” with mispredicting otraces
by finishing their branch). As for the “v1, v2” timers (which bound idle reactive moves),
the same range suffices, since the only time this is needed is when mispredicting moves are
ignored.

From a formal perspective, some of these commonalities are built into the setup out-
lined in (§7.2), as well as the similarities between the function formalizations outlined in
(§7.3). Additionally, the fun〈i〉(in)secure theories often share elements of their boilerplate
definitions (such as program counter setup).

The proof for fun2. This is secure essentially because the early fence on line 4 immediately
inhibits any (mis)speculation that goes on the “then” branch of the “if” conditional. This
is reflected by our unwindings keeping all PCs synchronized and all values of x the same,
which means that the interaction contract is maintained straightforwardly.

Formally, as outlined by the first table in Fig. 16, we have a single initial relation, �0,
which covers PCs 0 and 1 (namely those before the input is taken). The first row of the
table shows as expected that the PCs are synchronized, the corresponding state memories are
equivalent (μ̂i = μ0

i ), and the read locations are equivalent (L̂i = Li ). The equalities are
maintained in all rows of the table, and ensure that the otrace observations differ if and only
if the vtrace observations do—as an observation consists of a value in memory and the set
of read locations.

The relations �1–�4 account for all possible situations in fun2 after the input has been
taken.
• �1 for when no speculation occurs.
• �2 for when speculation occurs and mispredicts the “else” branch—i.e. normal execution

(at level 0) takes the “then” branch (PC 4) and speculative execution (at level 1) takes the
“else” branch and gets stuck at the Output command (PC 6).

• �3 for when speculation occurs and mispredicts the “then” branch—i.e. normal execution
takes the “else” branch (PC 6) and speculative execution takes the “then” branch and gets
stuck at the Fence (PC 4).

• �4 for when the program is finished (hence the PC is at 7, past the last command).
Transitions are possible from �1 to �2 or �3 when at PC 3, the only place where specu-

lation can occur. Conversely, �2 can transit back to �1 when speculation gets resolved, and
�3 can transit back to �1 when either speculation gets resolved or the Fence command is
executed. Finally, only �1 can transit to the exit relation �4, since the Output command is
the only exit point of the program, and cannot be executed speculatively.

The proof for fun3. This proof is slightly more subtle than fun2. In the only interesting
scenario, speculation incorrectly takes the “then” branch. As the Fence is placed after a
location read, the otraces can access locations that the vtraces cannot access, namely the x’th
location of a. The goal of our unwinding proof is to show this is harmless—more specifically
that the otraces are not observationally “more different” than the vtraces are.

Unlike fun2, the invariant L̂i = Li can no longer be maintained for all �i . However, it
suffices to make sure that L̂1 and L̂2 stay “at least as different as” L1 and L2—which we
express by the invariant d(L1, L2) ⊆ d(L̂1, L̂2), where d(A, B) is the distance (also known
as the symmetric difference) between two sets A and B, defined as (A � B) ∪ (B � A).
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In Fig. 16, we highlight the differences between the proof of fun3 and that of fun2 occur-
ring in the�3 row representing the “then” branch misprediction. This shows that speculation
can be at PCs 4 or 5. Speculatively executing the assignment at PC 4 increases Li while
the vanilla L̂i does not change. This would break the original invariant L̂i = Li , however
still satisfies our distance invariant. To support this invariant’s preservation within�3, before
speculatively executing the assignment the following conditions had to hold: i) the original
invariant, L̂i = Li , and ii) the same location reads by two otrace transitions, μ1

1 =x μ1
2.

The proof for fun4. This function is relatively secure when assuming N > 0. The proof
requires use of two unwinding strategies depending on whether the value of the input is < N
or not.While this distinctionwasmade in the proofs for fun2 and fun3 as well (distinguishing
between �2 for “else” branch misprediction when x < N and �3 for “then” branch mis-
prediction), here we must act on it earlier when the Input command is being executed. This
can clearly be seen in Fig. 17, where two initial relations are used for fun4 in the unwinding
network, and we additionally consider input properties in the table. In fact, comparing the
unwinding networks for fun3 and fun4, we see that the latter has been obtained by splitting
the former along �0 and �1 to create variants of these relations based on the initial split.

The first case is not problematic, because its corresponding otraces can only diverge from
vtraces in an immediately harmless way, i.e., by (mis)speculating on the “else” branch. This
requires a similar proof strategy to our earlier proofs, as can be seen in the first three rows of
the table.

For the second case, of x ≥ N , (mis)speculation can go on the “then” branch and cause
observational “damage” to the otraces, which access different locations from array b depend-
ing on the value of a[0] (on which they may differ in the speculative memories μ1

1 and μ1
2).

As such the sets of read locations L1 and L2 may differ. To counter this, we choose a different
input for the vtraces, namely 0 (as indicated by the memory invariants column in the table for
�′

1). This means that the vtraces also take the “then” branch, keeping their PCs synchronized
with the level-1 PCs of the otraces.

We now have two subcases.

1. The otraces engage in the speculation, resulting in a transition to�′
3. In this case we react

to the synchronous steps taken by the speculation, andwhen a resolution step occurs in the
otraces, transition to�′′

1. Here, the vtraces continue to take one or two proactive execution
steps on the “then” branch, thus ensuring: (i) that the program counters synchronize on
6, ready to transit to the exit relation, (ii) that the outputs of the otraces are both equal
to 0, and (iii) that our difference invariant stating the sets of read locations of the vtraces
are at least as different as those of the otraces, d(L1, L2) ⊆ d(L̂1, L̂2) given the vtraces
have certainly executed the entire “then” branch.

2. The otraces do not engage in speculation.Here,we still proactively execute the commands
on the “then” branch so the vtraces are once again ready to execute the output command
in sync with the otraces while maintaining the difference invariant.

The proof of fun5. For the case of fun5, a slight modification of the strategy for fun3 is
used, catering for extra speculative cases introduced by the while loop. As before, we have
a single initial relation of �0, which covers PCs 0, 1 and 2 and unwinds into �1.

From�1, there are twopointswhere speculation can occur. Firstly, at the “while” condition
(PC 3), we unwind into �′

1 which covers both mispredicting cases:
• normal execution takes the “then” branch (PC 4) and speculation (at level 1) takes the

“else” branch (PC 11)
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• normal execution takes the “else” branch (PC 11) and speculation (at level 1) takes the
“then” branch (PC 4)
In both situations the otraces get stuck at the output (PC 11) and input (PC 4) respectively,

since these cannot be executed speculatively, both transit back into �1 upon resolution.
Secondly, at the “if” condition (PC 5), relations �2 and �3 from the proof of fun3

maintaining almost the same transitions as before. The key difference is that �2 can reach
second level of speculation at the “while” condition (PC 3), but this once again is harmless,
as the samemispredicting cases used for�′

1 can be discharged. Additionally,�3 also transits
to �1 (instead of some variant) when speculation is resolved.

This same strategy is maintained indefinitely until x = 0. If x = 0, then after one final
execution of the loop PC 4 − 10 (using the same fun3 strategy) and PC = 11 is reached �1

transits to the exit relation �4.

The proof of fun6. Finally, the difference between fun6 and fun5 is that, in addition to
the untrusted input x , fun6 also takes a trusted input y which is considered to be secret.
Our unwinding proof for fun5 can be adapted to fun6, noticing that the required secrecy
contract (enforced via the unwinding’s eqSec predicate) still holds because, in the unwinding
strategy, the InputT y statement is always executed synchronously by the otraces and vtraces.

8.3 Structure of the Formal Proofs

Unsurprisingly, the structure of the formal proofs is very similar across case studies. Thus,
the theories provide a blueprint for how to apply this approach to potential future examples.
Each theory begins by setting up a common definition, which encapsulates properties common
to all unwinding relations in the proof. Elements of this definition are the same across all
case studies.

The formalization then defines each unwinding in the network, such as �0, which each
extend the common relation with the required additional properties, e.g. as represented in the
tables in Figs. 16 and 17.

For each unwinding, a lemma such as �0_implies is shown via a straightforward proof
to establish facts on elements of the program execution such as the program counter and store
which that unwinding relation implies.

This setup leads to the main part of the proof. Firstly, the init lemma shows the
initial states satisfy the initial condition, as required by the definition of the unwind-
ing network. Then, a step lemma for each unwinding, such as step0, establishes the
UnwindIntoCond required to prove they form an unwinding network. Below are examples
from the Fun3_secure theory.

lemma init: "initCond �0"
lemma step0: "unwindIntoCond �0 (oor �0 �1)"

Each proof is guided by the formal intuition outlined in (8.2). For example, the step0 lemma
above states that �0 can unwind into either �0 or �1. While these proofs are relatively long,
many of the proof goals could be automatically proven via application of sledgehammer, and
were easily structured to begin with by applying rules such as case splits on the speculative
semantics. As such, the real challenge in these proofs comes with establishing what the
unwinding network looks like and the intuition behind the transitions. After establishing
this, the formal proof mostly follows (and likely could even be further automated in future
work).
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The final step in the formalization is to establish relative security, the last proposition in
each Isabelle theory. This proof locally defines m, nxt and �s (mirroring the n, next and �

elements of the unwinding tuple in Def. 14. Application of the distrib_unwind_rsecure

proof method (i.e. Thm. 16), results in four subgoals which are discharged automatically
using the above outlined lemmas. We give the example from Fun3_secure below.

proposition rsecure
proof-

define m where m: "m ≡ (6::nat)"
define �s where �s: "�s ≡ λi::nat.
if i = 0 then �0
else if i = 1 then �1
else if i = 2 then �2
else if i = 3 then �3
else if i = 4 then �4
else �1’"
define nxt where nxt: "nxt ≡ λi::nat.
if i = 0 then {0,1::nat}
else if i = 1 then {1,2,3,4}
else if i = 2 then {1}
else if i = 3 then {3,5}
else {4}"
show ?thesis apply(rule distrib_unwind_rsecure[of m nxt �s])

subgoal unfolding m by auto
subgoal unfolding nxt m by auto
subgoal using init unfolding �s by auto
subgoal

unfolding m nxt �s apply (simp split: if_splits)
using theConds
unfolding oor_def oor4_def by auto .

qed

Note that only fun5 and fun6 require application of the distrib_unwind_lrsecure

lemma (for possibly infinitary unwinding), due to the while loops. However, this has practi-
cally no impact on any other part of the case study proofs, as all the hard work was done in
the abstract soundness proof in (§5).

9 RelatedWork

Of the vast literature on Spectre and Meltdown [29], we will only discuss the formal model-
ing and verification aspects. In particular, this section focusses on the contract/policy pattern
(§9.1), a more detailed comparison to TPOD [11] (§9.2) and a view of these comparisons in
the light of controlled declassification (§9.3), as well as discussing some related work in the
formalization setting (§9.4) and on other proof approaches (§9.5).

9.1 The Contract/Policy Pattern

Most of the approaches focus on protecting the secrecy of (aspects of) the initial state,
expressed as an indistinguishability relation � on State, and on explicitly modeling only
the attacker’s observations (our function O) and not the attacker’s actions (our function A).
Notably, this is the case of Guanciale et al.’s conditional non-interference [30], an extension
of noninterference [16, 31] used to build a detailed formal model of Spectre vulnerabilities in
the presence of speculative and out-of-order execution; and of Guarnieri et al.’s speculative
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noninterference [14] (which forms the basis of Spectator, an automatic tool for proving
security against Spectre).

These and several other approaches are surveyed in a recent SoK paper by Cauligi et
al. [3], which, borrowing concepts and terminology from Guarnieri et al. [32], describes
these approaches uniformly under the following contract/policy pattern, characterized by
three parameters: 1) an execution model α, indicating the states explored during executions,
2) a leakage model l, indicating the observations that are possible along executions, and 3) a
(secrecy) policy p, indicating the secrets stored in the initial state, via an indistinguishability
relation on states �p .

An execution model α corresponds to an operational semantics (our system models
SM = (State, istate,⇒)). The combination between a leakage and an execution model,
called a contract, determines a state-observation function �·�αl : State → Seq(Obs). Given
execution and leakage models α and l and a policy p, direct noninterference states that
the observation function cannot detect any secret, in that ∀s1, s2 ∈ State. s1 �p s2 −→
�s1�αl = �s2�αl . Relative noninterference generalizes this to two contracts, namely (in our
terminology) a vanilla one (α, l) and an optimization-enhanced one (α′, l ′), and a common
policy p, stating that any secrets that are leaked by (α′, l ′) are also leaked by (α, l), in that
∀s1, s2 ∈ State. s1 �p s2 ∧ �s1�α

′
l ′ = �s2�α

′
l ′ −→ �s1�αl = �s2�αl .

Assuming that the state-observation function stems from a trace observation function
(which seems true in all interesting cases), the contract/policy pattern is an instance of our
relative security by instantiating our attacker models: S(π) as a singleton sequence, namely
the �p-equivalence class of the trace’s starting state, O(π) as the trace observation function
underlying �·�αl , and A(π) as the empty sequence.

The attacker actions A playing no role in the above models and the secrets being restricted
to the initial state means that such models, while easily capturing examples like the ones in
our Listings 1–4, are not directly suitable for more interactive examples as in Listings 5 and
6. While interaction features are not completely out of scope for these models, we believe
our approach to allow interaction natively in the abstract models can simplify reasoning.

9.2 TPOD

Cheang et al.’s TPOD (trace-property dependent observational nondeterminism) [11] is an
exception to the above rule, in that it explicitly captures both active attackers and interactive
uploading of the secrets. TPOD extends observational determinism [17] from a two-trace to
a four-trace property.

It is parameterized by a notion of low-equivalence ≡low on states, describing what an
attacker cannot distinguish, and by low and high operations taken at each transition between
states: oplow(s) and ophigh(s) are the high and low operations applied when transiting from
state s. Low equivalence and the high/low operations are extended component-wise from
states to traces. Finally, rather than considering two system models, (in our terminology)
a vanilla one and an optimization-enhanced one, TPOD uses a single system for both and
instead uses a set T of (what we call) vtraces.With these parameters fixed, TPOD is expressed
as follows (where π0

i denotes the starting state of πi ):

∀π1, π2 ∈ Trace � T . ∀ π̂1, π̂2 ∈ T .

oplow(π̂1) = oplow(π̂2) = oplow(π2) = oplow(π1) ∧
ophigh(π̂1) = ophigh(π1) ∧ ophigh(π̂2) = ophigh(π2) ∧
π̂1 ≡low π̂2 ∧ π0

1 ≡low π0
2−→ π1 ≡low π2
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We can parse TPOD in terms of our relative security ingredients: 1) the sequence of low-
equivalence classes s0/≡lows1/≡low . . . of a trace π = s0 s1 . . . form the observationsO(π); 2)
the low operations oplow(π) form the actions A(π); 3) the high operations ophigh(π) form
the secrets S(π).

However, TPOD is not a particular case of our relative security because of two reasons,
highlighted in the above formula. First, as shown by the highlighted equality, the TPOD
formula constrains the vtraces π̂1 and π̂2 to have the same low operations (in our terminology,
the same actions) not only with each other, but also with their counterpart otraces π1 and
π2. This (over-)constrains any leak exhibited by the optimization-enhanced system to be
reproduced by the vtraces under the same attacker actions. By contrast, our design of relative
security, in the more concrete attacker-model setting which we also deployed for the concrete
examples, requires that the similarities between the vtraces and the otraces should refer to
the underlying secrets, not to the attacker-taken actions. This is consistent with the standard
assumption that the attacker is free to take any actions to exhibit a leak. On the other hand,
depending on the context, there can be value in requiring the same attacker actions, as we
illustrate in §9.3.

Interestingly, this over-constraining aspect of TPOD is illustrated by an example in the
TPOD paper itself [11], namely the conditionally vulnerable program we showed in Fig. 4
(Fig. 3(c) in [11]): assuming N > 0, under the interpretation of low actions as the inputs to
the function fun4 (which is natural, and is the one endorsed in [11]), TPOD requires that the
vtraces reproduce the leakwith the same input—which is impossible because, aswe explained
in §2 (following a discussion from [11]), reproducing the leak in the vanilla semantics requires
a specific input smaller than N which is different from the one in the otraces, e.g., if N = 2
then we need the vanilla input to be 0 or 1. Thus, contrary to the authors’ suggestion, Fig.
4’s example does not satisfy TPOD; though it satisfies relative security.

The other difference between relative security and TPOD is shown in the highlighted
quantifier: because it quantifies universally rather than existentially over the vtraces π̂1 and
π̂2, the TPOD formula asks that any leak of π1 and π2 is reproduced not just by some pair
of vtraces π̂1 and π̂2 (which seems natural), but rather, more demandingly, by all pairs of
vtraces that happen to have the same secrets with π1 and π2.

In summary, TPOD is a strong property that mischaracterizes intuitively secure programs
that our relative security characterizes correctly. However, the strength of TPOD is that it
enables successful automatic verification which deems secure several interesting programs
(as elaborated in [11]).

9.3 Controlled Declassification

As already pointed out, in its attacker-model-based instance (§3.3), our notion of relative
security allows the reproducibility of a leak in the optimization-enhanced system to happen
via different actions than the ones from the original leak in the vanilla system—which seems
like a natural choice in light of examples such as Fig. 4 (the same as Fig. 3(c) in [11]).
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1 void fun7(unsigned p, unsigned x)
{

2 unsigned t = 0;
3 if (p == getSecretPassword ()) {
4 t = b[a[x] * 512];
5 }
6 }

Listing 7 Relatively secure program

On the other hand, consider the program fun7 in Listing 7, where we assume the inputs p
and x are controlled by the attacker, and the values of the array a are secret. Relative security,
in its attacker-model instantiation,

would deem this program secure, because any leak of the value a[x] through speculative
execution can be replicated through normal execution by the attacker choosing p to be the
correct password. By contrast, TPOD (as discussed in §9.2, seemingly against the intention
of its authors) would deem it insecure because, for a combination of inputs involving the
wrong password, a leak occurs speculatively which cannot be replicated non-speculatively
using the same inputs. And for essentially the same reason, the notions we surveyed in
§9.1, including conditional and speculative noninterference, would also deem this program
insecure—assuming we encode the attacker-controlled inputs as a public part of the initial
state in those models (which lack an explicit notion of action/input).

Since it deems the program (relatively) secure by counting on the attacker to guess the
password in the non-speculative case, here our relative security instantiation is problematic.
The crux of the problem is that our (attacker-model-based) notion, while allowing different
actions in the two leaks that are being matched, does not also compare the difficulty or
(un)likelihood of these leaks.

As discussed in Example 6, we can also instantiate our “very abstract” notion of relative
security (§3.2, based on leakage models) to require coincidence on the actions as well. In
future work, wewill extend our (dis)proof techniques to leakagemodels that aremore general
than attacker models, which will allow us to flexibly factor in declassification [15, 33–36],
as well as the gap between active and passive attackers, previously modeled in the literature
as robust declassification [37, 38]. Indeed, the above difference that the attacker actions can
make in establishing the (relative) security of systems stems precisely from their lack of
robustness in the sense of [37]. Robustness is studied there at the same level of abstraction as
our state-wise attacker model based relative security, which would facilitate a possible future
combination of these two frameworks.

9.4 Formalization RelatedWork

Of the related work discussed in (§9.1) and (§9.2), none appear to have used a proof assistant
to mechanize their results initially. However, a mechanization is now available in Isabelle of
TPOD due to work by Griffin and Dongol [39]. Comparatively, in this work we used Isabelle
to develop the proofs alongside the development of our theory.

In the broader field of information-flow security research, there are a number of notable
examples of theories backed by substantial mechanizations across several proof assistants.
Major verification projects specific to information-flow include a hardware architecture with
information-flow primitives [40] and a separation kernel [41] in Coq, and noninterference
for seL4 in Isabelle [42]. There have been a number of explorations of non-interference in a
concurrent setting with formalizations in Isabelle [43–46].
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Our formalization does not depend on any existing semantics or security formal develop-
ments in Isabelle. It is perhaps worth noting that our IMP language formalization is different
from the existing IMP related libraries in the Isabelle distribution [28], as it additionally aims
to capture speculation.

9.5 Further RelatedWork

Our framework’s innovation compared to previouswork is in regarding leaks as first-class citi-
zens and allowing fully interactive attackers and dynamic secrets (see §9). Proof-theoretically,
the framework generalizes the unwindingmethod [4], whichwaswidely deployed in the secu-
rity literature [25, 31, 47–49]. Our work is the first to develop an unwinding method not for
proving the (absolute) security of a system, but for comparing the security of two systems
(necessarily a four-trace property), and to propose unwinding for disproofs as well. This
unwinding-based foundation could underpin automatic and compositional analysis/verifica-
tion methods, such as type systems [50–53]. Basing automatic analysis on unwinding has
happened in the past with simpler notions of information-flow security, e.g., Volpano and
Smith [50], Sabelfeld and Sands [51] and Boudol and Castellani [52] all base the soundness
of their type systems for concurrent noninterference on a notion of bisimulation (from the
unwinding family). Popescu et al. [54, 55] give a unified overview of this process. Developing
such automated methods on top of our interactive proof-theoretic foundation could recover
and perhaps generalize existing work based onmodel checking [11], symbolic execution [14]
and type systems [53]—for example, Guarnieri et al. [14] list as future work the extension
of their analysis to also cover non-terminating programs.

Due to the need to consider alternative execution traces, proving information-flow security
properties has similarities with proving program equivalence, where techniques involving
symbolic execution and bisimulation have been proposed [56–58]. Relative security seems
related to Morgan’s refinement order for noninterference [59, 60]; working out the formal
connection between the two notions could lead to more insights into compositional proofs
for our notion.

10 Conclusion

This paper introduced relative security, a generalmodel-theoretic and proof-theoretic founda-
tion for expressing the information-flow security in the presence of semantics optimizations.
Our main motivation came from Spectre-like vulnerabilities enabled by speculative and out-
of-order execution, but our framework can in principle be applied more broadly, e.g., to
compiler optimizations [61].

We presented the process of abstractly building our definition (§3), with the key novelty of
capturing fully interactive attackers and dynamic secrets, alongwith the development of novel
proof theoretic unwinding tactics to reason on key properties (§5). We then demonstrated
how both the definition and proof methods can be applied on concrete examples (§6 and §8).

As highlighted throughout the paper (including in §4 and §7), the Isabelle proof assistant
was a vital tool not only in proving the results, but also in developing the relevant concepts.
Notably, obtaining a sound yet sufficiently general unwinding proof method required several
iterations, with amending the unwinding conditions based on the feedback we received from
Isabelle while attempting (and failing) the soundness proof, or when attempting (and failing)
the proof of a relevant example. During these activities, we had the distinct feeling that
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using a proof assistant such as Isabelle may be the only way to stay on top of the emerging
complexity. The involved Isabelle libraries are all publicly available on the Archive of Formal
Proofs [6–8].
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