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ABSTRACT

We propose a novel blockchain-based traceability
system that uniquely combines Physical Unclonable
Functions (PUFs) and Non-Fungible Tokens (NFTs) to
establish secure, tamper-evident, and verifiable digital
identities for physical products. Unlike conventional
approaches that rely solely on serial numbers or barc-
odes, our system uses embedded PUFs to generate
a physically unclonable ID for each item, ensuring
hardware-level authenticity. This PUF ID is crypto-
graphically linked to an NFT minted on a public block-
chain, encapsulating metadata such as product
origin, manufacturing details, and certification status.
Associating NFTs and certifications with PUF-tagged
products not only provides transparent provenance
but also enables decentralised validation of compli-
ance and ethical standards. This methodology is dis-
tinct in its integration of immutable physical identity
with blockchain-based digital certification, offering a
robust solution for enhancing transparency, combat-
ing counterfeiting, and fostering trust across global
supply chains. Furthermore, employing Edge and
emerging 6G networks, our framework can execute
PUF challenge-response and preliminary NFT mint-
ing directly at edge nodes. This establishes a real-time,
low-latency architecture that reduces network con-
gestion and gas costs for secure and sustainable sup-
ply chains.

|. INTRODUCTION

Supply chain management encompasses a multiface-
ted network of interdependent processes, including
the strategic procurement of raw materials, the con-
version of these inputs into finished products, and the
orchestration of their distribution to end users. Legacy
supply chains frequently depend on heterogeneous,
paper-centred documentation and segregated infor-
mation silos, an architecture that produces opaque,
end-to-end visibility and amplifies vulnerability to illicit
counterfeiting [1], [2].

Blockchain (BC), characterised by its immutability,
transparency, and enhanced security, presents a
robust solution to supply chain issues. The BC is a
decentralised network that operates on a consensus
mechanism to implement changes. The consensus
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algorithms validate and authenticate transactions,
ensuring that public ledgers stay synchronised and
that only legitimate transactions are included in the
BC. The decentralised architecture of the BC technol-
ogy guarantees a transparent environment, providing
stakeholders with realtime access to essential infor-
mation about the status of goods. The immutable
nature of data stored ensures integrity, since it cannot
be modified or erased, therefore guaranteeing the
precision and reliability of information along the
whole supply chain [3]. As BC infrastructures evolve
and unified metadata schemas are promulgated,
NFTs are anticipated to underpin nextgeneration
supply chain ecosystems. The use of NFTs enables
provenance continuity across heterogeneous plat-
forms. Also, it facilitates the utilisation of tokenised
inventory as verifiable collateral in supply chain
financing. This in turn fosters more transparent, resil-
ient, and adaptive logistical networks [2], [4]. NFTs
consist of an immutable transaction record, enabling
other participants in a supply chain to readily verify
the provenance of a product as well as the owner-
ship. Data recorded via a smart contract on the BC is
resistant to destruction without consent. Conse-
quently, a safe data flow exists among many stake-
holders, with a comprehensive transaction history
recorded across several nodes of a BC, ensuring its
security [5]. The ERC-721 is an extensively used non-
fungible token standard for the production and moni-
toring of digital assets.

Falcone et al. [6] linked PUFs to supply chain man-
agement by embedding each product with a smart
tag whose silicon-rooted PUF fingerprint serves as the
device’s private key and identity and then recording
every supply chain event on a blockchain using that
identity for authentication and provenance. At manu-
facture, a tag's public key derived on-demand from
the PUF response is enrolled on the ledger alongside
product data. At each subsequent step (raw materials
sourcing, production, distribution, and consumer
authentication), actors invoke an NFC-enabled proto-
col in which the PUF regenerates its private key to
sign challenge-response messages, and those signa-
tures are verified both by peers and via on-chain trans-
actions. This coupling ensures that (1) each physical
item carries an unclonable, hardware-rooted identi-
fier; (2) no secret key ever resides in non-volatile
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memory; and (3) every transfer, location update, or

certificate issuance is immutably anchored to that

PUF-derived identity, enabling complete traceability

and tamper evidence in a decentralised, high-integrity

supply-chain framework.

We have proposed a novel framework that inte-
grates physically unclonable functions (PUFs) with
non-fungible tokens (NFTs) to deliver complete trace-
ability and compliance assurance in complex supply
chains. In this architecture, each product is embed-
ded with a unique PUF that generates a hardware-
rooted identifier, which is linked on-chain to an ERC-
721 token containing detailed manufacturing meta-
data and ownership provenance. Legitimate certifiers
with designated roles on the BC provide quality
assessment of the product and attach a certificate of
authenticity in the NFTs” metadata. During the transit
of a product, every ownership transfer, inspection,
and certification update is recorded on the digital led-
ger, leading to a tamper-proof trace of its entire life-
cycle. This links an unclonable physical identity with
digital attestation on BC results in a transparent and
secure system. Our proposed architecture offers
both the authenticity and certified status of each item
atany pointinits lifecycle.

Considering our proposed supply chain traceabil-
ity architecture that incorporates PUF and NFT, we
formulated the following research questions for fur-
ther analysis.

« How accurately does this PUF-NFT-anchored
proof of concept reflect realworld integration
that includes an off-chain PUF reader simulation
and a smart contract prototype?

« How well do the smart contract’s role-based
permissions (manufacturer, distributor, retailer,
certifier) combined with the Elliptic Curve Digi-
tal Signature Algorithm (ECDSA) signature veri-
fication enforce that only authorised parties can
register products, update locations, and issue
certificates?

« What are the gas consumption and transaction
latency profiles for PUF registration, product
addition, NFT minting, and certificate issuance
under controlled local BC settings?

A. EDGE Al AND 6G NETWORKS FOR PUF-ANCHORED

NFTS IN SuppLy CHAINS
Advanced technologies like Edge Al and 6G net-

works complement to a greater extent our proposed
architecture for Industry 5.0 supply chain systems [7].
For instance, ultralow-atency links and pervasive
edge servers offered by the 6G network enable local
execution of the PUF challenge-response protocol,
and responses are hashed and preliminarily verified
without incurring the round-trip delays of a central-
ised server or public blockchain.

Further, by offloading NFT minting and certificate
verification to edge nodes, transactions can be
batched, pre-validated, and relayed in optimised
blocks over dedicated 6G slices. This will reduce
backhaul congestion with less gas consumption and
transform into continuous service quality for supply
chain operations.

Moreover, 6G's support for massive machine-
type communication (mMTC) and sufficient device
density allows every physical item, each equipped
with its own PUF tag and low-power wireless inter-
face, to be uniquely identified and authenticated for
large deployments, without overwhelming core net-
work resources.

In addition, implementing Al analytics at edge
nodes facilitates consistent reporting of PUF signa-
tures and supply chain operations and detection of
anomalies (e.g., replay attacks, tampered sensors,
counterfeit products, etc.), which results in early warn-
ings and actions to stop conceivably fake or invalid
NFT certificates from being released on the BC. Fur-
ther, TinyML-based Al models can be deployed at
edge nodes with administrative authority to detect
compromised certifier nodes. The TinyML model
learns patterns of normal transactions to identify irreg-
ular, inconsistent patterns in validation frequency,
signing behaviour, or mismatched device identifiers
that might indicate compromise.

Overall, the paper is arranged as follows: Existing
relevant literature on supply chain traceability using
blockchain NFTs and PUFs is discussed in Section II;
in Section I, the proposed framework is presented;
Section IV discusses experimental setup and analysis
of results. Section V provides the threat security analy-
sis of our proposed framework. Section VI compares
our work with similar state-of-the-art approaches. The
study is concluded in Section VII with limitations and
possible directions for future work.

B. MorivATioN AND CONTRIBUTIONS
Conventional supply chains are composed of multi-
ple independent actors, which complicates the main-
tenance of comprehensive provenance records and
heightens vulnerability to counterfeit goods and man-
ual data manipulation. Traditional tracking methods,
including barcodes and RFIDs, are highly vulnerable
to threats because of weak features inherent in tag
construction. Therefore, these traditional tags can be
easily cloned and altered, which introduces low trace-
ability and transparency in existing supply chains. To
overcome this, we propose a novel framework,
which combines NFTs and PUFs to establish a secure
supply chain system. In the framework, each product
is associated with a unique, unclonable PUF identifier,
which captures product metadata and ownership
transfers as the product moves through the supply
chain. This physical identity is further linked to an NFT
on the BC. The NFT attaches a compliance certificate
with PUF ID to represent proof of authenticity of that
product and serve as a digital twin of the product.
The convergence of PUF and NFT establishes a
strong protection mechanism at both the physical
and digital levels. The framework guarantees robust
traceability and tamper-evident provenance of the
product. The significant contributions are outlined as
follows:

« We proposed a novel architecture that com-
bines PUFs with NFTs. This framework estab-
lishes hardware-anchored digital twins that bind
each product’s unique PUF identifier to an
on-chain NFT token ID for robust provenance
and immutable mapping between the physical
item and its digital record.

« Developed a proof-of-concept deployment, with
off-chain PUF reader simulation using pypuf and
ECDSA modules in Python, JSON-driven signature
workflows, and a smart contract to validate the fea-
sibility and correctness of the PUF-NFT anchored
product lifecycle.

« Extended OpenZeppelin’s ERC-721 and Access-
Control modules to enforce fine-grained permis-
sions and integrate Ethereum-standard ECDSA
message signing over (pufld, challenge), ensuring
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FIG. 1. PUF-Anchored NFT Framework for supply chain security. The PUF tag and reader layer transform a hardware challenge-
response into an ECC private key, whose derived public key and ECDSA signature are sent via a Web3 gateway. The
blockchain layer implements a smart contract that mints an ERC-721 NFT. The NFT links to product metadata and certificate

records.

only legitimate stakeholders can register products
and issue authenticity certificates.

« Through systematic benchmarking, we quantify
gas costs for PUF registration, product addition,
NFT minting, and certificate issuance, and ana-
lyse latency under realistic transactions to fore-
cast the overall cost of the luxury product
supply chain.

Il. RELATED WORK

Recent studies explored NFTs in relation with trace-
ability, authenticity, and transparency for Industry 5.0
applications, in particular supply chains. Narayanan
et al. [3] employed ERC-721 NFTs to capture product
metadata such as origin, ownership, and authentica-
tion attributes, with RFID and holographic tags to
strengthen provenance tracking and automate supply
chain processes. In manufacturing, Habtemichael
et al. [5] exploit NFTs to link digital twins with value-
added metadata captured during product transit for
traceability and transparency. Kumar et al. [8] use
NFTs to register pharmaceutical products, to verify
ownership and to automate compliance tracking via
smart contracts. Ahuja et al. [9] designed SeedChain,
where NFTs represent digital certificates of authentic-
ity for seed batches. Smart contracts implement own-
ership and logistics functions, and off-chain storage
IPFS is used to store product metadata for offloading
BC storage. Usman et al. [10] present DSCoT, a cyber
physical systems (CPS) framework based on NFT,
which employed customised ERC-721 tokens to store
identity, role, and access metadata for loT devices,
fog nodes, and users, enabling careful asset authenti-
cation and secure CPS interactions in smart city infra-
structures. These studies collectively demonstrate
how NFT metadata serves domain-specific functions
ranging from regulatory compliance and lifecycle
tracking to environmental monitoring and decentral-
ised identity.

In the agricultural sector, Wang et al. [11] present
a BC-based traceability framework for the cotton lint
supply chain. The framework utilises non-fungible
tokens (NFTs), which hold digital twins of physical
products and confirm the authenticity of a product
with a compliance certificate. Helo et al. [12] propose
the use of NFTs in pharmaceuticals, manufacturing,
and supply chains for provenance tracking, with
emphasis on enhancing reliability and mitigating the
risks of counterfeit or expired products.

ICtoken by Balla et al. [13] implements hardware
IP protection by minting a unique NFT for each
integrated circuit on a permissioned BC (ICtracker),
encoding cryptographic hashes of the IC identifier,
package markings, and encrypted active-metering
data, while tracking ownership, PCB/device integra-
tion, and provenance with minimal on-chain storage.
Hawashin et al. [14] extend this paradigm to UAV
manufacturing, using self-sovereign identities to mint
component NFTs linked to IPFS-stored digital twins,
bundling identical parts into lot NFTs, and enabling
manufacturers to redeem these lots for assembly
under a management smart contract that enforces
role-based minting, listings, and security controls, with
off-chain metadata reducing gas costs. Davies et al.
[4] further argue that NFTs’ provable scarcity and
ownership can underpin “phygital” certifications of
product origin, emissions, and labour practices; a
“mintto-order” model that issues NFTs upon pur-
chase and triggers production only on redemption to
mitigate overproduction; and gamified incentives
with fractional royalties to align stakeholder interests,
contingent on interoperable standards and behaviou-
ral research for scalable, transparent, and sustainable
supply chains.

These studies demonstrate that NFT metadata
serves domain-specific functions ranging from regula-
tory compliance and lifecycle tracking to environ-
mental monitoring and decentralised identity.

[Il. PROPOSED FRAMEWORK

The BC framework in Fig. 1 presents a secure, verifi-
able method for product authentication and trace-
ability by integrating PUFs, ECDSA-based digital
signatures, and NFT-backed certification. In particular,
it is highly suitable to address counterfeiting problems
in fashion supply chains, where NFT plays the role of
an immutable digital twin for each item on-chain. Ini-
tially, a PUF response inherently linked to the prod-
uct’s physical characteristics serves as a source for
generating an ECC key pair. The private key is pro-
tected within the device or held by the issuing author-
ity, while the corresponding public key is dedicated
for authentication purposes.

The conceptual architecture of the proposed
framework combines PUF-enabled authentication
with BC-powered NFT provenance. Initially the PUF
tag and reader layer with challenge and response
generate a unique physical key (PrK) that is an inte-
gral part of device identity. Employing Elliptic Curve

5
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Cryptography (ECC) and ECDSA, the corresponding
private key (PrK) and public key (PuK) are obtained
to create a signed message (m)_PrK. Next, this veri-
fied identity is communicated to the BC layer via the
Web 3.0 interface, which registers this unique PUF ID
with its relevant product metadata. Upon registration,
a non-fungible token (NFT) is minted that links a digi-
tal certificate to the product’s PUF ID, which serves as
proof of authentication. This connection of digital cer-
tificate to PUF ID creates a secure cryptographic link
of each item to its physical origin. The proposed
design offers a tamper-evident connection between
the physical product and its digital twin.

The smart contract inherits OpenZeppelin’s
AccessControl module, which enforces strict role-
based permissions and prevents any compromised
node from validating or signing new transactions. In
the rare event of a certifier’s private key being com-
promised, the manufacturer can immediately revoke
the certifier’s authorisation through the revokeRole()
function integrated within the AccessControl frame-
work. This mechanism ensures that affected entities
are promptly isolated, eliminating the risk of unau-
thorised validations. Following that, a new certifier
can be registered with a distinct key pair to maintain
the integrity of the authentication process without dis-
rupting system operations. In case of abnormal behav-
iour, the administrator (e.g., manufacturer) can invoke
the revokeRole() function to instantly halt the certifier’s
access. The RevokeRole() function is not yet imple-
mented in the current version. However, the algorithm
for revokeRole() is presented in Algorithm 1.

A LOGICAL FLow OF SMART CONTRACT FROM SIGNING A
MESSAGE 70 MINTING A PRODUCT

Fig. 2, the sequence diagram, illustrates the workflow

of PUF-based product registration and NFT minting.

Initially, the reader sends a random challenge to the

PUF tag to verify its authenticity. This challenge is a

one-time random value that acts as a nonce. The PUF

generates a unique response based on its manufactur-
ing randomness. The reader calculates two hashes
based on the received PUF response:

1) responseHash = keccak256(pufResponse), used
to validate authenticity later.

2) innerHash = keccak256(pufld, challenge), links
the PUF ID with its issued challenge for message
integrity.

Next, the signer or reader creates an Ethereum signed
message (eth message) from the innerHash. This sig-
nature, coupled with the challenge and PUF ID, is
transmitted to the smart contract. The function call is
made to the smart contract, including all verification
data. The contract performs two validation checks:

1) require(validPuflds[pufld] == responseHash),
which verifies that the provided PUF response
and the pre-enrolled valid PUF hash are the
same.

2) recovered = ECDSA. recover(ethMsg, signa-
ture) and require(recovered == ethAddress)
confirm that the sign comes from an authorised
and legitimate user (e.g., the manufacturer).

For the valid signature, the contract stores the prod-

uct record on-chain (including PUF 1D, owner, time-

stamp, and location). As the product is added, an

NFT corresponding to it is minted, which links meta-

data such as the PUF ID and certificate data into the

token. For the invalid signature, the transaction is
reverted using Revert(“Invalid PUF or Signature”).

This means no product record or NFT is created.

Algorithm 1 Certifier Revocation Procedure

1:  Begin
2:  The manufacturer detects compromised certifier node C,qgq,
3: if Coyqr € ActiveCertifiers then
4: REVOKEROLE(CERTIFIER_ROLE, C.qqr)
5: Record event (C,dgr, Maddr, timestamp) in blockchain logs
6: Update CertifierStatus[Coqq] <— “Revoked”
7. else
8: Reject request with message “Certifier not active”
9: endif
10: End

1) Authentication Protocol: Each authentication
session begins with the verifier generating a random
challenge nonce, ensuring that no two sessions reuse
the same input. The PUF module computes the
response only after receiving this nonce, binding the
generated output to that session. Because the chal-
lenge and corresponding response are both time-
stamped and verified on-chain, any attempt to
replay an earlier transaction is automatically
rejected, guaranteeing freshness and resistance
against replay attacks.

2) NFT Metadata Management: To protect sen-
sitive production information, one option is to encrypt
the product metadata before uploading to off-chain
storage such as IPFS. Authorised nodes can decrypt
this data using shared keys managed through access-
controlled regjstries. Another option is to implement
a selective disclosure mechanism where only specific
fields of data are disclosed, and other sensitive infor-
mation is kept confidential. Also, zero-knowledge
proof (ZKP) protocols can be employed to allow a
participant to verify compliance without exposing the
actual certificate content.

V. EXPERIMENTS AND RESULTS
A. EXPERIMENTAL SETUP

We carried out all on-chain performance and cost
measurements in a controlled Hardhat environ-
ment, compiling our SupplyChainNFT contract
with Solidity v0.8.28 (optimiser enabled at 200 runs
and vialR turned on) to mirror realistic production
settings. Deployment and interactions, covering
PUF registration (addValidPufld), product addition
and NFT minting (addProduct), certificate issuance
(issueCertificateByToken), and signature verifica-
tion, were executed against a localhost Hardhat
node to ensure fast, deterministic block times. We
leveraged the @nomicfoundation/hardhat-toolbox
for Ethers.js support, hardhat-gas-reporter (config-
ured to report gas consumption and timing details)
to capture both monetary and time metrics for
each transaction, and hardhat-contractsizer running
on every compile, focused on the SupplyChainNFT
smart contract to monitor bytecode size. The code
for this project is made available at this link: https://
github.com/Fiza-Sial/PUF-anchored-NFT.

B. ResuLrs
Fig. 3 presents all eight unit tests for SupplyChainNFT
passed on a local Hardhat network, confirming that
role-based permissions, PUF-challenge verification,
minting constraints, location updates, ownership
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FIG. 2. Sequence diagram outlining the steps of PUF-based product registration and NFT minting,

transfers, and certificate issuance all behave correctly
and securely under valid and invalid conditions. The
tests demonstrate that only the manufacturer role can
register PUF IDs and mint products; invalid signatures
or double-mints are properly reverted; distributors
and retailers can update locations with a valid off-
chain PUF signature; only the current tag owner can
transfer ownership via authenticated signature; and
only certifiers can issue and retrieve certificates. Gas
profiling across these tests also aligns with earlier
benchmarks: addProduct is the most expensive at
approximately ~ 385 k gas because it both registers a
new PUF ID, verifies off-chain signatures, writes multi-
ple storage slots (including the ERC-721 mint and
tokenURI), and emits events—while issueCertificate-
ByToken follows at = 119 k gas, transferProductOw-
nership at ~ 84k gas, updateLocation at ~ 57k gas,
and addValidPufld is the cheapest at ~ 47 k gas.

The results presented in Fig. 4(A) and 4(B) provide
a comparison of gas consumption, latency and trans-
action cost for key operations in the proposed smart
contract. As shown in the table, the addProduct func-
tion incurs the highest gas usage (433,013 units,
~ $41.57), reflecting its complex logic. It performs
multiple writes of state variables, involving registering
the product, linking the PUF ID, minting the NFT and
linking to PUF metadata. The latency trend in the
same plot further confirms that addProduct with
higher computational complexity corresponds to

slightly increased transaction time with latency (101
ms). In contrast, issueCert remains moderately expen-
sive in gas usage (164,025 units) with less latency vari-
ation (93 ms).

The simulation script orchestrates a test of our
PUF-backed supply chain NFT workflow on a local
Ethereum node with 5-second block times, pro-
grammatically loading a list of tag identities (PUF
IDs paired with ECC keys, challenges, and hashes)
and instantiating four role-based wallets (manufac-
turer, distributor, retailer, and certifier). For each tag,
it mints an ERC-721 token tied to the PUF, immedi-
ately issues an initial on-chain certificate, then simu-
lates two successive location-update “hops” (each
signed by the tag’s private key and submitted by the
distributor and retailer). The smart contract performs
a tag-authorised ownership transfer and finally issues
a closing certificate. At each step it captures both gas
usage and latency before aggregating all metrics into
aresults file.

The bar chart and accompanying cost table make
it clear that the heaviest on-chain work happens
when you register and mint a new PUF-backed prod-
uct (addProduct), which averaged about 433k gas
(= $21.21), followed by issuing the first certificate
(issueCert) at roughly 164k gas (=~ $8.03). All of the
updateLoc hops (64 —69)k gas ~ $3.18-$3.36),
the ownership transfer (= 69 k gas, $3.40), and even
the initial PUF registration (addValidPufld at ~ 47k

5
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gas, $2.31) are substantially cheaper. The observed
distribution of gas costs aligns with the EVM’s gas
model: operations that initialise new state and per-
form extensive storage writes, namely, registering and
minting a product and issuing its first certificate, incur
the highest gas consumption, whereas subsequent
location updates and ownership transfers simply
modify existing mappings and therefore require sig-
nificantly less gas. Quantitatively, the complete

product lifecycle (minting 4 two updates + transfer
+ two certifications) averages approximately
$30-$35 in total gas fees, with the bulk of that expen-
diture concentrated in the minting and initial certifica-
tion steps. These measurements were obtained
under controlled settings on a local Hardhat block-
chain; actual gas usage and costs may vary slightly or
even moderately when running on an Ethereum test-
net or the mainnet.
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Threat

Description

Mitigation

Outcome

MitM or Relay attack
Replay Attack

Counterfeit Token

Data Tampering

Key Compromise/Leakage

Rogue Smart Contract

Intercepts or alters messages
between nodes.

Reuse of a valid challenge-response
pair.

Forged NFTs or duplicated identifiers.

Modification of metadata or records.

Exposure of certifier key or

ECC-based mutual authentication;
invalid keys rejected.

Random nonce and timestamp per
session; old pairs invalidated.

Each NFT bound to verified on-chain

PUF ID; mismatched hashes rejected.

Records hashed and anchored on
blockchain ledger.

Role-based access control with

Ensures entity authenticity and
prevents message injection.

Guarantees freshness and thwarts
replay attempts.

Prevents counterfeit entries and
enforces unique identity binding.

Preserves immutability and data
integrity.

Limits breach impact and maintains

credentials.

Invocation of Contract functions by
an attacker.

TABLE I. Threat modeling and mitigation strategies.

Ref. Main Focus Blockchain NFT-Based PUF-Based Supply Chain

[31] Counterfeiting ~ Private Yes No General

[5] Traceability Not specific Yes No Manufacturing

[8] Counterfeiting  Ethereum Yes No Healthcare

Testnet

[9] Traceability, Ethereum Yes No Seed
Transparency,
Counterfeiting

[10] Security & Goerli Testnet  Yes No Smart Cities
Authentication

[13] Counterfeit, Consortium, Yes Yes Hardware
Traceability Permissioned

[14] Traceability Ethereum Yes No Manufacturing

This work  Traceability, Ethereum Yes Yes Luxury

Transparency,
Counterfeiting

TABLE II. Comparison with related studies.

V. THREAT MODELING AND MITIGATION STRATEGIES

To evaluate the robustness of the proposed frame-
work, we conducted a threat analysis, focusing on
common attack vectors relevant to blockchain-based
authentication and traceability. The objective was
to identify potential vulnerabilities that could under-
mine product provenance or disrupt communication
among supply-chain participants and to map each
risk to an appropriate mitigation mechanism within
the system’s design. Table | summarises relevant
threats and mitigation strategies addressed in our
proposed architecture. For each category, the corre-
sponding defensive technique (e.g, ECC-based
mutual authentication, nonce-driven freshness, role-
based access control) and its security outcome are
outlined.

VI. ComPpaRISON WiTH RELATED STUDIES

Table Il presents the comparative analysis of prior
studies with our work by examining five critical
dimensions: primary focus, BC infrastructure, NFT
adoption, loT integration, and industry context. Sev-
eral earlier efforts concentrate predominantly on
counterfeiting [3], [8], [13], while others emphasise
traceability [5], [9], [14], and one singular study [10]
centres on broader asset security and authentication
within  smart-city environments. In terms of

‘revokeRole()" recovery.

Role-based access control with
authorised nodes.

trust continuity.

Limits unauthorised access and
function invocation.

blockchain platforms, Ethereum dominates the land-
scape (used by [8], [9], [14]), whereas references [3]
and [13] employ more restrictive environments—a pri-
vate chain in [3] and a consortium/permissioned
blockchain in [13]—and [10] leverages the Goerli test-
net. Notably, every listed study, including the current
one, incorporates NFTs to create unique digital twins,
underscoring the consensus that NFTs are indispens-
able for guaranteeing item uniqueness and thwarting
duplication. However, 10T integration varies widely:
some works use environmental sensors (e.g., RFID in
[3]), a few report no loT involvement [5], [8], [9],
[10], [14], and only [13] utilise hardware-level PUF
tags for item authentication rather than conventional
sensor data.

The choice of supply chain domain further differ-
entiates these studies: prior work spans general
manufacturing [3], [5], healthcare [8], seed distribu-
tion [9], smart cities [10], hardware components [13],
and unmanned aerial vehicle manufacturing [3]. In
contrast, the present study fills an important gap by
targeting the luxury goods sector, a market uniquely
susceptible to counterfeiting and brand dilution. This
comparison reveals four overarching insights: first,
NFTs are unanimously adopted as the mechanism of
choice for nonfungible digital representation; sec-
ond, loT strategies diverge between environmental
sensing, hardware PUF authentication, and, in many
cases, no loT involvement; third, BC deployments
range from fully public Ethereum networks to private
or permissioned architectures; and fourth, no investi-
gations have addressed high-value luxury items, posi-
tioning the current work’s focus on Ethereum-based
NFTs and PUF tags in the luxury domain as both novel
and timely.

VII. ConcLusio AND FUTURE WoRK

This study presents a novel and secure framework for
resilient and traceable supply chains. The framework
delivers a comprehensive provenance system that
fuses physical security via PUF with BC-backed digital
authenticity employing NFT. Our proposed frame-
work uniquely identifies an item by linking the PUF ID
to product metadata. The product metadata is
recorded in an immutable ledger after on-chain
authentication. The framework offers realtime trans-
fer of ownership and location updates related to
product journey, while licensed certifiers issue crypto-
graphically verifiable digital certificates on-chain, indi-
cating the proof of authenticity of a product.
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The current framework is based on simulated
PUF tags and ECC key pairs, which cannot expose
physical environmental variations that occur in tags.
Further, analysis of gas cost and latency for various
smart contract functions was performed on a local
Hardhat BC node. These values may vary when
observed on testnets and mainnet. To mitigate scal-
ability issues, layer 2 BC or off-chain storage would
be viable options to register large-scale batches of
PUF-tagged products. Also, the revokeRole() func-
tion is not implemented in the current smart contract
to handle compromised nodes.

For future work, the framework can be extended
for decentralised data analytics (e.g., fake product
detection or supply chain demand forecast), using
the federated learning paradigm to maintain privacy
and security of edge-specific information. Addition-
ally, alternative token standards, such as multi-token
(ERC-1155), will be examined for their capabilities in
batched or grouped traceability. The proposed archi-
tecture can be coupled with other lightweight block-
chains to mitigate scalability challenges in large-scale
applications. Also, an extension to the smart contract
for the implementation of the revokeRole() function
to suspend the access rights of a compromised node
to sign or validate new transactions.
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