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ABSTRACT Recent advancements in Artificial Intelligence (AI) and immersive technologies, such as
Extended Reality (XR), coupled with complementary innovations like 5G/6G wireless communications, are
paving the way for fully realized AI-XR metaverses. Al will play a pivotal role in this transformation,
enabling the seamless convergence of virtual and physical worlds. Among the various Al applications,
Generative Al (GenAlI) stands out for creating rich, dynamic, and interactive virtual environments—essential
elements for sustained metaverse growth and user engagement. To facilitate a deeper understanding of how
GenAl will be integrated and utilized within the metaverse, we provide a comprehensive overview of GenAl
and Artificial Intelligence-Generated Content (AIGC). Specifically, we examine the potential influence of
GenAT’s on future metaverses, exploring both the opportunities it offers and the major challenges associated
with its deployment. Additionally, we investigate the robustness of AIGC detection techniques against
adversarial attacks, highlighting less-explored risks posed by adversarial examples. Finally, we highlight
various open research issues related to GenAl, AIGC, the metaverse, and responsible innovation that merit
further exploration.

INDEX TERMS Artificial intelligence, extended reality, foundation models, generative Al, generative pre-

trainer transformer, immersive experience, machine learning, virtual reality.

I. INTRODUCTION

In recent years, Generative Artificial Intelligence (GenAl)
has revolutionized content creation, leading to the emergence
of Artificial Intelligence-Generated Content (AIGC), which
encompasses a vast array of multi-modal content. GenAl
techniques have garnered substantial attention from both
the computer science community andvarious industries, as
demonstrated by popular systems such as ChatGPT,! Bard,?
and DALL-E,?> among others. GenAl plays a vital role in
facilitating efficient content creation for the metaverse. By

Uhttps://chatgpt.pro/
Zhttps://bard.google.com/chat
3https://openai.com/dall-e-2

emulating human cognitive abilities, such systems can gen-
erate a wide range of AIGC, including intelligent Non-
Player Characters (NPCs), automated question-answering,
dialogues, and even digital humans (e.g., digital twins and
avatars). The integration of GenAl technologies will enhance
the immersive experience of the metaverse by offering inter-
active and intelligent entities with which users can engage.
AIGC solutions revolutionize content creation by automat-
ing large-scalre generation across various domains. This
capability is particularly beneficial for industries that require
frequent updates or have high demands for content produc-
tion, such as news agencies, social media platforms, and
e-commerce websites. Moreover, these solutions optimize
operations by saving time and reducing effort, ensuring a
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TABLE 1. Comparison of Our Paper With Existing Survey and Review Articles. Legend: S: Security; P: Privacy; ./: Covered; X: Not Covered; ~: Partially

Covered.

The Work Year | Contri Metaverse Basics | Metaverse S&P | AIGC AIGC in the Metaverse | AIGC Detection

Sun et al. [1] 2022 | Introduces the basic concepts, definition, technology, and privacy X X
issues of the metaverse.

Wang et al. [2] 2022 | Survey of the fundamentals, security, and privacy of the meta- v v X X X
verse.

Anantrasirichai et al. [3] [ 2022 | Categorizes the creative applications based on incorporating Al X X v X X

Ning et al. [4] 2023 Explores policies of various countries, companies, and organiza- v v X X X
tions relevant to the metaverse.

Zhang et al. [3] 2023 | Reviews ChatGPT with its underlying technology, applications, x x 7 x x
and chall

Lee et al. [6] 2023 Discusses from a user-centric perspective how the metaverse v X v v X
development will accelerate with AIGCs.

Wu et al. [7] 2023 Provides an outlook on the future development of deepfake in the v X v v X
metaverse.

Tariq et al. [8] 2023 Discusses how deepfakes can be used to impersonate in specific v X v v X
scenarios in the metaverse.

Wu et al. [9] 2023 Overview of AIGC and examine AIGC’s potential integration v X 4 v X
with the metaverse.

Basyoni et al. [10] 2023 Provides a brief overview of AIGC risks and detection techniques X ~ X ~ ~
in the metaverse context.

Wang et al. [11] 2024 Discusses AIGC’s role in metaverses including a brief discussion X X v v ~
on and mitigati i

Xu et al. [12] 2023 Explores caching and inference frameworks for AIGC services v ~ v v X
in edge-based metaverse applications

Chen et al. [13] 2024 Explores AIGC-driven digital twin networks to enhance meta- v ~ v v X
verse immersion and intelligence.

This Work Reviews state-of-the-art AIGC technologies, their role and risks v v v v v
in the metaverse, and the relavant detection methods.

consistent and dynamic flow of fresh and engaging material.
Among the various methods of AIGC, text-guided content
generation stands out as particularly practical, enabling mean-
ingful interaction between human instructions and the Al
system for precise and tailored content output.

However, the rising popularity of GenAl has also led to its
exploitation for malicious purposes, highlighting the pressing
need to develop effective methods for detecting and identi-
fying misleading content. Consequently, detecting AIGC has
become a crucial research focus, as it underpins the integrity,
authenticity, and trustworthiness of content across diverse
contexts. Addressing this challenge requires continuous re-
search and innovation to stay ahead of emerging threats and
safeguard against potential risks associated with AIGC mis-
use. In this paper, we provide a comprehensive survey of
GenAl and AIGC in metaverses. Specifically, we explore the
potential benefits of AIGC for enhancing user experiences
within the metaverse while also examining scenarios where
such content can pose risks or cause harm. Furthermore, we
review various techniques employed to detect different types
of AIGC, thereby supporting the identification and mitigation
of potential concerns arising from its usage.

A. RELATED STUDIES

The metaverse has emerged as a transformative domain, cap-
turing the attention of researchers and practitioners across
diverse industries. Numerous studies have explored its foun-
dational concepts, technological underpinnings, and the se-
curity and privacy challenges it entails [1], [2], [4], [14].
Complementary to these efforts, a growing body of research
has examined AIGC, focusing on its potential applications,
enabling technologies, and detection mechanisms [5], [6].
However, as highlighted in Table 1, there remains a crit-
ical gap in the literature—a comprehensive survey that
synthesizes the implications of AIGC in the metaverse
context.
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While prior works provide valuable insights into specific
aspects, including AIGC applications [9], creative uses of
Al technologies [3], and the risks posed by deepfakes in
metaverse scenarios [7], [8], they have not yet presented an
integrated view of AIGC’s role, risks, and detection strategies
within the metaverse. Recent studies, such as [11], empha-
size the potential of AIGC for creating immersive metaverse
experiences but do not address detection techniques or the
broader challenges of integrating AIGC safely and ethically
into virtual environments.

In this context, our work bridges this gap by synthesizing
existing literature, offering a comprehensive taxonomy, and
identifying key challenges and promising directions for future
research. We critically evaluate the current state of AIGC tech-
nologies and their applications within the metaverse, while
emphasizing the importance of detection techniques and miti-
gation strategies to address emerging risks.

B. CONTRIBUTIONS AND ORGANIZATION OF THIS PAPER
Our study not only builds on existing works, such as those by
Xu et al. [12] and Chen et al. [13], which focus on specific
technical innovations, but also integrates their insights into a
broader framework. By doing so, we provide a consolidated
foundation for understanding the interplay between AIGC and
the metaverse, offering valuable guidance for future research
and development in this domain. The key contributions of our
study can be summarized as follows:

1) Comprehensive Review of GenAl in the Metaverse: We
provide an in-depth review of GenAl technologies and
their applications within the metaverse. This includes
an exploration of capabilities, recent advancements,
emerging trends, and the transformative potential of
GenAl in shaping the metaverse ecosystem.

2) Integration of AIGC in the Metaverse: We examine the
integration of AIGC into the metaverse, highlighting its
opportunities and challenges. Our analysis covers the
benefits of leveraging AIGC for immersive experiences,
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TABLE 2. List of Acronyms

Acronym | Definition

5G/6G Fifth/Sixth Generation Wireless Communication
Al Artificial Intelligence

AIGC Artificial Intelligence-Generated Content
AR Augmented Reality

CCPA California Consumer Privacy Act

CNN Convolutional Neural Network

DDPM Denoising Diffusion Probabilistic Model
GAN Generative Adversarial Network

GDPR General Data Protection Regulation
GenAl Generative Artificial Intelligence

GPT Generative Pretrained Transformer

LLM Large Language Model

LSTM Long Short-Term Memory

MCMC Markov Chain Monte Carlo

NCE Noise Contrastive Estimation

NLP Natural Language Processing

PFM Pretrained Foundation Model

RLHF Reinforcement Learning from Human Feedback
RNN Recurrent Neural Network

VAE Variational Autoencoder

VR Virtual Reality

XR Extended Reality

while addressing risks related to security, privacy, and
ethical concerns.
Evaluation of AIGC Detection Techniques: We critically
assess state-of-the-art methods for detecting AIGC in
the metaverse. By discussing the strengths and limita-
tions of existing approaches, we provide insights into
their efficacy and practical implications for ensuring
safety and integrity in Metaverse environments.
4) Robustness and Gaps in AIGC Detection: We investi-
gate the resilience of AIGC detection methods against
evolving threats and adversarial scenarios. Our work
identifies gaps and opportunities for improvement, of-
fering actionable recommendations for enhancing the
reliability and accuracy of AIGC detectors.
Guidelines for Responsible Innovation: Building on
our findings, we propose actionable guidelines for the
responsible adoption of GenAl and AIGC in the meta-
verse. These guidelines aim to balance innovation with
safeguards, addressing technical, ethical, and societal
considerations to foster a safe and inclusive metaverse.
Organization of the Paper: The remainder of the paper is
organized as follows. Section II provides background on the
underlying technologies driving AIGC. Section III introduces
the fundamental aspects of the metaverse and explains the role
AIGC within this virtual environment. Section IV discusses
AIGC detection methods in the metaverse and reviews the ro-
bustness of these detection techniques. Section V outlines var-
ious open research issues. Finally, Section VI concludes the
paper with a summary. For quick reference, Table 2 provides
a comprehensive list of acronyms used throughout this paper.

3

~

5

~

Il. BACKGROUND

A. THE METAVERSE: AN INTRODUCTION

The term metaverse was originally introduced by science fic-
tion writer Neal Stephenson in his 1992 novel Snow Crash.
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In this work, Stephenson envisioned the metaverse as a three-
dimensional digital environment—essentially a shared virtual
reality (VR) experience where users could seek refuge from
a mundane physical world. The term “metaverse” is derived
from the prefix “meta,” signifying transcendence, and the suf-
fix “verse,” representing a universe. It describes a digitally
generated environment with its own cohesive set of values
and an autonomous economic system interconnected with the
physical world. In a recent book, Graylin et al. [15] defined the
metaverse as a 3D global internet powered by Al and accessed
through XR devices. Mathematically, this can be expressed as:

Metaverse = Internet(3D)*! <> XR

In recent years, the metaverse has evolved into a vast virtual
ecosystem, garnering the interests of technology enthusiasts,
entrepreneurs, and researchers alike. Motivated by practical
needs and the potential feasibility of building metaverses at
scale, global interest in the concept has surged. Several ma-
jor technology companies—including Facebook (rebranded
as “Meta” [16]), Microsoft, Tencent, and NVIDIA—have
declared their active involvement in metaverse development
initiatives.

Despite its growing popularity, the metaverse lacks a uni-
versally accepted definition. It is often broadly described
as the convergence of physical, augmented, and virtual re-
alities, enabling immersive interactions between real and
simulated environments [4], [17]. Some perspectives por-
tray the metaverse as a fully immersive, hyperspatiotemporal,
and self-sustaining shared virtual space that merges physical,
human, and digital dimensions. Moreover, it is frequently
positioned as an evolution of the Internet, allowing users to
participate in persistent digital environments through embod-
ied experiences and alternate identities [2]. In this paper, we
define the metaverse as a digitally mediated environment that
enables continuous, immersive interactions by integrating real
and virtual environments, supported by enabling technologies
such as extended reality (XR), blockchain, and Generative Al
(GenAl). In the metaverses, GenAl will play a crucial role in
generating dynamic content, personalizing user experiences,
and facilitating real-time interactions, thereby enhancing the
richness, adaptability, and scalability of metaverse applica-
tions.

Looking ahead, the metaverse is expected to spawn nu-
merous promising applications, including educational meta-
verses [18], surgical metaverses [19], and industrial meta-
verses [20], and as well as use cases in autonomous vehi-
cles [21], [22] and traffic safety [23]. A bibliometric analysis
of 928 articles outlining the evolving research landscape of
the metaverse is presented in [24].

B. AN INTRODUCTION TO GENAI

GenAl represents a transformative paradigm in artificial intel-
ligence, capable of producing diverse and realistic content—
such as text, images, and videos—based on user-provided
prompts. GenAl models often comprise a generator, which
creates novel outputs, and a discriminator, which evaluates
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—{ Generative Models: ‘—
-

Generation

A —— Probabilistic Methods:
Technologies —

_

__|Fine-Tuning and Control
Mechanisms:

FIGURE 1. GenAl Generative Models and Techniques. Highlights the
foundational generative approaches of GenAl, from GANs for high-fidelity
content to diffusion models and fine-tuning mechanisms like RLHF,
tailored for scalable and diverse applications.

their authenticity. This setup, combined with stochastic be-
havior, ensures that even when identical prompts are used, the
generated content may vary.

Modern GenAl is grounded in the Transformer architecture
introduced by Vaswani et al. in 2017 [25], which revolution-
ized Natural Language Processing (NLP) through its attention
mechanism. This mechanism enables the model to selectively
focus on crucial segments within input sequences. Over time,
Transformers have been adapted to multimodal tasks, extend-
ing their reach to domains such as Computer Vision [26], and
have become a foundational technology for generative models
across various fields.

The evolution of GenAl has been punctuated by three key
inflection points, as noted by Horvitz and Mitchell [27]:

e The rise of deep learning, serving as a catalyst for rapid

innovation

® The integration of transformer-based self-supervised

learning on vast, web-scale datasets

® The development of reinforcement learning from human

feedback (RLHF), enabling models to follow natural
language instructions and sustain contextually relevant
conversations

AIGC is the application of GenAl to generate content
tailored to user-defined instructions. AIGC systems rely on
three fundamental pillars: algorithms, data, and computing re-
sources. High-quality multimodal datasets (e.g., text, images,
and audio) are essential for model training, while cutting-edge
hardware (e.g., advanced GPUs) and cloud infrastructures
facilitate the operation of large-scale architectures with bil-
lions of parameters [9]. These integrated components enable
the seamless generation of personalized, contextually relevant
content.

Figs. 1, 2, and 3 present a detailed taxonomy of GenAl for
AIGC, illustrating the interply among the enabling technolo-
gies, generative techniques, and content creation tasks. These
figures provide a structured framework for understanding the
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Textual Content: Text generation,
summarization, translation, etc.

Image Content: Image synthesis, style
transfer, editing, etc.

Outputs (Tasks &
Content Types)

| Video Content: Video synthesis, editing,
super-resolution, etc.

| 3D Models Content: 3D object generation,
virtual environments, etc.

__| Multi-Modal Content: Cross-modal tasks
(e.g., text-to-image, video-to-text).

FIGURE 2. GenAl Output Types and Tasks. These capabilities highlight
GenAl's transformative potential across industries, enabling innovative
solutions in content creation, virtual environments, and interactive

experiences.
| Pre-Trained Modets: —— | A ‘
Enabling
Infrastructure L Distril raining
Technologies:

FIGURE 3. GenAl Enabling Technologies. Depicts the foundational
architectures, models, and hardware that underpin the scalability and
performance of GenAl systems.

core components and hierarchical organization of GenAl,
setting the stage for its diverse applications. The following
sections reviews these elements, categorizing various models
according to their underlying mechanisms and the tasks they
address.

C. TYPES OF GENAI MODELS AND GENERATION
TECHNOLOGIES

Fig. 1 presents a taxonomy of GenAl generation technologies,
classifying them into three broad categories: generative mod-
els, probabilistic methods, and fine-tuning mechanisms. Each
category encompasses various techniques and architectures
that enable GenAl systems to produce high-quality outputs.

1) GENERATIVE MODELS

Generative models learn the underlying data distribution
and directly produce new data samples. Prominent examples
include:
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® Generative Adversarial Networks (GANs): GANs con-
sist of a generator-discriminator pair, where the gen-
erator creates synthetic samples and the discriminator
evaluates their realism. Advances such as StyleGAN
and BigGAN have considerably improved output quality,
particularly in text-to-image synthesis [28].

® Diffusion Models (DMs): Diffusion models such as
DDPM [29], employ a noise-injection and denoising
process to produce realistic outputs. Renowned for their
stability and versatility, they are widely applied in image
and video generation.

2) PROBABILISTIC METHODS
Probabilistic methods optimize objectives based on likelihood
or energy functions to model data distributions:
® Likelihood-Based Models: These include autoregressive
approaches like GPT and flow-based methods like Glow.
Variational Autoencoders (VAEs) also fit in this cate-
gory, learning smooth latent-space representations.
® Energy-Based Models (EBMs): EBMs define data prob-
abilities using energy functions. Training can involve
techniques such as Markov Chain Monte Carlo (MCMC)
and Noise Contrastive Estimation (NCE), although these
can be computationally demanding.

3) FINE-TUNING AND CONTROL MECHANISMS FOR
IMPROVING AIGC QUALITY

Fine-tuning and control mechanisms are essential for cus-
tomizing GenAl models to specific tasks and enhancing AIGC
quality. They address challenges like aligning model outputs
with user intent, improving content utility, and ensuring fac-
tual correctness.

a) Reinforcement Learning with Human Feedback (RLHF):
RLHF has emerged as a powerful approach for aligning model
outputs with human preferences, especially in large language
models like ChatGPT [30]. First introduced in [31], RLHF
involves training a reward function based on human feedback
and optimizing the model to maximize this reward. By in-
corporating human guidance, RLHF allows models to learn
optimal policies and refine their outputs, making them more
useful and aligned with user expectations.

b) Prompt Engineering: Prompt engineering involves care-
fully crafting input prompts to guide model behavior and elicit
the desired outputs. This technique is integral to maximizing
GenAl’s practical usability, ensuring that generated content
aligns with user requirements while minimizing additional
fine-tuning.

By combining these fine-tuning strategies with generative
and probablistic methods, GenAl models can be effectively
tailored to specific domains or contexts, improving the overall
quality of AIGC across diverse applications.

D. TYPES OF GENAI TASKS

GenAl tasks cover a broad spectrum of applications and out-
puts, categorized according to modality and the nature of the
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generated content. Fig. 2 summarizes these tasks, dividing
them into textual, image, video, 3D models, and multimodal
content categories.
o Textual Content: Tasks include text generation, summa-
rization, translation, and creative writing.
e [mage Content: Tasks span image synthesis, style trans-
fer, and editing.
® Video Content: Use cases include video synthesis, super-
resolution, and animation generation.
® 3D Models Content: Focuses on generating virtual ob-
jects and environments, as well as reconstructing 3D
models.
® Multi-Modal Content: Integrates data from multiple
modalities, such as text-to-image, image-to-text, and
video-to-text.
Below, we briefly discuss unimodal and multimodal tasks.

1) UNIMODAL TASKS
Unimodal tasks involve generating outputs within the same
modality as the input. They form foundational of many GenAl
systems and include:

o Text Generation: Large Language Models (LLMs) like
GPT [32] and TS5 [33] perform summarization, ma-
chine translation, and question answering. These models
generate coherent, contextually relevant text, enabling
applications in content creation, knowledge extraction,
and conversational Al

® Jmage Generation: Unimodal image tasks include
restoration, enhancement, and style transfer. Models like
StyleGAN and diffusion-based methods produce high-
quality visuals, supporting applications such as semantic
editing, artistic rendering, and restoring degraded im-
ages.

® Video Content: Tasks such as video synthesis and anima-
tion fall under this category. Advanced techniques aim
to maintain temporal coherence and smooth transitions
between frames, enabling realistic animations and en-
hanced video quality through super-resolution methods.

® 3D Models Content: 3D generation tasks create virtual
objects and environments, crucial for augmented real-
ity, gaming, and metaverse development. For example,
Neural Radiance Fields (NeRF) [34] enable realistic 3D
model generation from input data.

2) MULTIMODAL TASKS

Multimodal tasks integrate and translate information across
different modalities, making them essential for more complex
GenAl applications. Examples include:

o Text-to-Image: Models like DALL-E [26] generate high-
quality images from textual descriptions, leveraging
autoregressive or diffusion-based approaches to align
text and visual semantics.

® [mage-to-Text (Image Captioning): Methods such as
Neural Image Caption (NIC) [35] and VisualBERT [36]
combine image and text representations to produce
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descriptive captions, enhancing tasks like visual story-
telling and accessibility.

® Video-to-Text: Generating textual summaries or anno-
tations for video requires extracting semantics across
multiple frames, aiding in video indexing and summa-
rization.

o Text-to-3D: Advanced systems like DreamField [37] and
CLIP-Mesh [38] extend text-to-image principles to pro-
duce detailed 3D models and immersive environments,
supporting metaverse and industrial design.

® Cross-Modal Analysis: These tasks evaluate and synthe-
size relationships among modalities, such as combining
video and audio or mapping textual descriptions onto
visual content, enhancing the interpretability and versa-
tility of GenAl systems.

E. GENAI ENABLING TECHNOLOGIES

Fig. 3 highlights the foundational enabling technologies that
power GenAl systems. These include core architectures,
pre-trained models, and infrastructure solutions, collectively
supporting scalable, efficient, and high-performance gener-
ative capabilities. The following subsection provide further
detail on each of these components.

1) ADVANCEMENTS IN TRADITIONAL ML/DL MODELS

The transformer architecture has become the dominant back-
bone in modern NLP, largely replacing recurrent neural
networks (RNNs). For computer vision, the Vision Trans-
former (ViT) and traditional convolutional neural networks
(CNNs) both continue to thrive [39]. Below, we briefly discuss
these fundamental architectures and their roles in the evolu-
tion of GenAl.

a) RNN Architecture: RNNs were foundational in NLP tasks
by capturing sequential dependencies in temporal data such
as language or audio. As RNNs feature cyclic connections,
allowing previous outputs to serve as inputs and facili-
tating memory retention. Different RNN configurations—
one-to-one, many-to-one, one-to-many, and many-to-many—
address a variety of tasks [40]. However, RNNs struggle
to model long-range dependencies due to gradient propa-
gation issues. To alleviate this, Long Short-Term Memory
networks (LSTMs) were introduced, enabling selective retain-
tion and disposal of information through mechanisms known
as gates [41].

b) CNN Architecture: CNNs are specialize in processing
grid-like data, such as images, and draw inspiration from
visual cortex. They consist of convolution, pooling, and
fully connected layers. Convolution layers perform feature
extraction through specialized linear operations, pooling
layers reduce dimensionality, and fully connected layers map
learned features to predictions [42]. Pioneering architectures
like AlexNet demonstrated the impact of depth and large
datasets [43], followed by subsequent innovations such
as VGGNet, ResNet, and GoogLeNet (Inception), which

54

advanced performance while de-
mands [44], [45].

¢) Generative Adversarial Networks (GANs): Introduced by
Goodfellow et al. [46], GANs are central to generative
Al. They consist of a generator that creates synthetic
data and a discriminator that distinguishes between real
and generated samples. This adversarial training framework
powers numerous applications, including image synthesis,
text-to-image generation, and style transfer. Improved variants
like StyleGAN and BigGAN have have achieved photorealis-
tic images quality. However, GANs also face challenges, such
as mode collapse and computational intensity during train-
ing. Ongoing research explores solutions to enhance stability,
output diversity, and security—critical aspects for metaverse
applications [28]. In the metaverse, GANS facilitate tasks such
as generating realistic avatars, dynamic virtual environments,
and complex textures, which are pivotal for creating immer-
sive and adaptive virtual spaces. Moreover, GANs are being
explored for security-critical applications in the metaverse,
such as protecting user data from black-box model inversion
attacks, ensuring both creativity and security in virtual ecosys-
tems [28].

reducing resources

2) TRANSFORMERS AND PRETRAINED FOUNDATION
MODELS

a) Transformers: The transformers have revolutionized deep
learning by relying solely on attention mechanisms, elimi-
nating the need for recurrence or convolutions [25]. Their
abiltiy to focus on relevant parts of a sequence, irrespective of
positional distance, enables parallelization. In the transformer
architecture, both the encoder and decoder are composed of
stacked self-attention and point-wise, fully connected layers.
While the encoder processes input representations, the de-
coder generates outputs by additionally referencing encoder-
produced context vectors.

b) Pretrained Foundation Models (PFMs): In the big-data
era, PFMs have become indispensable in Al. by training
on large, often unlabeled datasets, PFMs learn learn rich
feature representations applicable across varied tasks, such
as text classification, generation, image classification, object
detection, and graph analysis [47]. In NLP, BERT citede-
vlin2018bert and GPT [32] exemplify two major fine-tuning
paradigms. BERT employs a bidirectional encoder from both
preceding and subsequent tokens, which is effective for com-
prehension tasks but less suited for geneerative tasks. GPT, on
the other hand, uses an autoregressive decoder to predict fu-
ture tokens based on past input, making it well-suited for text
generation. A notable instance of a PEM is ChatGPT, which
leverages RLHF to align the GPT-3.5 model’s outputs with
human preferences, enhancing both utility and coherence.

F. GENAI IN METAVERSES

Ongoing advancements in immersive technologies, such
as VR and AR, have driven rising interest in metaverse
development. Despite substantial investments, however, the
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scale of metaverse content remains insufficient to meet user
demand, largely due to high production costs and technical
barriers. As a result, even well-funded projects often lack
the diversity, openness, and refinement needed for truly com-
pelling experiences.

1) REDUCING BARRIERS TO METAVERSE DEVELOPMENT

GenAl offers a transformative solution for automating and
streamlining content creation within the metaverse. The abil-
ity to convert simple textual prompts into complex digital
assets—such as 3D models, virtual environments, and in-
teractive avatars, significantly lowers the technical barriers
traditionally associated with metaverse development. This de-
mocratization of content creation allows individuals and small
development teams, even without advanced programming or
design expertise, to contribute meaningfully to immersive
digital environments. Practical applications of this capability
are already evident in tools such as OpenAl’s Point-E for
3D object generation [48] and NVIDIA’s Omniverse ACE
for Al-driven character animation [49]. These systems en-
able faster creation of digital content and reduce the costs
associated with traditional development pipelines. Moreover,
user-generated content platforms including Roblox* and Fort-
nite Creative® have demonstrated how non-expert users can
design interactive worlds and experiences at scale, highlight-
ing a measurable reduction in both time and technical barriers.

2) INTEGRATING GENAI WITH ENABLING TECHNOLOGIES
The impact of GenAl extends beyond content generation, in-
tersecting with several key enablers of the metaverse:
® Digital Twin Technology: GenAl leverages digital twins
to construct virtual counterparts of real-world environ-
ments, enhancing realism and immersion [13].
® [mmersive Technologies: VR and AR deliver rich 3D
experiences, while GenAl ensures that content within
these spaces is dynamic, personalized, and responsive.
® Next-Generation Wireless Networks: Low-latency, high-
reliability connections offered by 5G/6G support seam-
less metaverse experiences and real-time GenAl-
powered interactions [50].
By combining these technologies, GenAl becomes the
backbone for adaptive, high-fidelity metaverse applications.

3) PERSONALIZATION AND DYNAMIC ADAPTABILITY
GenAl significantly enhances immersion and interactivity in
the metaverse:
® Personalized Avatars: Automatically generated avatars
can reflect a user’s unique characteristics and prefer-
ences.
® Dynamic Virtual Environments: GenAl can adjust virtual
spaces in real time based on user interactions, behavioral
cues, and sensor data (e.g., from brain-computer inter-
faces).
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FIGURE 4. The role of GenAl in facilitating diverse AIGC use cases within
metaverses.

e Continuous Engagement: Such adaptability ensures that
virtual spaces remain relevant, captivating, and ever-
evolving, sustaining user interest over time.

4) THE ROLE OF GENAI IN METAVERSE EXPANSION

GenAl stands poised to be a primary driving force behind the
metaverse’s ongoing evolution. By addressing core content-
creation challenges, enabling dynamic adaptability, and in-
tegrating with complementary technologies, GenAl unlocks
experiences once considered unfeasible. These capabilities
will not only spur innovation but also ensure the long-term
growth and viability of metaverse platforms.

The following section (Section III) takes a closer look at
how GenAl is applied within the metaverse, providing deeper
insights into how these models and techniques enhance im-
mersive environments, facilitate content creation, and tackle
challenges associated in large-scale virtual ecosystems.

1Il. THE ROLE OF GENAI IN THE METAVERSE

Recent innovations in GenAl have significantly expanded
the frontiers of content creation, offering the potential to
transform the metaverse in various dimensions (see Fig. 4).
GenAl is now capable of generating a wide range of high-
quality content—from images and videos to entire virtual
worlds—dramatically enhancing realism and immersion. The
integration of cutting-edge GenAl technologies from both
industry and academia holds the promise of unlocking the
full potential of AIGC, fostering creativity, and broading-
ing the scope of metaverse applications. By enabling the
dynamic, real-time generation of virtual environments that
respond to user input, GenAl supports personalized and adap-
tive experiences in the metaverse. Moreover, the deployment
of intelligent non-player characters (NPCs) equipped with
natural interaction capabilities further amplifies immersion.
Beyond and interactivity. Beyond gaming, GenAl-driven ap-
plications also extend to industries like architecture, product
design, education, and training simulations, offering a diverse
array of use cases [6], [51], [52], [53].

This section discusses GenAlI’s transformative role in the
metaverse, focusing on capabilities in generating virtual
worlds, avatars, and interactive NPCs, alongside broader ap-
plications in domains such as education and training. It also
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addresses the challenges associated with integrating GenAl
into metaverse ecosystems, including ethical considerations
and technical limitations. Collectively, these insights highlight
both the opportunities and complexities of leveraging GenAl
for immersive, sustainable virtual worlds.

A. GENAI FOR METAVERSE CONTENT CREATION

AIGC is pivotal in efficiently generating content within the
metaverse, spanning intelligent NPCs, chatbots, dialogue sys-
tems, and digital twins. This breadth of content enriches user
engagement by offering interactive and intelligent entities [9].

1) VIRTUAL WORLD AND CONTENT GENERATION

Creating robust virtual worlds is resource-intensive, often
requiring substantial development efforts even for short-
lived experiences, particularly when user-generated content is
needed. To address these challenge, researchers increasingly
adopt GenAl techniques that democratize and streamline vir-
tual content production [54]. Recent advancements aim to
generate diverse and immersive environments suited to var-
ious contexts. For example, Chen et al. [55] introduced a
text-driven framework for generating realistic, high-dynamic-
range panoramas, facilitating immersive VR scenes from
textual descriptions. In another instance, Huang et al. [56] pro-
posed assigning realistic audio to static panorama images by
combining scene classification, object depth estimation, and
audio-sources placement. Similarly, Prpa et al. [57] combined
immersive virtual environments with respiration sensors and
generative soundscapes to produce meditation experiences
synchronized with user breathing patterns.

By integrating GenAl models into the metaverse platforms,
developers can innovate in several dimensions, improving
both content creation and user experiences:

® 3D Modeling and Virtual Object Creation: GenAl facili-
tates users-friendly virutal object design (e.g., buildings,
furniture), significantly speeding up content generation.

® FEnhanced 3D Object Detection: GenAl-based algo-
rithms bolster real-time, context-aware perception of
virtual elements, enhancing augmented reality applica-
tions.

e Artistic Design and Customization: These systems em-
power creators to craft intricate, personalized objects,
encouraging creativity in virtual spaces.

® 2D-to-3D Reconstruction: GenAl tools transform 2D
images into interactive 3D models, enriching cultural
and educational experiences like virtual museums.

e Point Cloud Generation and Shape Modeling: For pro-
fessional use cases in architecture and design, GenAl
accelerates point-cloud generation and and virtual ar-
chitectural modeling, enabling rapid exploration of new
designs.

Through such applications, GenAl enriches the metaverse
with more realistic, diverse, and interactive 3D content [58],
enhancing user engagement while expanding possibilities for
creative expression.
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2) AVATARS AND NON-PLAYER CHARACTERS (NPCS)
Avatars and NPCs are central to user immersion and engage-
ment within the metaverse. Below, we explore the advance-
ments, use cases, and potential pitfalls in integrating GenAl
for these virtual identities.
a) Realistic Avatar and NPC Creation: Realistic avatars and
NPCs are integral to constructing lifelike, engaging metaverse
environments. GenAl has made significant contributions in
this domain:
® Avatar Generation: Nagano et al. [59] used GANs for
lifelike avatar creation, while Wang et al. [60] designed
a generative model to synthesize highly realistic human
head images with consistent multi-view renderings.
® NPC Design: Efforts include rendering, facial expres-
sion generation, motion synthesis, and behavior model-
ing [61], [62], [63], demonstrating how GenAl can create
dynamic, responsive NPCs.
b) Enhancing NPC Behavioral Traits: GenAl endows NPCs
with greater adaptability and diverse behavioral profiles:
® Dobre et al. [64] demonstrated how machine learning
(ML) enables NPCs to respond dynamically to in-game
events, transcending scripted behaviors.
® Personalized interactions become feasible as NPCs adapt
to player actions and dialogue choices, resulting in
richer, more personalized user experiences [65], [66].
c) Emerging Interaction Technologies: Technologies such as
brain-computer interfaces promise to redefine how users in-
teract with NPCs and virtual worlds:
® These interfaces may permit thought-based research
envisions “invisible” human-computer interfaces, ren-
dering interactions fluid and transparent [67], [68], [69].
d) Applications in Gaming: GenAl functions as an intelligent
agent in gaming, transforming the player experience:
® Customization: Players can tailor game scripts, character
appearances, and emotional expressions, yielding highly
personalized gameplay [70].
® Dynamic Content Creation: Developers can employ
GenAl to simulate player behavior, infuse new content,
and adjust game difficulty levels.
e) Ethical and Security Concerns: While GenAl introduces
substantial benefits, it also poses ethical and security chal-
lenges. Overreliance on Al-driven processes may foster ma-
licious or unethical activities if not properly regulated [71].
Integrating ethical guidlines into GenAl applications is critical
to maintaining a safe, equitable metaverse ecosystem.

B. GENAI FOR OTHER METAVERSE DOMAINS

Beyond content creation for avatars and NPCs, GenAl holds
promise for additional metaverse sectors, including auto-
matic digital twins and personalized experiences. However,
dedicated research on these specialized use cases remains lim-
ited [51]. In metaverse authoring, AIGC can enable creative
individuals to generate partial or fully realized digital objects,
boosting efficiency and innovation. Much of the current re-
search has centered on visual content creation, such as 3D

VOLUME 7, 2026



IEEE Open Journal of the
Computer Society

O

reconstruction, creative assistance, 3D molecule modeling,
and free-viewpoint video generation [72], [73].

Within the fast-evolving GenAl landscape, pioneering sys-
tems are merging AIGC with user-generated content to en-
hance interactivity. For example, Wander is a prototype Al
chatbot that uses AIGC to create interactive storytelling expe-
riences [74]. The system integrates AIGC with user-submitted
text via social messaging platforms, leveraging knowledge
graphs to orchestrate dynamic narratives. Though AIGC is is
just one aspect of Al in the metaverse, Al more broadly is
expected to underpi a wide spectrum of applications across
various layers of metaverse infrastructure [15].

C. CHALLENGES ASSOCIATED WITH GENAI IN THE
METAVERSE

While GenAl presents significant opportunities for creating
immersive and dynamic virtual environments, its integration
into the metaverse introduces a range of legal, technical,
and ethical challenges that require careful management. This
section outlines the major areas of concern and highlights
potential directions for addressing them.

1) JURISDICTION AND LAW ENFORCEMENT

The global, borderless nature of the Metaverse complicates
traditional legal frameworks, which typically assume geo-
graphically defined jurisdictions [75]. Ownership and gov-
ernance of these virtual environments is often controlled by
multinational corporations, raising critical questions about
which legal systems apply in cases of dispute or misconduct.
Moreover, enforcing civil or criminal liability is further com-
plicated by the anonymity of user avatars and possibility of
individuals operating multiple virtual identities. In the rele-
vant literature, a few researchers such as Qin et al. [76] have
advocated for the development of an international governance
framework capable of harmonizing cross-border legal efforts
to regulate metaverse platforms. However, the practical im-
plementation of such systems in decentralized environments
remains unresolved. One potential solution could be to adopt
a jurisdiction-by-design approach, where legal compliance
mechanisms are embedded within metaverse platforms based
on the users’ physical location or explicit contractual con-
sent. This concept aligns with models used in data protection
laws such as the European Union’s General Data Protection
Regulation (GDPR), which applies extraterritorially based on
the location of the data subject [77]. In addition, automated
compliance checks and blockchain-based smart contracts can
facilitate technical enforcement while enabling scalable and
transparent regulation, contributing to broader systemic re-
silience and governance in metaverse ecosystems [78].

2) MISINFORMATION AND FAKE CONTENT

The ability of AIGC to produce realistic text, audio,
images, and videos raises serious concerns around the
spread of misinformation, fake news, deep fakes, and other
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manipulated content. In a highly immersive metaverse envi-
ronments, malicious actors can exploit such content to deceive
users, and manipulate public opinion. It can also be used to
misrepresent virtual assets or investments, creating financial
and reputational risks [79]. Furthermore, these risks are am-
plified by the emotional intensity and immediacy of metaverse
interactions. Addressing this challenge requires both technical
solutions, such as real-time content authentication and robust
detection mechanisms, and regulatory measures to ensure ac-
countability for malicious content creation and distribution.

3) PRIVACY AND DATA SECURITY

Metaverse applications powered by GenAl inherently rely
on the continuous collection and processing of fine-grained
personal data, including behavioral patterns, biometric sig-
nals, and interaction histories. This raises significant privacy
and security concerns, particularly as GenAl models may
inadvertently memorize or leak sensitive information [80].
Existing privacy regulations, including the GDPR [81] and the
California Consumer Privacy Act (CCPA), provide useful le-
gal guidance, however, applying these frameworks uniformly
across decentralized and cross-border metaverse platforms re-
mains a significant challenge [82]. To this end, technological
solutions such as decentralized identity solutions and Privacy
Enhancing Technologies (PET) such as differential privacy,
can be leveraged to mitigate the privacy risks and preserve
user autonomy.

4) TRAINING DATA BIAS AND DATA POISONING

AIGC systems trained on large-scale and real-world data are
susceptible to perpetuating existing social biases and may
generate outputs that are discriminatory or offensive. Further-
more, these systems are vulnerable to data poisoning attacks,
where malicious actors inject misleading or harmful content
into the training datasets, leading to systematically biased
or harmful content creation. Addressing these challenges re-
quires a combination of bias mitigation techniques (such as
fairness-aware training and debiasing algorithms) and robust
adversarial defenses to safeguard both the integrity of the
models and the well-being of users [2].

5) INTELLECTUAL PROPERTY RIGHTS (IPRS)

The rise of Al-generated content challenges traditional no-
tions of intellectual property, which largely presuppose human
authorship. Current legal frameworks offer limited clarity on
the ownership of works produced autonomously by Al, cre-
ating uncertainty for creators, platform operators, and users
alike [83]. Potential solutions include the development of
Al-assisted authorship frameworks, where ownership is deter-
mined based on the degree of human input, or the introduction
of default public domain licenses for purely Al-generated
works. Both approaches could help balance the interests of
creators, Al developers, and the public while supporting inno-
vation in the metaverse.
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TABLE 3. Summary of Various AIGC Detection Techniques by Technique, Proposed Method, and Dataset. Methods are Categorized by Content Type: text,

image, and video.

‘Work Content Type  Detection Type Datasets Used Detection Method

GPTZero [89] Text Statistical-based

GLTR [90] Text Statistical-based BERT [91], GPT-2 [92], The bAbI task  Words Probability, Absolute Word Rank, Predicted Distribution Entropy
children book corpus (CBT)

DetectGPT [93] Text Statistical-based SQuAD WritingPrompts, XSum Probability Curvature

OpenAl Text Classification-based

Ma et al. [94] Text Classification-based A collection of human-written abstracts and ~ Features including writing style, coherence, consistency, argument logis-
Al-generated abstracts tics)

Guo et al. [95] Text Classification-based Human ChatGPT Comparison Corpus A deep classifier based on a pre-trained LM
(HC3)

Kirchenbauer et al. [96]  Text Classification-based BOOKCORPUS, CC-NEWS, OPENWEB-  Pre-trained Transformer-based neural network fine-tuned for classifica-
TEXT, STORIES tion

RoBERTa [97] Text ‘Watermarking-based Colossal Clean Crawled Corpus (C4) Exact Match (EM), F1 score (for watermark detection)

Minder et al. [98] Text Classification-based A corpus of nearly 500 articles covering  Classification using nine feature categories (perplexity, semantic, list
10 topics (the Human-Al-Generated Text lookup, document-level, error-based, readability, Al feedback, text vec-
Corpus) tors, etc.)

Yang et al. [99] Facial Feature-based Faceforensics++ Image saliency detecting manipulated images

DA-FDFtNet [100] Facial Feature-based Faceforensics++, PGGAN,  StyleGAN,  Pre-trained model, Fine-Tuned Transformer, MBblockV3, channel atten-
StyleGAN2 tion module

Faceforensics++ [101] Facial Feature-based Faceforensics++ Face tracking by Thies et al. [102].

Suganthi et al. [103] Facial Feature-based FFHQ, 100K-Faces, DFFD, CASIA- DL of fisherface using Local Binary Pattern Histogram
WebFace

Hsu et al. [104] Facial Feature-based CelebA, DCGAN, WGAP, WGAN-GP, LS-  Contrastive loss to learn common discriminative features
GAN, PGGAN

Hsu et al. [105] Facial Feature-based CelebA, DCGAN, WGAP, WGAN-GP, LS-  Contrastive loss and a two-stream network to encode pairwise informa-
GAN, PGGAN tion

Xi et al. [106] Generic Feature-based Constructed Text-to-Image (T2I) datasets A residual stream and content stream to explore generation traces of T2I
with DALL-E2 and DreamStudio

Narvaez et al. [107] Generic Feature-based ImageNet, ILSVRC-2012-CLS CNN trained with an artistic styles dataset.

Guarnera et al. [108] Generic Feature-based CelebA, RaFD Expectation Maximization (EM) to detect forensic traces

Agarwal et al. [109] Video Visual Feature-based VoxCeleb2 Users appearance and behavioral biometrics

In Ictu Oculi [110] Video Visual Feature-based Constructed Eye-blinking Video Data Eye-blinking detection

Deepfakestack [111] Video Visual Feature-based FaceForensics++ Meta-learner trained on base-learners’s outputs

Li & Lyu [112] Video Spatio-temporal Feature-based ~ UADFYV, Deepfake TIMIT Detecting affine wrapping artifacts in DeepFake-synthesized face images

Lips don’t lie [113] Video Spatio-temporal Feature-based — Lipreading in the Wild (LRW), FaceForen-  Learning internal representations of natural mouth motion.
sics++, Celeb-DF-v2

[114] Video Spatio-temporal Feature-based ~ DFDC, FaceForensics++, Deeper Forensics 3D CNNs to learn deepfake-specific attributes.

Singh et al. [115] Video Spatio-temporal Feature-based ~DFDC Learns spatiotemporal features from frame sequences

Multimodaltrace [116] Video Audiovisual-based FakeAVCeleb, ‘World Leaders  Fuses learned channels from audio/visual modalities via IntrAmodality
Dataset(WLD),  Presidential ~ Deepfake ~ Mixer Layer (IAML) and IntErModality Mixer Layer (IEML).

Dataset (PDD)

6) REGULATORY COMPLIANCE

Ensuring compliance with diverse regulatory guidelines is
essential for building user trust in the metaverse. Legal
frameworks such as the GDPR [84] and CCPA [85] emphasize
transparency, user consent, and accountability, but applying
these principles to immersive, fast-evolving environments
poses significant challenges. Given the need to coordinate
compliance across multiple stakeholders such as platform
providers, content creators, Al service vendors, and end users,
requires the development of interoperable compliance proto-
cols and the embedding of accountability-by-design features
into metaverse systems. This may involve dynamic consent
management, audit trails for Al decisions, and real-time com-
pliance monitoring.

IV. TOWARDS DETECTING Al-GENERATED CONTENT
In this section, we review existing methods for detecting
AIGC and examine their robustness. We begin by outlining
why AGIC detection is vital for the growing metaverse.

A. WHY DETECTING AIGC IS IMPORTANT IN METAVERSES?
The proliferation of AIGC has brought remarkable ben-
efits across numerous domains—from entertainment to
education—but it has also introduced substantial risks within
increasingly immersive environments. Malicious actors can
exploit AIGC to fabricate misleading or harmful content,
jeopardizing the credibility and security of virtual spaces.
Effective AIGC detection in the metaverse is essential for
several reasons:
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® Ensuring credibility and Authenticity: User trust depends
on reliable, verifiable information. In metaverse settings
such as social interactions, education, and commerce, the
spread of deceptive AIGC undermines confidence and
can lead to widespread misinformation.

° Mitigating Amplified Risks: Because the metaverse blurs
the distinctions between real and artificial content, ma-
licious creations can be more damaging and harder to
recognize. Swift, scalable detection methods are crucial
for identifying misleading AIGC in real time.

® Keeping Pace with Evolving Threats: As AIGC tech-
nologies advance, detection systems must evolve to
address emerging manipulation tactics. Continuous re-
search and innovation are critical for maintaining user
safety and sustaining trust in metaverse platforms [86],
[87], [88].

Given the capacity of AIGC to generate realistic text,
images, and videos, there is a pressing need to prevent the dis-
semination of misinformation, fake news, and other deceptive
material that can erode user trust. The virtual environment’s
low costs, ease of access, and rapid information sharing com-
pound these challenges. In the following sections, we discuss
a range of techniques for detecting diverse forms of AIGC.
Table 3 summarizes notable AIGC detection methods by con-
tent type (text, image, video), detection approach, datasets
used, and the underlying algorithms.

B. AI-GENERATED TEXTUAL CONTENT DETECTION
As Al-generated textual content grows in sophistication, sub-
stantial research has focused on verifying text authenticity.
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Detection techniques generally fall into three main categories:
statistical methods, classifier-based approaches, and water-
marking strategies.

1) STATISTICAL DETECTION METHODS

These methods examine linguistic features such as entropy,
perplexity, and n-gram frequency to uncover patterns typi-
cal of Al-generated text. For instance, Lavergne et al. [117]
proposed an entropy-based detector that identifies semantic
anomalies in Al-generated writing. Such approaches excel at
spotting outliers that deviate from human linguistic norms.

2) CLASSIFIER-BASED DETECTION

Classifiers-based detection is common in tasks like fake news
identification. Mindner et al. [98] utilized classifiers drawing
on perplexity, semantic, readability, and vector-based features.
Their method achieved F1 scores above 96% for purely Al-
generated text and 78% for Al-rephrased text, outperforming
tools like GPTZero [89] by 183.8% in F1 score. This un-
derscores the importance of innovative features for robust
detection systems.

3) WATERMARK-BASED DETECTION

Watermarking has gained traction as a covert labeling strategy
for Al-generated text. Kirchenbauer et al. [97] introduced a
watermarking approach that subtly marks text during sam-
pling. Detection relies on a statistical test, requiring minimal
tokens and no direct access to the underlying language
model.

4) SPECIALIZED DETECTION TOOLS
Several specialized tools exist to detect Al-written text:
® GPTZero: Uses metrics like perplexity and burstiness
to differentiate Al content from human-writing, under
the assumption that human text typically exhibits greater
variability.
® DetectGPT: Focuses on perturbations in model-
generated text by comparing log probabilities of the
original and modified versions [93].
® HowkGPT: Employs perplexity-based metrics to classify
text originality [118].
® OpenAl Classifier: Fine-tuned models on paired datasets
of human- and Al-generated text, although its 9% false
positive rate underscores the need for further improve-
ments [94].

5) EMERGING RESEARCH DIRECTIONS

Novel methods continue to surface for specific contexts.
Guo et al. [95] employed RoBERTa-based classifiers tuned
on the HC3 dataset for single-text and QA detection tasks.
Authors also investigated syntactic and pragmatic cues to en-
hance the detection of Al-generated scientific writing [94].
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C. AI-GENERATED VIDEO/IMAGE/AUDIO DEEPFAKE
DETECTION

Deepfakes are synthetic or manipulated media (videos, im-
ages, audio) designed to portray individuals in fabricated
scenarios. Powered by GANs, deepfake creation automates
generative processes that produce strikingly realistic inau-
thentic content. To counter these threats, researchers have
developed various ML methods to identify telltale inconsis-
tencies in deepfake media [119], [120].

1) DEEPFAKE IMAGE DETECTION
As image manipulation tools proliferate, research has focused
on detecting altered facial images. Approaches include:

a) Guided Filtering Yang et al. [99] harness guided filtering
to amplify textural discrepancies in manipulated faces, en-
abling a more accurate differentiation of genuine vs. tampered
images.

b) Transformer-Based Models: Bang et al. [100] introduced
DA-FDFtNet, which integrates a fine-tuned transformer, MB-
blockV3, and a channel attention module for detecting manip-
ulated faces.

¢) CNN-Based Techniques: Rossler et al. [101] used CNNs
trained on FaceForensics++ (covering both graphics- and
learning-based manipulations). Suganthi et al. [103] leveraged
Local Binary Pattern Histogram (LBPH) and deep belief net-
works for identifying fake face images.

d) Contrastive Learning: Hsu et al. [104], [105] proposed
Deep Forgery Discriminator (DeepFD) method employing
contrastive loss to detect subtle forged features in images,
achieving up to 94.7% accuracy.

e) Forensic Signature Detection: Guarnera et al. [108] iden-
tified a “forensic signature” formed by the generative process,
allowing detection of synthetic images via an Expectation
Maximization (EM) algorithm.

2) DEEPFAKE VIDEO DETECTION
Videos present added complexity, requiring the analysis of
both spatial and temporal cues.

a) Frame-Level Analysis: Guera et al. [121] combined
CNN-based feature extraction on individual frames with
RNNSs to detect temporal inconsistencies from face swapping.
Singh et al. [115] exploited spatiotemporal cues across con-
secutive frames.

b) Ensemble Methods: Rana et al. [111] developed Deep-
fakeStack, an ensemble meta-learner framework for video-
level tampering detection.

¢) Behavioral Biometrics: Agarwal et al. [109] applied
CNNs with metric-learning to spot mismatched facial bio-
metric in video segments, revealing inconsistencies in face-
swapped clips.

d) Low-Level Anomalies: Li et al. [112] exposed artifacts
from affine transformations during deepfake creation, while
Haliassos et al. [113] emphasized mouth-movement anoma-
lies for detection.
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e) Spatio-Temporal Features: 3D CNNs have also been
used to learn joint spatial-temporal representations, aid-
ing generalization across diverse deepfake generation tech-
niques [114].

f) Eye Blinking Cues: Li et al. [110] leveraged irregular eye-
blinking patterns, training an LRCN model to detect blinking
anomalies.

g) Multimodal Analysis: Raza et al. [116] fused audio and
visual features via intrAmodality and interModality mixers to
achieve up to 98% detection accuracy.

3) DETECTION OF OTHER AI-GENERATED MEDIA
Beyond human faces manipulation, researchers have ad-
dressed alternative Al-generated content types.

a) Text-to-Image (T21) Detection: Xi et al. [106] proposed
a dual-stream model with residual and content streams for
differentiating T2I images from photographs.

b) Al-Generated Art: Narvaez et al. [107] trained deep
models on stylistic and compositional features to separate
human-made artwork from machine-generated art, exceeding
90% accuracy.

D. DETECTING AIGC IN THE METAVERSE

1) CAPABILITIES AND RISKS OF AIGC IN THE METAVERSE
GenAl models excel at producing highly realistic content in
multiple modalities, raising concerns about misinformation,
fake news, and manipulated media. Because the metaverse
emphasizes realism and immersion, the authenticity of shared
information can be severely compromised by synthetic con-
tent, undermining user trust and creating uncertainty in digital
interactions.

2) LIMITATIONS OF EXISTING DETECTION METHODS

Most current detection systems rely on pre-trained models
tailored to specific content types, such as fake news or ma-
nipulated images. These approaches often struggle with the
metaverse’s complexity, which features interactive 3D objects,
real-time events, and Al-generated avatars. Consequently, ex-
isting methods must evolve to accommodate emerging AIGC
paradigms.

3) EMERGING CHALLENGES IN AIGC DETECTION

The metaverse seamlessly merges real-time interactions,
three-dimensional spaces, and multimodal content—making
malicious content detection more complicated than in tradi-
tional online environments. New approaches must be devel-
oped to handle these unique content types and preserve user
trust.

4) PROPOSED SOLUTIONS AND RESEARCH DIRECTIONS

Future research should investigate advanced techniques
specifically crafted for metaverse settings. Lin et al. [122]
proposed integrating blockchain and zero-knowledge proofs
into semantic communication to differentiate adversarial from
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legitimate data. Such novel strategies can bolster the meta-
verse’s defense against misleading AIGC. Beyond technical
enhancements, blockchain can also contribute to the creation
of new economic models and digital value systems in the
metaverse, fostering decentralization, trust, and financial in-
clusion [123].

5) ANALYZING AIGC DETECTION TECHNIQUES IN
METAVERSE SETTINGS

To address the unique challenges posed by the metaverse such
as real-time content generation, immersive multi-modal envi-
ronments, and resource constraints, it is essential to critically
evaluate existing AIGC detection techniques beyond their
general capabilities. It is worth noting that not all methods
described above are equally suited for deployment in dynamic
virtual environments where detection decisions may need to
occur within milliseconds without disrupting user experience.
Table 4 presents a qualitative comparison of prominent AIGC
detection approaches, focusing on their strengths, limitations,
and suitability for metaverse use cases. Statistical methods,
though lightweight and interpretable, often fall short in ac-
curacy against sophisticated AIGC and are susceptible to
evasion attacks. On the other hand, classifier-based models
such as ML/DL-based methods are capable of high accu-
racy, however, they typically require significant computation
and fine-tuning that limits their use in real-time applications.
Whereas, watermarking approaches can provide fast verifi-
cation but depend on control over the content generation
pipeline. Similarly, methods that focus on multimodal fusion
can provide higher resilience, but they will also incur high
complexity and latency. For better understanding, consider a
metaverse educational platform where Al-driven non-player
characters (NPCs) act as interactive tutors, delivering real-
time instructional content, answering student questions, and
facilitating group discussions. In this scenario, the authenticity
of content is crucial to avoid misinformation, but detection
systems must operate seamlessly to preserve engagement and
avoid perceptible delays. The selection of detection methods
would therefore depend on the specific nature of the interac-
tion and the associated risk tolerance:

e Statistical methods can be deployed on-device to pro-
vide instantaneous and low-latency filtering of simple
Al-generated responses.

e (lassifier-based approaches such as DL-based tech-
niques can be applied selectively for post-event analysis
or asynchronous content moderation where response
time is less critical but higher accuracy is required.

o Watermark-based detection can be integrated into
the NPC content generation pipeline, enabling fast,
lightweight authenticity checks for scripted or platform-
generated Al responses without heavy computation.

® Multimodal detection (e.g., fusing audio tone, facial
expressions, and text coherence) could be reserved
for high-stakes educational simulations, such as ex-
ams, assessments, or sensitive topics, where the risk of
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TABLE 4. Comparison of AIGC Detection Methods in the Context of Metaverse Applications

Method Strengths Limitations

Metaverse Applicability

Statistical Methods Lightweight, interpretable, computationally
efficient

Can achieve high detection accuracy in
narrow or well-defined contexts

Efficient runtime detection; resistant to
common manipulations; fast verification
High robustness to manipulation; leverages
cross-modal cues for enhanced accuracy

Classifier-Based De-
tection
‘Watermark-Based
Detection
Multimodal Fusion

Detection potential latency

Limited accuracy against advanced AIGC and Al mod-
els; vulnerable to paraphrasing

Requires fine-tuning; poor generalization to unseen
models or content; high computational costs

Requires control over generation pipeline; ineffective
for third-party or legacy content; raises ethical concerns
Computationally intensive; complex system integration;

Suitable for low-latency, low-risk applications such as basic
content filtering or simple NPC interactions

Often impractical for real-time detection; better suited for
offline moderation

‘Well-suited for controlled generation settings such as scripted
NPCs or platform-owned AT

Applicable in high-stakes or security-sensitive metaverse sce-
narios requiring stronger assurance (e.g., finance, governance)

deception or manipulation requires additional scrutiny
despite increased resource costs.

This case study highlights that no single detection tech-
nique is universally optimal for the metaverse applications
that are highly immersive and require low latency. Instead,
adaptive, context-aware selection of detection strategies can
be employed, thereby balancing latency, accuracy, and re-
source consumption, which is essential to maintain both
security and seamless user experience.

E. ROBUSTNESS OF AIGC DETECTORS

Although numerous AIGC detectors have been developed
for text, images, and video, it remains critical to evaluate
their resilience against adversarial manipulations. Common
performance metrics—accuracy, precision, recall, and F1
score—are used to measure a detector’s ability to consistently
identify or reject adversarial examples.

1) EVADING TEXT DETECTION

The task of detecting Al-generated text is especially challeng-
ing given how easily adversaries can manipulate semantics,
style, and other subtleties. Cai and Cui [124] highlighted how
small formatting tweaks (e.g., extra spaces) can considerably
degrade detector performance. They introduced Spacelnfi,
an approach that appends spaces before commas, effectively
bypassing many state-of-the-art detectors. Zou et al. [125]
described a lightweight strategy that appends specific suf-
fixes to prompts, prompting LLMs to generate content that
evades detection. Their method is especially potent against
GPT-based models. Krishna et al. [126] used DIPPER, an 11-
billion-parameter paraphraser, to reword Al-generated text,
reducing detection accuracy for various tools (GPTZero, De-
tectGPT, OpenAl’s classifier) from as high as 70% to under
5%. Liang et al. [127] revealed how most detectors dispropor-
tionately misclassify non-English text as Al-generated while
correctly identifying native English texts. Prompting strate-
gies that mimic English writing patterns effectively bypass
these detectors. Wang et al. [87] highlighted the difficulty of
identifying Al-generated code, calling for more specialized
methods. Flores et al. [128] introduced a benchmark focusing
on compositional semantics, lexical relationships, and sensi-
tivity to modifiers. Their findings underscore the struggle of
current detectors with nuanced textual manipulations.

2) EVADING DEEPFAKE (IMAGE/VIDEO/AUDIO) DETECTION
DeepFake detection relies primarily on classifying manipu-
lated images or video frames. However, adversarial examples
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FIGURE 5. lllustration of how adversarial perturbations (often
imperceptible) can defeat ML-based DeepFake detectors.

(see Fig. 5) can degrade the performance of many ML-
based detectors with minimal impact on perceived content
quality. In the literature, various studies have focused on de-
veloping attacks to evade DeepFake detectors. For instance,
Liao et al. [129] selectively perturbed crucial pixels, achieving
state-of-the-art results with minimal Ly and L, distortions
compared to standard attacks. Hussain et al. [130] showed
that perturbing individual frames in fake videos can mislead
detectors into labeling them as real, revealing a major vul-
nerability in most detection systems. Similarly, Gandhi and
Jain [131] exploited techniques such as Fast Gradient Sign
Method (FGSM) to reduce detection accuracy from over 95%
to below 27% in certain scenarios. The authors in [132], stud-
ied the robustness of sequence-based detectors, demonstrating
successful attack rates exceeding 99% under white-box condi-
tions. A few studies have also investigated the generalizability
and transferability of adversarial perturbations. For example,
Neekhara et al. [133] introduced universal perturbations that
generalize across multiple fake video frames and different
detection architectures, where as Vo et al. [134] highlighted
the ease of transferring white-box attacks to black-box mod-
els, underscoring the need for integrated defense strategies.
Fig. 6 presents a taxonomy of AIGC detection techniques and
evasion strategies, illustrating current approaches and gaps for
further research.

3) BALANCING FIDELITY AND SECURITY IN AIGC

While enhancing the fidelity and personalization of AIGC is
essential to create immersive metaverse experiences, it also
raises important security challenges. In particular, increas-
ing the realism of synthetic content such as hyper-realistic
avatars, personalized voice synthesis, or lifelike gestures
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FIGURE 6. Taxonomy of AIGC detection techniques and evasion methods,
categorized by content type.

may inadvertently undermine the effectiveness of existing
detection systems. Specifically, methods that rely on low-level
artifacts or statistical features may struggle to differentiate
between authentic and synthetic content, particularly as gen-
erative models improve in sophistication [135]. This amplifies
the challenges related to misinformation, deepfake detection,
and content authentication. To address this issue, we advo-
cate for adopting a security-by-design approach in AIGC
development. Such an approach involves embedding detec-
tion compatibility and provenance mechanisms directly into
content generation workflows from the outset, rather than re-
lying solely on post hoc defensive measures. This principle is
consistent with well-established practices in secure software
engineering, which emphasize proactive, systemic risk miti-
gation over reactive patching [136].

F. EVALUATION METRICS
Various metrics are employed to gauge the performance of
AIGC detection methods, including Accuracy, Precision, Re-
call, and F1 Score.
® Accuracy: Proportion of correctly classified cases among
all instances.

TP+TN

A _ ,
MY = TP TN+ FP 1 FN

&)

where TP, TN, FP, and FN represent True Positives,
True Negatives, False Positives, and False Negatives,
respectively.

® Precision: Fraction of true positives among predicted
positives (crucial for avoiding false alarms).

. TP
Precision = ———. )
TP+ FP

® Recall (Sensitivity): Fraction of true positives detected
among all actual positives (important to minimize
missed detections).

TP
Recall = ——. 3)
TP+ FN

62

e F] Score: Harmonic mean of Precision and Recall, bal-
ancing their trade-offs.

Fl Score — 2 x Prec%s%on X Recall. @
Precision + Recall

When detecting AIGC, achieving high Precision helps
avoid mistakenly flagging legitimate content as Al-generated,
while high Recall ensures that genuinely Al-generated content
does not slip through. The F1 Score offers a balanced gauge
of overall detection capability—especially relevant for meta-
verse scenarios where AIGC threats evolve rapidly and exhibit
diverse forms.

G. HUMAN-CENTERED PERSPECTIVES ON AIGC IN THE
METAVERSE

End-user perceptions of AIGC, particularly regarding its
authenticity, trustworthiness, and ethical implications, are
crucial for ensuring positive engagement and psychologi-
cal comfort within immersive metaverse environments. The
relevant literature highlights that user trust in Al plays a
decisive role in shaping human—Al interactions [137]. Sim-
ilarly, Shin et al. [138] demonstrated that users’ ability to
understand and rationalize Al behavior is critical for pro-
moting perceptions of fairness and ethical alignment, which
subsequently strengthens trust and acceptance. Moreover,
Choung et al. [139] identified two distinct dimensions of
user trust in Al technologies, i.e., human-like trust and
functionality trust. Their findings indicate that while both
trust dimensions influence users’ attitudes and intention to
adopt Al, functionality trust exerts a stronger overall impact
on behavioral intention. In [140], the authors empirically
demonstrated that both cognitive trust, influenced by users’
perceptions of AI’s intelligence, transparency, and accuracy,
and affective trust, shaped by perceptions of Al empathy, are
essential for building overall trust in AIGC. Their findings
revealed that trust in AIGC significantly predicts users’ adop-
tion intentions. Moreover, they found that algorithmic bias
weakens the relationship between cognitive trust and trust
in AIGC, underscoring the need for improved fairness and
transparency in Al content delivery to sustain user trust.

V. OPEN RESEARCH ISSUES

The adoption of GenAl in the metaverse raises diverse techni-
cal, ethical, governance, and societal challenges. This section
presents the key open research issues into three thematic cate-
gories based on their relative urgency: (1) advancing security
and robustness to counter threats such as misinformation and
deepfakes, (2) ensuring ethical, inclusive, and responsible Al
development for social acceptance and trust, and (3) advanc-
ing future AIGC capabilities through immersive Al innovation
and systematic validation.
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A. ADVANCING SECURITY AND ROBUSTNESS OF AIGC IN
METAVERSE

1) ADVANCING ROBUST AND ADAPTIVE AIGC DETECTION
TECHNIQUES

The metaverse’s varied and ever-evolving AIGC landscape
demands adaptable, scalable, and accurate detection frame-
works:

® Generalizable Detection Frameworks: Multi-modal de-

tection approaches that simultaneously analyze text,
images, videos, and 3D content are essential for handling
complex metaverse environments and emerging content
types.

® Enhancing DeepFake Detection: Strengthening Deep-

Fake detection systems calls for standardized data pre-
processing, improved resilience against adversarial at-
tacks, and adaptable models that can handle multiple
DeepFake formats (e.g., face swapping, motion manip-
ulation).

® Resilience Against Detection Evasion: Adversarial sce-

narios unique to the metaverse—such as texture per-
turbations in 3D worlds or paraphrasing in textual
content—require sophisticated, context-aware defenses.
Collaborative research efforts can lead to standardized,
robust solutions.

By addressing these interconnected challenges through ro-
bust frameworks, adaptive systems, and targeted detection
enhancements, AIGC detection in the metaverse can achieve
the scalability, reliability, and security needed for its dynamic
environments.

2) ADDRESSING COMPUTATIONAL BOTTLENECKS AND

HARDWARE CHALLENGES

Real-time AIGC generation and detection in resource-

intensive metaverse environments present significant compu-

tational challenges, particularly when considering the strin-

gent latency, scalability, and hardware constraints. To meet

these demands while maintaining an immersive user experi-

ence, following complementary strategies can be considered:

® Hybrid Edge-Cloud Architectures: Splitting computa-
tional tasks between edge devices and the cloud can
optimize resource utilization and reduce latency. In this
approach, latency-sensitive operations such as initial
AIGC moderation for NPC dialogue or real-time virtual
interactions can be performed on edge devices, while
computationally intensive tasks such as large models-
based inferences or anomaly detection can be offloaded
to cloud servers. For this purpose, techniques such as
split inference allow portions of large models to run on-
device with minimal delay, while heavier computations
complete asynchronously in the cloud [141].
® Optimizing Hardware Performance: Enhancing hard-

ware efficiency through the use of specialized proces-
sors (e.g., GPUs, TPUs, etc.) combined with model
optimization techniques such as pruning [142], quan-
tization [143], and knowledge distillation [144], can
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significantly reduce computational and energy overhead
without sacrificing detection accuracy. Such lightweight
models are particularly suited for XR headsets and hand-
held devices where power and thermal limitations are
critical.

e Scalable and Adaptive Architectures: Metaverse enviro-
nments are characterized by highly dynamic user
populations. To ensure scalability, AIGC detection and
generation systems should be designed using
microservice-based architectures [145], which support
autoscaling and dynamic load balancing. In addition,
adaptive fidelity control, similar to adaptive bitrate
streaming can be employed to modulate the complexity
or richness of Al-generated content based on available
system resources and network conditions [146].

3) ENHANCING ROBUSTNESS AND VALIDATING DETECTION
TECHNIQUES IN THE METAVERSE
Ensuring that AIGC detection methods operate reliably un-
der the metaverse’s high-frequency, interactive conditions is
paramount:
® Multi-Modal and Context-Aware Detection: Detection
systems must seamlessly handle text, audio, images,
video, and 3D content. Adversarial threats (e.g., 3D tex-
ture manipulations or temporal distortions in video con-
ferencing) demand context-sensitive adaptive defenses.
o [ntegration with User-Generated Content: Al-generated
assets must harmonize with user-generated materials to
maintain immersive experiences. Context-aware systems
capable of on-the-fly adaptation can better align with
users’ real-time inputs and environmental cues.
® Real-World Validation: Benchmarks mirroring authentic
metaverse scenarios—gaming, remote training, collab-
orative design—are necessary to examine scalability,
reliability, and usability. Standardized metrics and con-
trolled experiments will further sharpen detection re-
search.

B. ENABLING ETHICAL, INCLUSIVE, AND RESPONSIBLE
AIGC DEPLOYMENT
1) ETHICAL DESIGN FRAMEWORKS
Embedding ethical principles into the metaverse development
lifecycle is crucial for fostering safe, responsible user experi-
ences:
e textitFairness, Accountability, Transparency: Existing
guidelines (e.g., IEEE’s Ethically Aligned Design [147],
EU Commission’s trustworthy Al principles [148]) pro-
vide foundational concepts, but new frameworks are
needed to address metaverse-specific challenges.
® Bias Mitigation: Careful oversight is required to identify
and reduce biases in Al-driven processes, preventing the
reinforcement of harmful stereotypes or discriminatory
outcomes.
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® Adaptive Governance: Ethical guidelines should evolve
with advances in metaverse technologies to remain rele-
vant and effective.

2) ENHANCING USER PRIVACY AND DATA PROTECTION

The immersive character of the metaverse necessitates collect-
ing and processing detailed user data, raising serious privacy
issues:

e User Control: Users must be well-informed about how
their data is gathered, stored, and utilized, with clear
consent and opt-out options.

® Privacy-Preserving Techniques: Methods like encryp-
tion, differential privacy, and anonymization can safe-
guard sensitive data [149].

e Transparent Data Practices: Clear, accessible disclo-
sures about data flows and regulatory compliance (e.g.,
GDPR) help establish trust among users.

3) DECENTRALIZED GOVERNANCE FOR THE METAVERSE
Decentralization offers potential for inclusive, community-
driven decision-making in the metaverse:

® Decentralized Autonomous Organizations (DAOs):
DAOs allow shared governance of virtual spaces,
distributing power among stakeholders, and can be
instrumental in community-driven policy enforce-
ment [150].

e Scalability and Fair Representation: Ongoing research
must address how to scale governance structures while
maintaining equitable representation and preventing
power concentration.

4) MULTILINGUAL AND EQUITABLE LLMS FOR THE
METAVERSE

Current LLMs predominantly rely on English-language train-
ing data, limiting their effectiveness for non-English speakers
and raising concerns about inclusivity in a globally oriented
metaverse. While improving multilingual capabilities is es-
sential, equitable participation in the metaverse also depends
on addressing broader systemic inequalities beyond language
alone. Therefore, research efforts should not only be devoted
to enhancing language coverage but also to accounting for
cultural, economic, infrastructural, and epistemological dis-
parities that may shape users’ ability to access and benefit
from metaverse technologies. For instance, even with mul-
tilingual support, users from low-resource regions may face
barriers due to limited connectivity, lack of affordable devices,
or cultural misalignment with Al-generated content. Beyond
these barriers, there is also a risk of cultural homogeniza-
tion where dominant language groups, Western values, and
mainstream digital norms marginalize indigenous knowledge
systems, non-Western worldviews, and locally meaningful
cultural expressions. For instance, Al models trained with-
out local input risk not only linguistic exclusion but also the
erasure or distortion of cultural narratives, as demonstrated in
African contexts where LLMs fabricated culturally inaccurate

64

information [151]. Moreover, the recent literature suggests
that data-driven systems, including language models, risk per-
petuating colonial dynamics by privileging certain ways of
knowing while erasing others [152], [153]. To support eq-
uitable metaverse access, future research and development
should consider the following:
® Language Coverage: Adapting LLMs or developing spe-
cialized language models to serve non-English speakers
and reflect the full diversity of linguistic expressions,
including low-resource and indigenous languages.
® Cultural Sensitivity: Incorporating culturally aware
training data and ethical guidelines to ensure that Al-
generated content respects diverse norms, values, and
identities.
® Addressing Biases: Mitigating linguistic and cultural bi-
ases to ensure that multilingual LLLMs foster inclusive
metaverse interactions and represent diverse user back-
grounds fairly.
® Accessibility and Affordability: Designing lightweight
models and decentralized architectures to make GenAl
tools accessible in low-resource settings, addressing eco-
nomic and infrastructural inequalities.
® Decolonial Pluralism: Embedding epistemic plurality by
including Indigenous knowledge systems, non-Western
cultural narratives, and locally relevant value frame-
works into LLM training and content generation. This
involves not only multilingualism but also respect for di-
verse worldviews and modes of expression to ensure the
metaverse reflects the full spectrum of human cultures
and not just dominant narratives.
® Benchmarking Inclusivity: Establishing standardized
multilingual and multicultural benchmarks to assess not
only language performance but also fairness, representa-
tion, and cultural relevance.

C. ADVANCING AIGC AND DETECTION CAPABILITIES IN
THE METAVERSE

1) FUTURE OF GENAI IN THE METAVERSE

Progress in GenAl for the metaverse revolves around three
main areas:

e Customization and Quality: Continued research is im-
portant for refining models, algorithms, and architectures
that produce high-fidelity, personalized content, making
Al creations indistinguishable from human-generated
materials.

e Applications in Metaverse Content Creation: GenAl can
substantially streamline content generation for applica-
tions like education, design, and commerce, including
the automated creation of virtual worlds, objects, char-
acters, and user-driven experiences.

o [ntegration with Emerging Technologies: Combining
GenAlI with AR/VR, blockchain, and Internet of Things
(IoT) opens new avenues. Blockchain, for instance, can
enhance content ownership and facilitate secure AIGC
communication in the metaverse [122], [154].
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2) TOWARDS ROBUST AND SCALABLE AIGC DETECTION
While the conventional evaluation metrics provide valuable
insights into detection effectiveness, but do not fully capture
the practical complexities of real-time metaverse applica-
tions where speed, scalability, and responsiveness are equally
important. Unlike current social networking platforms, the
metaverse presents unique challenges for AIGC detection
due to its inherently dynamic, low-latency, and multi-modal
nature. For instance, the metaverse blends text, audio, im-
ages, video, and 3D interactions simultaneously, all of which
must be processed and analyzed in near real-time to main-
tain immersion and usability. In such highly dynamic and
multi-modal settings, evasion strategies such as paraphrasing
in text, pixel-level perturbations in images, or in videos be-
come harder to detect at scale. Even subtle detection delays
can undermine the security and safety of users. Therefore,
deploying robust AIGC detectors in the metaverse requires
balancing detection accuracy with computational efficiency.
Models that are highly robust to adversarial attacks often
incur significant computational overhead, which may not be
feasible for devices operating under strict latency and re-
source constraints. On the other hand, lightweight detection
models may offer limited resilience to sophisticated evasion
strategies. Addressing these challenges will require advances
in multi-modal detection algorithms that are both compu-
tationally efficient and resilient to adversarial manipulation.
Achieving robust AIGC detection in the metaverse involves
careful system design choices that align detection fidelity with
latency requirements and resource availability. This remains
an open research challenge requiring cross-disciplinary in-
novation at the intersection of Al security, systems design,
and real-time computing. In large-scale deployments involv-
ing millions of concurrent users and diverse modalities, even
minor adversarial vulnerabilities can propagate rapidly across
networked interactions, thus amplifying risks and complicat-
ing containment.

3) ROADMAP FOR FUTURE VALIDATION OF AIGC DETECTION
TECHNIQUES

Bridging the gap between theoretical advances and real-world
applicability requires systematic validation:

® Developing Benchmark Datasets: Comprehensive, open-
source datasets that reflect the metaverse’s multimodal,
interactive nature will enable consistent evaluations of
detection methods.

® FEvaluating Robustness Under Adversarial Conditions:
Rigorous testing against adversarial manipulations—
ranging from simple input perturbations to advanced
deepfake techniques—will help refine and strengthen de-
tectors.

e Controlled Experiments in Virtual Environments: Test-
ing in simulated metaverse scenarios (e.g., virtual
meetings, gaming, educational applications) can yield
insights into scalability, user experience, and system
performance.
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e Standardizing Evaluation Metrics: Consistent metrics
facilitate fair comparisons and accelerate progress in de-
veloping effective detection solutions.

® Collaborative Validation Efforts: Joint initiatives among
academics, industry, and policy entities will ensure
alignment between emerging detection frameworks and
real-world metaverse demands.

VI. CONCLUSION

Generative Al technologies have opened up vast opportuni-
ties for content creation and user engagement across diverse
domains, with the metaverse serving as a compelling next
frontier for AIGC. However, concerns related to security,
privacy, authenticity, and responsible use call for immediate
scholarly and practical attention. In this paper, we provide a
comprehensive exploration of AIGC fundamentals, the range
of enabling GenAl technologies, and their potential in shaping
metaverse environments. We also categorize existing detec-
tion approaches aimed at curbing malicious or misleading
content, assessing their robustness against adversarial ma-
nipulations. By identifying critical gaps and presenting open
research questions, this work offers a roadmap for advancing
secure, resilient, and ethically grounded AIGC frameworks in
metaverse platforms. Through continued innovation and col-
laboration, stakeholders can harness the transformative power
of GenAl while safeguarding users’ trust and well-being in
these evolving virtual worlds.
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