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Background

The fast-evolving fields of precision oncology and 
translational research have great potential clinical 
benefits for existing and future patients. As such, patients 
with aggressive terminal diseases such as cancer should 
be able to reap the clinical benefits of the translational 
science that is being conducted as part of research in 
which they participate, in the fastest timeline possible. 
However, the growing field of genomics is in many 
ways outpacing the development of accompanying 
regulation that would allow these study participants to 
directly benefit from the studies they participate in.

One of the most contested topics is the owner-
ship of research-grade genomic data and by exten-
sion really a wide array of patient-derived research 
data. This data is unique and not to be confused with 
genomic data that is derived from clinical studies, 
laboratories that are CLIA-certified (Clinical Labora-
tory Improved Amendments) or medical devices that 
are PMA-certified (pre-market approval), which are 
beyond this discussion. The ownership of the raw and 
processed genomic data that arises from research is 
important because it dictates who can access this data 
and how it can be shared, downloaded, integrated with 
existing health data, or otherwise used. In most cases 
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Abstract
Determining the ownership of a patient’s personal genomic data is important because it impacts 
how data is governed and shared, which has both clinical and research implications for precision 
oncology. The 21st Century Cures Act enacted in December 2016 defined the ownership of clinical 
genomic data, but the governance of research-grade genomic data remains a hotly contested topic. 
The many stakeholders often have competing perspectives about ownership of raw and processed 
genomic data derived in research settings and how to weigh risks versus benefits of sharing this data 
with study participants. A growing number of research studies, policy recommendations, and ethics 
reviews have not been enough to influence changes in practice. Most genomic research is conducted 
in academia, which is guided by Institutional Review Board-approved protocols to protect study 
participants. The current standard is to limit the return of research-grade data to study participants, 
and give data ownership solely to the researchers or the research institution, since this data is not 
vetted for clinical purposes and is meant for research use only. However, these practices conflict not 
only with recommendations from peer-reviewed literature on best practices for addressing research 
study participants’ needs but might indeed run counter to legal and ethical guidelines about data 
ownership. For example, patient-participants faced with poorly understood or incurable diseases 
such as certain cancers want, and could potentially benefit from, having access to their personal 
genomic data in this rapidly evolving field. This commentary highlights the gap between the status 
quo as approved by the IRB and the literature suggesting that study participants should be given 
access to their personal genomic data. There is an opportunity to facilitate a more effective and 
ethical way to collect genomic data for research use across institutions.
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with cancer patient-participants, the tumor sample 
that they provide for extraction of genomic data is 
also a unique sample that is difficult to obtain, often 
requires surgery, and cannot be replicated. This makes 
the governance of the ownership and usage of the orig-
inal research genomic data critical because the research 
participant cannot simply go to another research lab or 
clinical lab if they wanted to obtain the same genomic 
data for themselves.

Genomic data ownership involves a large number 
of stakeholders that have incongruent goals and are 
governed by different sets of policies and priorities 
[1]. These include: patients/participants and patient 
advocacy groups, research teams and ethics com-
mittees, clinical staff, policymakers, funding groups, 
and relevant for-profit, non-profit, and professional 
organizations. While some see personal genomic data 
as a private good, others believe that it should be held 
as common property due to the nature of genomic 
research and personalized medicine needing vast 
amounts of data [2].

Among these different influences is also the federal 
law and regulation which aims to ensure the rights and 
safety of participants in human subject research. The 
most salient is the Privacy Rule from HIPAA (Health 
Insurance Portability and Accountability Act of 1996) 
that mandates a legal obligation to protect study par-
ticipant privacy and confidentiality. There is also the 
Common Rule from the DHHS (Department of 
Health and Human Services), and the Human Subject 
Protection Regulations and 21st Century Cures Act 
from the FDA [3, 4].

These regulations are set as minimum require-
ments (e.g. prohibiting re-identification of 
anonymized data) in order to protect human sub-
jects. The federal government is largely hands off 
with enforcement giving individual Institutional 
Review Boards (IRBs) the responsibility for peer-
reviewing and approving informed consent docu-
mentation and study protocols—including the 
regulation of return of personal genomic data to 
study participants [3, 5]. As a result, these IRBs are 
placed at the interface of research and clinical care—
two fields that traditionally have separate oversight 
mechanisms and very different norms, missions, 
and ethical frameworks. While the language of these 
regulations does permit individual IRBs to make dis-
cretionary judgment calls about the amount of risk 
imposed by a study’s protocol, the IRBs tend to take 
conservative interpretations to pursue ‘minimal 
risk’ and ‘practicability’ [6]. When this is applied 
as a blanket restriction against returning research-
grade data to study participants, the IRB is neglect-
ing the perhaps even greater risk to participants of 
not being able to access their genomic data. This is 
especially true for study participants who are also 
patients of poorly understood and/or incurable dis-
eases that rely on cutting-edge research to find new 
treatments and curative therapies.

Problem statement: ethical and legal 
concerns

In the past few years, there has been extensive discussion 
on the unique ethical challenges that genomic research 
brings [7, 8]. Many believe that the status quo IRB-
approved protocols fail to adequately address ethical 
concerns about study participants rights, particularly 
in regards to ‘future use of participant samples or data’ 
and ‘disclosure of results’ [9]. IRB-approved protocols 
tend to be ambiguous on genomic data ownership and 
the return of research, incomplete for consideration 
of exceptions, and often reliant on traditional (dated) 
models of privacy and informed consent.

One specific controversy is the recent concept of 
‘biorights’—should study participants maintain an 
ongoing right to control their individual research sam-
ples and do they have the right to benefit directly from 
the research [10]? Would the potential benefits from 
receiving this data (e.g. patient education, productive 
communication between researchers and participants, 
and more information to inform clinical decisions) 
outweigh the potential risks (e.g. increased psycholog-
ical distress, taking action on false positives, or other 
unintended consequences of sharing research-grade 
data)?

When it comes to research protocols that involve 
genomic data, the IRB-approved language defines 
the participant as a data donor (in this case donating 
material from which genomic data is derived), and 
informed consent as the vehicle for this essentially 
irrevocable donation to the research institution. How-
ever, IRB professionals have not reached a consensus 
regarding whether genomic studies should disclose 
incidental findings to study participants [11].

The IRB has traditionally approved informed con-
sent language stating that there is no promised return 
of research or direct benefit of participating in the 
study for the study participant. This is important for 
preventing any risks that may arise from re-identifying 
data or allowing research-grade data that is explora-
tory in nature to be used for non-research purposes. 
However, IRB committee opinions often differ from 
the desires of the study participants whom they are 
working to protect [12]. Studies have repeatedly 
shown that even healthy study participants desire to 
know ‘a broader array of genetic results than what is 
recommended’, ‘learn as much as possible about their 
health through the study’, and gain control over decid-
ing what data they want to receive and what data they 
want to share with others, including other study inves-
tigators who could make use of their data [13–15]. It 
seems that IRB-approved protocols are not currently 
consistent with what the public wants, in protecting 
the best interests of study participants and increasing 
access to data for advancing genomic research.

It is important to weigh the interests of the study 
participants with the risks of giving them access to 
their research-grade data that is not clinically reli-
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able or valid. It can be argued that all research-grade 
data should be available to the patient upon request. 
Research-grade data is only ever ‘research use’ and 
must not be used for clinical decision making, but 
can in fact contribute to opinion forming much like 
any Google search does. A treating physician and a 
patient, i.e. decision makers, will distinguish between 
a web-result from a news group and one from a peer 
reviewed paper in much the same way. In fact, there is a 
strong argument that the education of how to evaluate 
research-grade data (or news group) data is critical for 
today’s patients and physicians alike.

Traditional IRB-approved protocol regarding the 
governance of genomic data sharing has been long cri-
tiqued by researchers, study participants, and leaders 
of genomic research centers alike [10, 13, 15–17]. It has 
even been questioned whether the IRB is the appropri-
ate body to oversee what results are returned to study 
participants because providing oversight on the clini-
cal implications may be beyond the IRB’s scope of 
practice [16]. The inability to give study participants 
access to their personal genomic data altogether, due 
to IRB interpretation of the federal regulations, can be 
seen as a major bottleneck for achieving the full poten-
tial of cancer genomic research.

Returning research-grade data to study 
participants

While many studies are already returning clinically 
actionable incidental findings to study participants, 
largely in accordance to the guidelines of the 
ACMG (American College of Medical Genetics and 
Genomics), these studies have varying mechanisms 
for divulging information on any genomic findings 
outside of the 56 genes recommended by the ACMG 
[16, 18, 19]. A recent analysis of IRB-approved 
informed consent documents for genome-wide 
association studies found that the majority either 
do not provide study participants full access to their 
personal genomic data or do not address the return of 
research [20]. There are two main issues at play.

First, many research institutions are unable to 
overcome the policies that prohibit them from re-
identifying data or directly communicating with data 
donors, due to restrictive internal policies. This is likely 
due to issues of liability for the researcher or research 
institution regarding participant privacy, risks, and 
concerns for malpractice [16]. There is also a lack of 
standard operating procedures regarding how study 
investigators should provide this information to study 
participants. Given that the federal regulations and 
other guidelines can be interpreted differently by each 
institution, to both support and deny any return of 
research-grade genomic data, studies differ widely in 
whether they return raw research-grade data and how 
they do so [16, 21]. Some of the primary questions that 
researchers face when making these decisions include: 
participants’ well-being, researcher responsibility, 

institution policies, recommendations from external 
entities, and which stakeholder they believe should be 
the decision-maker (participants, principal investiga-
tors, IRBs, and/or professional organizations) [22].

Second, many research institutions are unwilling 
to provide research-grade data to study participants 
at their request because this data is not derived from 
a CLIA-certified laboratory or PMA-certified medi-
cal device [16, 23]. In order to allow laboratory data 
to be returned to study participants, the status quo 
posits that the following should be established: ‘ana-
lytical validity, clinical validity, clinical utility, clini-
cal relevance and actionability of incidental genomic 
findings’, as well as ‘disclosure protocol as approved 
by the relevant institutional review board’ [24]. Only 
clinical laboratories certified by CLIA adhere to proto
cols stringent enough to satisfy the former require-
ment. Accordingly, there is a general consensus in 
research laboratory protocols that when returning 
genomic results, these results should be either derived 
from or confirmed by CLIA-certified laboratories 
[21]. However, this notion is not fully grounded in 
empirical evidence or federal law. In terms of empiri-
cal evidence, there is insufficient data weighing the 
benefits and risks for participants receiving return 
of research-grade results for purposes other than the 
intended use of the research. Although CLIA data may 
be more stringently vetted, the downside is that its tests 
and the results are not as advanced because it takes 
time to get CLIA approval so CLIA data inherently 
lags behind cutting-edge research data. Our current 
understanding of genomics is unable to assign clinical 
significance to a majority of the information generated 
from genomic data, so CLIA data recipients can only 
view data for genes that are presently deemed impor-
tant to them. If patients were able to access their full 
genome, they could then be afforded the opportunity 
to take charge of their clinical care by comparing their 
genomic data to up-and-coming literature and find-
ings in genomic research. In terms of the law, a legal 
analysis of the situation posits that the CLIA regula-
tions do not necessitate CLIA certification require-
ments when it comes to return of results for research 
studies. According to the 21st Century Cures Act, 
‘nothing in this subsection shall be construed to limit 
the access of an individual who is a subject of research 
to information about himself or herself collected dur-
ing such individual’s participation in the research’ [4]. 
In fact, banning non-CLIA-certified laboratories from 
returning research-grade results to study participants 
may be at odds with the First Amendment [25, 26].

It is time for a paradigm shift. Could offering full 
return of research to participants be more ethically 
sound and confer more direct benefits for study par-
ticipants? Ethically, retaining data control is a pre-
condition to ‘autonomy, self-determination, privacy, 
trust, transparency, and accountability’ that must be 
preserved in human subject research to protect par-
ticipants [13]. Therefore, an individual’s control over 
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their personal genomic data should not be diminished 
unless there is adequate empirical evidence to do so 
(i.e. a direct causal relationship between their control 
rights and decrease in research dataset quality), which 
there currently is not [13]. Patient-participants faced 
with life-threatening diseases such as cancer have an 
even greater urgency with wanting access to their per-
sonal genomic data. Such patient-participants do not 
want to be ‘unnecessarily hampered by restrictive rules 
that prevent, in the name of privacy, a patient from 
benefiting more directly from data they contribute’ 
[15]. For these patient-participants, having access to 
their personal research-grade genomic data can be the 
difference between life or death, given how the rapidly 
evolving field of genomics and research breakthroughs 
can impact their clinical outcomes.

Case study: harvard returns raw research-
grade genomic data to its study participants

One large-scale genomic sequencing initiative, the 
personal genome project (PGP) founded by Harvard 
Medical School, is creating a radical paradigm shift 
by embracing an improved model of consent that is 
‘dynamic’ and ‘open’ in order to better address these 
ethical and legal concerns [27]. The study was founded 
in 2005, received high visibility for its participatory 
model and been described as bold, radical, and more 
democratic for its provision of raw research-grade 
genomic data to its study participants [13, 28, 29]. 
However, its practices were not widely adopted and 
such open access to raw research-grade genomic 
data remains highly unusual among other genomic 
research institutes. Three best practices from the PGP’s 
participatory model are identified here to demonstrate 
the feasibility of these strategies in successfully 
minimizing risks of liability and participant harm 
while maximizing direct benefits to study participants 
[12, 26].

Learning module and quiz
Studies have shown that such use of digital education 
modules for the consenting process increases 
participant understanding for what they are consenting 
to [30]. A quiz then further ensures that study 
participants sufficiently understand the risks and 
benefits associated if they choose to receive and act on 
research-grade genomic data. There is also the collateral 
benefit of participants improving their health literacy.

Dynamic consent
The PGP researchers believed that informed consent 
should not simply be one initial static form, especially 
when federal regulation and the NIH are both 
endorsing the utilization of broad consent (i.e. one-
time consent for unspecified future use of data) [31]. 
The PGP open access online consenting process allows 
participants to continuously control how their data 
can be used and shared after the first initial signing, to 

account for the fluctuating choices of these participants 
and address the ethical shortcomings of broad consent 
[13]. While researchers may fear that participants will 
then choose to restrict secondary usages of their data, 
preliminary empirical evidence shows that a large 
percentage of patients who participate in such research 
consider contributing to scientific knowledge as their 
primary goal [15, 32].

Communication between participants and 
researchers
The PGP created a proactive community of study 
participants by using the dynamic consenting process 
as a method for researchers to directly communicate 
with and support their study participants. There 
should be a push for reflecting on researcher-
participant relationships and rethinking the boundary 
between them [33].

All in all, the PGP shows that there is a feasible, 
effective, and cost-efficient way for a research study 
to gather non-anonymized genomic data, return raw 
data to study participants, and allow communication 
between participants and researchers. The resulting 
increase in communication engaged thousands of 
participants to be proactive and continuously donate 
supplementary health data to the researchers. This 
model allows for both the accelerated advancement of 
research and public health, and the potential improve-
ment of clinical outcomes for study participants. These 
results support the hypothesis that the benefits could 
outweigh the risks for giving patient-participants 
ownership of their genomic data.

Recommendations for future research

There are potential benefits to giving study participants 
access to their personal genomic data. It is time for IRB 
committees to reimagine their traditional stances on 
the return of research, and to appropriately update 
the necessary regulations. Successful case studies, such 
as Harvard’s personal genome project, can be used as 
models for how research institutions can break down 
barriers that are traditionally built between researchers 
and their study participants.

Ultimately, we envision a system that will educate 
study participants and allow them to maintain access 
to, and control of, their research-grade genomic data. 
This will address the health disparity that is being cre-
ated where only a minority of patients and study par-
ticipants are known to have received access to their 
research-grade data. Additionally, this system would 
address the economical inefficiency of the transla-
tional research field of genomics where large amounts 
of identical data are generated repetitively. Study par-
ticipants would instead have the ability to directly con-
tribute research-grade genomic data from their own 
unique samples to future studies that they are quali-
fied for. This is an approach that would reduce costs 
for future studies aiming to generate the same data, 
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potentially improving clinical outcomes for study 
participants. Moreover, this model provides an ethical 
framework for data sharing to advance research that 
bypasses multi-institutional regulatory barriers.

Future directions for validating and facilitating the 
return of research to participants include:

	1.	�Increase engagement of study participants on 
IRB committees to represent public opinion and 
give input on expectations, risks and benefits for 
ethical decision making [31, 34].

	2.	�Develop educational resources and dynamic 
consent models to provide study participants 
with a solid understanding of the benefits and 
risks associated with their participation in the 
genomic research study. This can ensure true 
informed consent and decrease the chances 
for conflict with the study participant’s future 
perspectives.

	3.	�Review current IRB-approved study protocols 
and consenting documentation to identify 
best practices on how to facilitate the 
communication of research-grade genomic 
data to study participants.

	4.	�Conduct research to examine how the return 
of research-grade genomic data might 
impact study participant clinical outcomes, 
psychological outcomes, and willingness to 
participate in future research.

	5.	�Create a Standard Operating Procedure for 
genomic data sharing, between researchers 
and study participants, in order to share best 
practices for the return of research.

	6.	�Make the process for requesting genomic data 
clearly known to study participants and clarify 
who in each research institution is responsible 
for responding to such requests.

	7.	�Amend federal laws to provide clearer 
guidelines for the return of research and more 
acknowledgement of public opinion.
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