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Abstract

Communication Service Providers (CSPs) are continuously looking forward for new
business opportunities and provision of new services to their customers. The TM
Forum Open APIs have been providing an open ecosystem for CSPs to standardize
operations and promote interoperability. However, in complex multi-stakeholder
scenarios like providing Business-to-Business (B2B) multi-site services, inter-Au-
tonomous System cooperation, and roaming, different telecom stakeholders must
collaborate and share resources to deliver services to their customers. The inte-
gration of TM Forum Open APIs with International Data Spaces (IDS) represents
a critical advancement in telecommunications service management as information
exchange is crucial for maintaining end-to-end service assurance and there is cur-
rently no solution that allows such cooperation in these contexts. This paper pres-
ents a novel integration approach that combines IDS data spaces with TM Forum
Open APIs, leveraging the FIWARE Business API Ecosystem (BAE) and Eclipse
Dataspace Components (EDC) as reference implementations. This work contributes
to the telecommunications service management by presenting a practical framework
that bridges interoperability and data sovereignty, addressing critical industry chal-
lenges related to secure data exchange and regulatory compliance, with potential
applications across various digital service scenarios. The validation approach is
comprehensive, evaluating the integrated solution across multiple dimensions. Key
assessment criteria include maintaining interoperability, enforcing data sovereignty,
preserving business ecosystem functionalities, and implementing precise access
control mechanisms.
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1 Introduction

The increasing complexity in network and service management faced by operators
in the 1980s, driven by the liberalization of the telecommunications sector, revealed
several critical challenges: the prevalence of proprietary systems, lack of interoper-
ability between solutions from different vendors, and the absence of common stan-
dards for operations management. The TM Forum was established in this context
with fundamental objectives aimed at addressing these industry-wide problems. The
TM Forum’s most significant impact on the telecommunications industry has been
realized through its Open APIs, which have fundamentally transformed how Commu-
nication Service Providers (CSPs) and providers develop and integrate their systems.
These standardized APIs have enabled system interoperability, substantially reduced
integration costs, and accelerated the deployment of new digital services. The wide-
spread adoption of TM Forum Open APIs has enabled operators to modernize their
legacy systems and embrace more agile and flexible architectures, establishing itself
as a de facto standard in the telecommunications industry for digital transformation
and service automation.

Furthermore, in today’s increasingly digital world, data has become a vital asset,
fueling innovation, guiding decision-making, and shaping advanced business strate-
gies. Traditionally, CSPs have focused on using data from customer management
systems to optimize internal operations, including price adjustments, network opti-
mization, and predictive churn analysis. However, the real value lies in leveraging
this data for collaboration, uncovering insights that would be impossible to generate
on their own. By participating in collaborative data ecosystems, CSPs can transform
this data into a valuable asset that drives the creation of innovative products and ser-
vices. Collaborative data ecosystems are reshaping how businesses interact and oper-
ate, enabling organizations to share data to enhance customer satisfaction, mitigate
supply chain risks, and introduce new offerings. As CSPs embrace this collaborative
approach, they can transition from seeing data management as a cost to integrating it
into their business model, making it a key driver of their business.

1.1 Industry Context and Current Solutions

In the telecommunications sector, the ability to exchange and advantage data across
multiple stakeholders has become a strategic requirement. Existing data-sharing
solutions—ranging from hyperscaler cloud ecosystems (e.g., AWS Data Exchange,
Google Cloud Analytics Hub), to industry-specific marketplaces (e.g., Snowflake
Data Marketplace, Databricks Delta Sharing), and even standardized API frameworks
such as the TM Forum Open APIs—have enabled Communication Service Providers
(CSPs) to interoperate more effectively and accelerate digital service delivery. These
solutions have reduced integration costs, provided more agile service orchestration,
and facilitated collaboration with third-party developers.

However, their limitations are increasingly evident in complex multi-stakeholder
scenarios such as inter-operator roaming, cross-domain service assurance, and Busi-
ness-to-Business (B2B) multi-site service provisioning. Most current approaches
remain centralized or platform-dependent, raising concerns about vendor lock-in,

@ Springer



Journal of Network and Systems Management...(2026) 34:61 Page 3 0f35 61

lack of transparency in data governance, and the absence of fine-grained control once
data is shared. In particular, while the TM Forum Open APIs have emerged as a de
facto standard for interoperability in telecommunications, they lack mechanisms for
enforcing data sovereignty—that is, ensuring that data providers retain control over
the conditions of access and use once data leaves their domain. These shortcomings
highlight the need for new paradigms that go beyond interoperability to include gov-
ernance, trust, and sovereignty.

1.2 Dataspace Paradigms: IDS and GAIA-X

In response to these challenges, the concept of data spaces has gained prominence,
particularly in Europe, as a foundation for federated, secure, and sovereign data
exchange ecosystems. Among the most influential initiatives are the International
Data Spaces (IDS) and GAIA-X frameworks.

IDS provides a reference architecture model that emphasizes usage control, data
sovereignty, and trust between participants. Its connector-based architecture allows
organizations to exchange data while retaining fine-grained control over how their
data is accessed, processed, and redistributed. IDS has been piloted across domains
such as manufacturing, health, and energy, but remains largely unexplored in
telecommunications.

GAIA-X, on the other hand, extends the dataspace paradigm beyond data exchange
by incorporating federated cloud and edge infrastructures, governance frameworks,
and service portability requirements. Its scope is broader, encompassing not only data
sharing but also cloud infrastructure, artificial intelligence services, and compliance
with European regulatory frameworks.

Both initiatives play pivotal roles in shaping the future of trustworthy digital eco-
systems. However, given its narrower focus on sovereign data exchange and its matu-
rity in defining technical building blocks for data usage enforcement, IDS aligns
more closely with the objectives of this work, which seeks to integrate data sover-
eignty into telecommunications service management.

1.3 Problem Statement and Motivation

Despite the widespread adoption of TM Forum Open APIs and the maturity of IDS
in enabling sovereign data spaces, there is no practical integration framework that
combines the two. Current solutions face significant shortcomings:

e Traditional API ecosystems (including TM Forum Open APIs) provide interoper-
ability but lack mechanisms for secure, sovereign control over shared data.

e Dataspace initiatives such as GAIA-X offer strong governance and federated ser-
vice models, but do not address the specific requirements of telecommunications
service orchestration.

e DS adoption in telecom remains minimal, with most deployments limited to
other industrial domains.
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This absence of integration results in a clear research gap: the telecommunications
sector lacks a framework that simultaneously ensures interoperability, sovereignty,
scalability, and regulatory compliance in multi-stakeholder environments. Bridging
this gap is essential for enabling next-generation digital services, where operators
and partners must cooperate without compromising security or business autonomy.

1.4 Research Objectives and Contributions

This paper addresses the identified gap by proposing and validating an integration
framework that combines IDS data spaces with TM Forum Open APIs. The specific
objectives of this study are:

e To analyze the complementarities and limitations of IDS and TM Forum Open
APIs in the context of telecommunications.

e To design a structured methodology for integrating IDS sovereignty principles
with the interoperability capabilities of TM Forum Open APIs.

e To implement and validate this integration using reference technologies, namely
the FIWARE Business API Ecosystem (BAE) and the Eclipse Dataspace Com-
ponents (EDC).

e To provide a critical comparison with alternative approaches, situating the pro-
posed work within the broader landscape of data-sharing initiatives.

The contributions of this paper are threefold:

e A novel integration model that bridges interoperability and sovereignty in tel-
ecommunications service management. TM Forum Open APIs contribute their
widespread industry adoption and proven capability to standardize telecommu-
nications operations. Complementing this foundation, IDS data spaces provide a
robust framework for data sovereignty and secure exchange of data. This synergy
would enable telecommunications operators not only to maintain current opera-
tional efficiency but also to ensure secure and controlled data exchange in an
increasingly complex and regulated digital ecosystem. The combination of both
technologies would facilitate the creation of new business models based on se-
cure data exchange while keeping control and sovereignty over sensitive business
and customer information and leveraging solutions that create value from data to
develop product offerings, manage asset catalogs, and handle product ordering
through well-established Open APIs.

e A reference implementation that demonstrates the feasibility of the proposed
approach using open-source technologies. This implementation is grounded in
a structured three-phase methodology: (1) functional integration of TM Forum
Open APIs with IDS data spaces principles, (2) analysis of the reference imple-
mentation and case study of both technologies, and (3) software integration based
on theoretical insights and case studies. Furthermore, the validation approach
comprehensively evaluates the integrated solution across multiple assessment
criteria, including interoperability, data sovereignty enforcement, catalog and
marketplace management, and precise access control mechanisms implementa-
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tion. Notably, the source code of the application implemented to demonstrate the
integration is archived in Zenodo'.

e A critical comparative analysis that situates the proposed IDS—-TM Forum Open
API integration within the broader landscape of data-sharing initiatives. Unlike
previous Industry 4.0-oriented integrations, the proposed solution demonstrates
distinct advantages in terms of (1) seamless business process integration; (2)
monetization capabilities; (3) dual compliance with TM Forum and IDS stand-
ards; (4) implementation flexibility; and (5) extensibility. This analysis highlights
how the solution complements existing business ecosystems while incorporating
sovereignty features, thereby addressing both technical and commercial require-
ments.

Paper Organization: The remainder of this paper is structured as follows. Section 2
provides the related work and background, combining both the technological foun-
dations and the critical review of existing approaches, while identifying the research
gap. Section 3 details the methodology, describing the structured approach used to
integrate both frameworks. Section 4 analyzes the technological foundations of IDS
data spaces and TM Forum Open APlIs, leading to the proposed functional integra-
tion. Section 5 presents a technical study of reference implementations, evaluating
their capabilities and interoperability. Section 6 describes the integration process,
demonstrating how IDS data spaces enhance data sovereignty within the FIWARE
Business API Ecosystem. Section 7 provides a comparative analysis of the proposed
approach, highlighting its advantages over existing solutions. Finally, Sect. 8 con-
cludes the study and discusses future research directions.

2 Related Work and Background

The integration of IDS data spaces and TM Forum Open APIs represents a promising
yet underexplored avenue for enhancing data exchange, governance, and interoper-
ability in the telecommunications sector. While significant advancements have been
made in both domains independently, and their mutual synergies have been identi-
fied, existing literature does not yet provide a comprehensive framework for their
integration. This section reviews the state of the art and background of data-sharing
solutions and dataspace initiatives, with particular attention to their applicability in
telecommunications. It begins by analyzing traditional approaches, including hyper-
scaler ecosystems, data marketplaces, and standardized API frameworks such as TM
Forum Open APIs, highlighting their strengths and inherent limitations. The section
then examines the most relevant dataspace paradigms, namely IDS and GAIA-X,
outlining their architectural principles, governance models, and sectoral adoption. A
comparative perspective is provided through two systematic analyses: the first con-
trasts traditional solutions with IDS and GAIA-X, while the second focuses on the
complementarities and weaknesses of IDS and TM Forum Open APIs. This critical

! https://doi.org/10.5281/zenodo.14796958.
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review not only clarifies the advantages and shortcomings of existing approaches but
also identifies the research gap that motivates the proposed integration.

2.1 Data-Sharing Solutions in Telecommunications

The telecommunications sector has long relied on diverse mechanisms for data
exchange, ranging from bilateral APIs to centralized data platforms. Traditional solu-
tions include hyperscaler ecosystems (e.g., AWS Data Exchange, Google Cloud Ana-
lytics Hub, Microsoft Azure Data Share), which enable large-scale data marketplaces
but often imply risks of vendor lock-in and limited sovereignty. Similarly, industry
data marketplaces (e.g., Snowflake Data Marketplace, Databricks Delta Sharing,
Oracle Data Marketplace) provide structured access to datasets but follow central-
ized governance models that do not guarantee fine-grained control over data usage.

In parallel, telecommunication-specific API frameworks—notably the TM Forum
Open APIs—have become a de facto standard for interoperability. They enable sys-
tem integration, support service orchestration, and reduce operational complexity
[1-3]. However, despite their adoption, such APIs lack mechanisms to enforce data
sovereignty once data is shared, creating trust and governance challenges in multi-
stakeholder environments.

To contextualize these limitations, Table 1 contrasts traditional solutions (APIs,
marketplaces, hyperscalers) with emerging dataspace paradigms (IDS and GAIA-X).

2.2 Dataspace Initiatives: IDS and GAIA-X

International Data Spaces (IDS) emerged as one of the earliest and most compre-
hensive specifications of the dataspace paradigm. The IDS Reference Architecture

Table 1 Comparative analysis of traditional data-sharing solutions, IDS, and GAIA-X

Criterion Traditional solutions IDS GAJA-X
Architecture Centralized, often Federated, decentralized via  Federated services and in-
platform-dependent IDS connectors [4, 5] frastructure ecosystem [6]
Data Absent; data providers Strong: usage policies, Broader scope: includes
sovereignty have to fully rely on the  enforcement, and traceability ~sovereignty of data, cloud,
control enforced by the  [4, 7] and services [6]
platform but they lose
control once shared
Interoperability Limited, sector-specific ~ High, based on open stan- Cross-sector interoper-
dards and semantic interoper- ability via standardized
ability [8, 9] service descriptions and
federated catalogues [10]
Governance Defined unilaterally by =~ Federated governance model ~European governance with
platform owners with trust anchors [4, 5] compliance to GDPR,
Data Act [10]
Scalability & Mature, widely de- Growing adoption in Industry Early-stage adoption, with
adoption ployed (TM Forum, 4.0, energy, health, but lim-  pilots in mobility, energy,
hyperscalers) ited in telecom [11-13] and cloud services [10]

Main weakness

Vendor lock-in, lack of
trust and sovereignty

Complexity of adoption,
limited sector-specific
implementations

Immaturity, dependency
on broad political/indus-
trial alignment
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Model (IDS-RAM) defines a federated infrastructure enabling participants to retain
control over their data through usage policies, identity management, and trust frame-
works [4, 5, 14]. Its applications span domains such as health, energy, and manufac-
turing [8, 9, 11]. Despite its maturity, telecommunications remain underrepresented
in current IDS deployments [11]. Studies such as [7] and [12] emphasize the potential
of IDS for enabling sovereignty in digital ecosystems, while [13] demonstrates scal-
ability challenges in industrial contexts.

GAIA-X, in contrast, extends the concept of data spaces to encompass cloud
federation, service portability, and regulatory compliance [6, 10]. Its ambition is to
establish a pan-European framework that ensures sovereignty not only of data but
also of the infrastructures and services operating on top of it. While GAIA-X aligns
with European regulatory priorities (GDPR, Data Act), its broad scope dilutes its
immediate applicability to the specific operational needs of the telecommunications
sector.

Overall, IDS provides a more targeted foundation for sovereign data-sharing solu-
tions, while GAIA-X complements it at the infrastructure and governance layers.
However, given the scope and objectives of this work, the subsequent analysis and
integration process will concentrate exclusively on IDS. The rationale for this deci-
sion is twofold. First, GAIA-X addresses a broad spectrum of concerns—including
federated cloud services, infrastructure portability, and regulatory compliance—that,
while essential at the European policy level, extend beyond the specific problem of
enabling sovereign and interoperable data exchange in telecommunications. Second,
IDS focuses directly on the data layer, providing well-defined architectural compo-
nents such as connectors, identity management, and usage control mechanisms that
are directly applicable to the integration of data sovereignty into telecom service
management. By narrowing the scope to IDS, this study ensures methodological pre-
cision and practical relevance, aligning the integration framework with the technical
requirements of the telecommunications sector while avoiding the added complexity
of infrastructure-level federation that GAIA-X entails.

2.3 TM Forum Open APIs and Telecommunications Interoperability

The TM Forum Open APIs have become the backbone of interoperability in telecom-
munications, with adoption by major CSPs and vendors worldwide [1-3]. These APIs
facilitate catalog management, product ordering, billing, and cross-operator integra-
tion, forming a robust ecosystem for digital service management. TM Forum’s Cata-
lyst projects [15, 16] have even explored the creation of trusted Telco Data Spaces,
combining APIs with data sovereignty requirements. However, these remain at the
conceptual stage, with no large-scale deployments integrating IDS principles.

Despite their maturity, TM Forum Open APIs are primarily focused on technical
interoperability and process standardization, lacking mechanisms to guarantee trace-
ability, non-repudiation, and automated enforcement of data usage policies—core
elements in IDS [4, 14]. This limitation underscores the need for complementary
approaches that embed sovereignty and trust.
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2.4 Comparative Analysis: IDS vs. TM Forum Open APIs

The integration of IDS and TM Forum Open APIs is motivated by their comple-
mentary strengths and weaknesses. While TM Forum Open APIs provide a well-
established industry standard for interoperability and operational agility, IDS ensures
sovereignty, trust, and secure governance of shared data. A direct comparison is pre-
sented in Table 2.

In summary, IDS and TM Forum Open APIs present complementary strengths
and weaknesses. IDS offers a robust framework for ensuring data sovereignty, fine-
grained usage control, and trusted exchange across domains, but lacks widespread
adoption in telecommunications. Conversely, TM Forum Open APIs are widely
adopted and highly effective in achieving interoperability and business process inte-
gration, yet they do not provide mechanisms to guarantee sovereignty or enforce
usage policies. This complementarity underscores the potential value of combining
both approaches, setting the stage for the identification of a research gap where no
existing framework fully integrates IDS sovereignty principles with TM Forum Open
APIs’ interoperability capabilities.

2.5 Identified Research Gap

The comparative review presented in the previous sections highlights that while IDS
and TM Forum Open APIs address critical but distinct dimensions of data exchange,
no existing framework effectively integrates their capabilities. Current research has
demonstrated the maturity of IDS in enabling sovereignty across domains such as
manufacturing and health [11-13], while TM Forum Open APIs have proven indis-
pensable for interoperability in telecommunications [1-3]. Yet, their evolution has
remained largely parallel, with limited cross-fertilization. Existing initiatives, such
as TM Forum Catalyst projects [15, 16], explore the potential of telco data spaces
but remain at the conceptual stage and lack concrete implementation. As a result,
the telecommunications sector continues to face a structural gap: it has access to
interoperable API frameworks without sovereignty, and to sovereignty-focused data
space architectures without sector-specific adoption. Bridging this divide is therefore

Table 2 Comparative analysis of IDS and TM forum open APIs

Criterion IDS TM forum open APIs

Primary focus Data sovereignty, usage control, and trust Interoperability and process standard-
frameworks [4, 14] ization in telecommunications [1-3]

Architecture Federated, connector-based, decentralized Centralized API-driven integrations
[4,5]

Data control Fine-grained usage policies, automated No native usage control; once ac-
enforcement, traceability [7, 9] cessed, data can be reused freely

Interoperability ~ Cross-sector, semantically rich [8, 9] Sector-specific, widely adopted in

telco [1, 2]

Adoption Growing in manufacturing, health, energy; ~ Very high in telecommunications,
limited in telecom [11, 12] global adoption by CSPs [3]

Weaknesses Complexity, lower maturity in telecom Lack of sovereignty, trust, and usage
sector control mechanisms
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essential for enabling sovereign, interoperable, and business-oriented data exchange
in telecommunications.
Summarizing, the review highlights three critical insights:

(1) Traditional data-sharing solutions (including TM Forum Open APIs) are mainly
focused on the provision of interoperability but they are typically secured with
mechanisms such as OpenID and OAuth2.0, which are good at providing the
authentication and authorization baseline, but fail to ensure advanced sover-
eignty, trustworthiness, and fine-grained control over data usage, even more
when considering in a fully de-centralized and many-to-many scenarios.

(2) Dataspace initiatives (IDS and GAIA-X) offer sovereignty and governance, but
their adoption in telecommunications remains minimal, with GAIA-X being too
broad and IDS lacking sector-specific implementations.

(3) No existing framework provides a practical integration of IDS sovereignty mech-
anisms with TM Forum Open APIs’ interoperability, leaving a gap in enabling
sovereign, scalable, and interoperable Telco Data Spaces.

This gap provides the foundation for the present work, which proposes and validates
the integration of IDS with TM Forum Open APIs as a novel contribution to telecom-
munications service management.

3 Integration Methodology

This research follows a systematic approach to integrate TM Forum Open APIs with
IDS data spaces technologies, focusing on enabling data sovereignty and trusted data
exchange while maintaining standardized interoperability and process automation
capabilities. The methodology comprises three sequential phases: (1) defining the
functional integration framework, (2) analyzing reference implementation and case
studies, and (3) integrating these cases to validate the proposed approach.

This methodology provides a structured framework for integrating data spaces
technologies with business ecosystems, balancing theoretical rigor with practical
applicability. The approach can serve as a reference for integration in the field of
trusted and sovereign data exchange applied to the management of telecommunica-
tion services.

3.1 Phase 1: Theoretical Framework Development

The first phase involves a comprehensive analysis of both technological frameworks
to establish functional integration. For TM Forum Open APIs, the analysis focuses on
understanding the standardized interfaces that manage the complete service lifecycle,
from offering creation to billing and revenue sharing. For IDS data spaces, the analy-
sis examines the core processes defined in the IDS-RAM, particularly those related
to data sovereignty and trusted data exchange. Based on this analysis, a functional
integration approach is proposed that combines both technologies, identifying key
integration points and defining the necessary interactions between their components.
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This phase’s main outcome is the development of a conceptual model that sketches
the interactions between TM Forum components and IDS data spaces, serving as a
fundamental reference for the integration process.

3.2 Phase 2: Reference Implementation and Case Study Analysis

The second phase focuses on the practical analysis of reference implementations for
both TM Forum Open APIs and IDS data spaces. FIWARE Business API Ecosystem
(BAE) is used as a reference implementation for TM Forum Open APIs, particularly
in the context of catalog and marketplace management (i.e. service monetization
and digital business automation). Correspondingly, Eclipse Dataspace Components
(EDC) Connector is employed as a reference implementation for IDS data spaces,
enabling policy-driven data transactions. Alternative implementations of these tech-
nologies also exist—for example, ONAP [17] for the TM Forum Open APIs, and
the Fraunhofer ISST Dataspace Connector [18] or the Engineering True Connector
[19] for dataspace solutions. Nevertheless, we selected BAE and EDC because both
projects are backed by active communities, ensuring long-term support. Indeed, most
of the first implementations of IDS Connectors, like the two mentioned above (i.e.
Fraunhofer ISST or Engineering True Connector) have been explicitly or implicitly
discontinued in favor of EDC. Furthermore, in the case of EDC, its software archi-
tecture is specifically designed to facilitate seamless integration with other develop-
ments, which constitutes the key feature underpinning the contribution we present in
this work.

To assess their effectiveness, this phase also includes a detailed analysis of a repre-
sentative case study for each technology. The first case study evaluates EDC’s capa-
bilities in secure data transfers and contract-driven access control, while the second
case study investigates how FIWARE BAE’s plugin architecture can incorporate IDS
governance mechanisms to ensure controlled service commercialization. These case
studies provide critical insights into the practical applicability of both frameworks
within real-world scenarios.

3.3 Phase 3: Integration and Validation

In the third phase, the insights gained from the previous two phases are employed to
integrate the aforementioned case studies and validate the proposed approach. This
involves integrating the functionalities of BAE and EDC Connector, enabling con-
tract negotiation, dynamic policy enforcement, and controlled data exchange. The
integration process ensures that sovereign data-sharing principles are maintained
while preserving TM Forum’s interoperability standards. The validation process
assesses key metrics such as interoperability, compliance with IDS policy enforce-
ment, scalability across digital service ecosystems, and the ability to enhance security
and governance within business operations.
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4 Analysis of Technological Frameworks

This section provides a comprehensive analysis of the two technological frameworks
at the core of this study: TM Forum Open APIs and IDS data spaces. It examines their
key characteristics, capabilities, and limitations, establishing a foundation for their
integration. By identifying complementarities and gaps, this analysis allows deriving
the functional integration approach proposed.

4.1 TM Forum Open APIs

In the third phase, the insights gained from the previous two phases are employed to
integrate the aforementioned case studies and validate the proposed approach. This
involves integrating the functionalities of BAE and EDC Connector, enabling con-
tract negotiation, dynamic policy enforcement, and controlled data exchange. The
integration process ensures that sovereign data-sharing principles are maintained
while preserving TM Forum’s interoperability standards. The validation process
assesses key metrics such as interoperability, compliance with IDS policy enforce-
ment, scalability across digital service ecosystems, and the ability to enhance security
and governance within business operations.

TM Forum Open APIs are technology-agnostic and can be applied across various
digital service scenarios. This high level of abstraction enables TM Forum Open
APIs to be utilized in diverse digital service scenarios beyond telecommunications,
including B2B, Internet of Things (IoT), smart health, smart grids, big data, Network
Function Virtualization (NFV), and more.

The technology-agnostic nature and extensive set of Open APIs presents a signifi-
cant challenge in demonstrating viable integration with IDS data spaces. Therefore, it
is strategic to select a specific application such as FIWARE BAE [20], which imple-
ments a relevant subset of TM Forum Open APIs focused on the catalog and mar-
ketplace management (that implicitly supports monetization and commercialization)
for digital services. In this context, FIWARE BAE provides a concrete and bounded
use case that demonstrates the feasibility of integration with IDS data spaces. This
approach not only reduces the complexity of the integration process but also offers a
practical and replicable example that can serve as a reference for future implementa-
tions in other digital service contexts utilizing TM Forum Open APIs.

FIWARE BAE implements the following TM Forum APIs to manage processes
from offer creation through billing, accounting, and revenue sharing, providing a
comprehensive solution for digital product and service management:

® The Product Catalog Management API (TMF620) manages Product Catalogs,
Product Specifications, and Product Offerings. Product Specifications provide the
technical definition of products, including all characteristics, functionalities, and
configurable parameters. Product Offerings represent different commercial ways
to offer products to the market, encompassing prices, promotional packages, and
terms and conditions. Product Catalogs facilitate the organization and publication
of these offerings.

e The Product Ordering Management API (TMF622) handles customer-initiated
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Product Orders, which are created from Product Offerings defined in a catalog.
When creating orders, customers can select values for various configurable char-
acteristics and specify the applicable pricing. This API facilitates the creation,
modification, tracking, and cancellation of product orders.

e The Product Inventory Management API (TMF637) enables customers to retrieve
information about their purchased products, including specific characteristics and
selected pricing models. This API manages product inventory operations, such as
creating, updating, and retrieving product representations in the inventory.

e The Party Management API (TMF632) manages parties, which can be individu-
als or organizations having any kind of relationship with the enterprise. This API
handles information about involved parties, including customers and organiza-
tions, centralizing relevant data for business interactions.

e The Customer Management API (TMF629) handles customer private informa-
tion that cannot be included within party resources. It maintains different ship-
ping contact mediums, including email, phone, and address, attached to different
billing accounts.

e The Billing Management API (TMF636) controls billing processes, generating
customer invoice structures and managing customer payments for specific prod-
ucts acquired in the system.

e The Usage Management API (TMF635) monitors and records service usage, pro-
viding essential data for billing and performance analysis.

By integrating these APIs the FIWARE BAE exposes its complete functionality
through industry-recognized standards, facilitating interoperability and integration
with other systems and platforms. This feature is key in achieving software integra-
tion tasks that are pursued as part of the work described in the paper.

Based on a comprehensive analysis of TM Forum Open API portfolio [21], Fig.
1 has been developed to illustrate the functional relationships between the APIs
implemented within the FIWARE BAE. This architectural diagram serves as a cru-
cial foundation for understanding the complex interactions between different API
components and their respective roles in the system’s operation. Figure 1 does not
only summarize the technical specifications outlined in TM Forum’s documentation
but also demonstrates how these standardized interfaces work together to support the
complete digital service lifecycle, from product catalog management through billing
and usage tracking. This systematic representation has been taken as a fundamen-
tal reference point for achieving the integration objectives of this work, particularly
in establishing a coherent functional integration framework between FIWARE BAE
and IDS data spaces.

4.2 IDS Data Spaces Ecosystem

A data space is a decentralized and open infrastructure that implements additional
layers to ensure sovereignty, interoperability, and trust during data exchange. Data
spaces do not replace existing data transfer technologies but rather integrate them
into a broader framework, enabling more secure and controlled data exchange across
various sectors and applications. Data sovereignty allows companies and organi-
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Fig. 1 Key functional relationships between the TM Forum’s Open APIs

zations to maintain complete control over their data. This means that data owners
decide who can access their data and under what conditions. Data spaces implement
interoperability through a combination of standards, open architectures, and specific
technical components that facilitate data exchange between different systems and
organizations. Finally, trust is implemented through a certification framework and
standards that ensure all participants and ecosystem components meet security crite-
ria and operate reliably.

The IDS-RAM provides a high abstraction level focusing on the generalization of
concepts, functionality, and overall processes involved in the creation of an IDS data
space. The IDS-RAM uses a five-layer structure whose baseline is the System Layer.
The IDS-RAM System Layer consists of several technical components designed to
facilitate secure and efficient data exchange between participating organizations.
These components include the IDS Connector, Identity Provider, App Store, Meta-
data Broker, Clearing House, and Vocabulary Hub.

Apart from specifying the decomposition of the logical software components at its
System Layer, the IDS-RAM also specifies, as part of its Process Layer, the interac-
tions taking place between the different components of an IDS data space. As it can
be seen in Fig. 2, the IDS-RAM Process Layer defines a series of key steps that facili-
tate secure and efficient data exchange between participating organizations:

e Onboarding: This process involves incorporating an organization into the IDS
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data space ecosystem. It includes credential verification, IDS Connector configu-
ration, and alignment with established security and governance policies. The goal
is to ensure that each participant meets the required standards to maintain trust
and interoperability within the data space.

e Data Offering: Once an organization is onboarded, it can offer its data products
to the ecosystem. This process is where assets and catalogs are created and man-
aged within the IDS ecosystem. Data providers define and create their data as-
sets, which are representations of the data products they wish to share (IDS Asset
Setup), and organize them into structured catalogs to facilitate discovery (IDS
Catalog). As part of this definition, metadata associated with each asset is speci-
fied, including descriptions, formats, schemas, and conditions of use. Simultane-
ously, access and usage policies are established for each asset, as well as pricing
models or commercial terms if applicable.

e Contract Negotiation: This process focuses on negotiating the terms and condi-
tions under which a data product (i.e. a dataset or data stream) will be shared and
used. It involves creating and reviewing contract offers that specify data usage
policies, restrictions, and obligations for both provider and consumer. The nego-
tiation can be automated or semi-automated and seeks to reach an agreement that
satisfies both parties.

A key function of the Onboarding process is to address the security and validation
requirements of participants. To achieve this, several security models have been pro-
posed. They have been designed to align with both the fundamental requirements
established in IDS-RAM and the specific characteristics of the environment in which
they are implemented.

However, when considering integration with TM Forum Open APIs, addressing
all these components and steps may prove unfeasible due to the diversity of use
cases and the complexity associated with each one. Therefore, in terms of compo-
nents, only the IDS Connector, as the cornerstone for the creation of a data space, is
chosen to demonstrate the integration. Technically, the IDS Connector processes and
transforms data according to specific needs while managing its storage and access.
Its design ensures interoperability through the implementation of common protocols
and standards, facilitating communication between different systems and domains.
Additionally, it aids regulatory compliance by implementing privacy controls and
maintaining detailed audit logs.

As it has been already said, the IDS Connector is a fundamental component within
the IDS architecture that acts as a control and access point for secure data exchange
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between participants. Its importance lies in implementing IDS core principles, espe-
cially data sovereignty and trusted exchange. The relevance of the IDS Connector
is present in multiple dimensions. In terms of sovereignty, it allows organizations
to maintain complete control over their data even after sharing it, implementing and
enforcing specific usage policies. From a security perspective, it provides robust
authentication mechanisms and establishes secure communication channels between
participants. However, although some of the functionalities related to product life-
cycle management and business operations, which are key when considering the
complete business process, are partially addressed within the Data Offering process,
they fall outside the main scope of the IDS Connector. Hence, they are not compre-
hensively covered.

The integration proposed in this work will primarily focus on processes directly
related to data transfer, including Data Offering — whose associated functionalities
will lie on the TM Forum Open APIs — Contract Negotiation, and Data Exchange,
which will be supported through the IDS Connector. In this context, the Onboard-
ing process will adopt a basic security model that adheres to IDS standards while it
also aligns with the specific characteristics of the technological solutions involved in
the integration. This approach maintains the integrity of IDS-RAM security require-
ments while optimizing resources dedicated to integrating the most relevant compo-
nents involved in the actual data exchange management and control.

This approach simplifies the process but does not reduce its generality and appli-
cability as it also provides an exemplary model that can be adapted for other use
cases associated with the remaining components. This strategy effectively demon-
strates integration with TM Forum Open APIs, focusing on the critical aspects of data
sovereignty and trusted data exchange, without incurring the additional complex-
ity that would involve the complete implementation of all IDS-RAM system layer
components.

4.3 Functional Integration

Based on the previous analysis of IDS data spaces and TM Forum Open APIs, this
section proposes a functional integration approach that combines both technologies.
As it has been already introduced the objective is to exploit the synergies among TM
Forum Open APIs and IDS Connector by incorporating to the inherent features of
the IDS Connector to support the creation of IDS data spaces, those brought forward
by the TM Forum Open APIs recommendations related to catalog and marketplace
management, which are supportive for the Data Offering process. Figure 3 shows the
IDS-RAM processes that have been included within the scope of the work presented
in this paper, and how they can be supported through the corresponding TM Forum
Open APIs, resulting on a functional integration supporting secure data exchange
while maintaining control and sovereignty over sensitive business and customer
information.

Firstly, as the specification and offering of products are managed through the
Product Catalog Management API (TMF620), this API is identified as an appropriate
starting point for integration due to its relationship with the functionalities required
on the IDS Asset Setup process. The creation of an asset at IDS level is based on the
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Fig. 3 Key functional integration of IDS data spaces and TM Forum Open APIs

product specifications previously defined in TMF620, along with the pricing policies
established in the Product Ordering Management API (TMF622), thereby establish-
ing a connection between both technologies.

Concerning the IDS Catalog process, it serves as a facilitating step, triggering the
negotiation process within the data spaces. While this process is essential within IDS,
it is embedded within TMF620 so it does not require any additional binding with TM
Forum Open APIs to run it.

Regarding IDS Contract Negotiation, there is a possibility that the negotiation
may not be successfully completed. In such cases, it is necessary to notify the Prod-
uct Ordering Management API to proceed with the cancellation of the previously
generated order. In this sense, it is important to note that TMF622 handles the order
lifecycle, which also supports orders’ cancelation. Creating the order upon the nego-
tiation is triggered and not only after it has been successfully finalized, obeys the
need for the provider application to know in advance the order and consumer ids, as
it will be detailed in Sect. 6.3.

Finally, in certain scenarios, data exchange may occur on a recurring basis follow-
ing an initial successful negotiation. In these cases, IDS Exchanging Data must com-
municate the volume of data transferred to the Billing Management API (TMF636)
to facilitate the corresponding billing process.

The interactions between IDS processes and Open APIs have implications for
other TM Forum APIs. For instance, canceling an order in TMF622 requires updat-
ing records in the Product Inventory Management API. Likewise, notifying TMF636
about an increase in the volume of consumed data entails updating records in the
Usage Management APL. In general, the integration focuses on the most relevant
Open APIs, allowing the pre-established functional relationships with other Open
APIs to operate autonomously.
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5 Technical Study of Reference Implementation

This section examines the technical foundations and practical deployment consider-
ations regarding reference implementations supporting the integration of IDS data
spaces with TM Forum Open APIs. By analyzing key technologies—specifically the
Eclipse Dataspace Components (EDC) for IDS and the FIWARE Business API Eco-
system (BAE) for TM Forum Open APIs— this study evaluates their interoperability,
security features, and role in facilitating trusted data exchange.

The technical insights provided here serve as the basis for the integration frame-
work proposed in later sections, ensuring both theoretical rigor and real-world appli-
cability. In this sense, it is important to highlight that the analysis described in the
following sections results from a twofold approach combining both study of the
underlying open specifications and assessment of the practical deployments that have
been carried out for realizing a real integration among the two frameworks under
analysis. Through this overview, the section highlights the critical role of reference
implementations in validating the feasibility and effectiveness of the proposed inte-
gration approach.

5.1 EDC Connector

The IDS-RAM architecture defines several core components, one of which is the
IDS Connector. This component is essential for IDS data space’s participants willing
to exchange data, as it implements the mechanisms required for secure and efficient
communication and data exchange within data spaces. There are multiple implemen-
tations of the IDS Connector, both open-source and proprietary [14]. Despite being
developed by different solution providers, all implementations must meet the funda-
mental requirement of technical interoperability. One of the most notable open-source
initiatives is the Eclipse Foundation, which has developed the Eclipse Dataspace
Components (EDC) project [22], a comprehensive set of components for data spaces
that comply with IDS requirements. The connector included in EDC offers one of the
highest levels of technological maturity, a design that facilitates the integration of
data spaces into other systems, and extensive technical documentation —key reasons
for selecting it in this study.

5.1.1 EDC Connector Architecture

The implementation of the EDC Connector is divided into two logical subsystems:
the control plane and the data plane. This separation allows the control plane to inte-
grate seamlessly with existing infrastructures and technologies responsible for data
transfer. The control plane is designed to be highly available and scalable, which is
why it operates independently of the tasks performed by the data plane. The con-
trol plane performs various functions, such as verifying that the consumer meets the
requirements to access the assets, overseeing policy enforcement, managing contract
negotiation, and carrying out any necessary configuration or preprocessing before
initiating data transfer, among others.
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On the other hand, the data plane is responsible for the actual transfer of data over
the network, leveraging existing technologies such as HTTP or FTP, for example.
The behavior of the data plane must be configured according to the type of data to be
transferred (e.g. big data, streaming, events). In this context, multiple data planes can
be configured and tailored to specific use cases.

At the control plane level, message exchange between connectors is carried out
following the IDS Dataspace Protocol (DSP Protocol) [5], a comprehensive set of
specifications that facilitates secure, reliable, and interoperable data exchange among
entities within a Data Space. The DSP Protocol includes three groups of protocols
that define the processes involved in the various phases of the data exchange life-
cycle. First, the Catalog Protocol enables the consumer to obtain a catalog of contract
offers related to the data provided by the provider. Based on the received catalog, the
Contract Negotiation Protocol allows the consumer to negotiate a potential agree-
ment with the provider regarding the use of the offered datasets. If both parties reach
an agreement, the Transfer Process Protocol is used to control the data transfer pro-
cess between the provider and the consumer. While this protocol manages the initial-
ization and termination of transfer channels, the actual data transfer and the handling
of technical exceptions depend on the transport protocol employed in each case (e.g.
HTTP, FTP, MQTT). During the negotiation process, it is essential to agree on the
properties of the datasets to be transferred, such as the transport protocol, structure,
syntax, and semantics of the data.

Third-party applications, being outside the trusted environment of the data spaces,
cannot use the DSP protocol. For this reason, the EDC Management API [23] allows
third-party applications to interact with various functionalities of a running EDC
Connector. In some cases, the EDC Management API can trigger message exchanges
between Connectors via the DSP Protocol, such as during contract negotiation or data
transfer processes.

5.1.2 EDC Case Study

The GitHub repository for the EDC project? contains several examples demonstrat-
ing how its components can be used, including detailed technical information that
enables the developer community to integrate them into other systems’. Given that
the primary scenario of the proposed integration in this paper focuses on data trans-
fer, it is essential to utilize examples from the EDC project that address this topic.
Therefore, as a case study, examples related to data transfer between provider and
consumer connectors have been selected (so-called EDC Transfer Samples) [24].
Figure 4 illustrates the entities involved and the messages exchanged during the
execution of the EDC case study. The interaction between third-party applications
(Provider App, Consumer App) and their respective connectors employs the EDC
Management API, while the interaction between connectors is performed as specified
by the DSP protocol. It is important to highlight that the DSP protocol specification
defines an equivalent state machine ruling the interactions between Connectors and

2 https://github.com/eclipse-edc.
3 https://eclipse-edc.github.io/.
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Fig. 4 Protocol messages and events in EDC case study

identifying the states on which a Connector involved in any of the phases of the con-
tract negotiation or data transfer can be, as well as the transitions among such states.

During the Asset Setup phase, the data asset that the provider intends to offer is
created, along with the definition of the policies and contract conditions associated
with that particular asset. Using EDC Create Asset API, the primary configuration
involves specifying the URL of the provider’s internal endpoint where the datasets
to be offered are stored. EDC Create Policy API allows for the definition of a set of
rules that specify how a data asset can be accessed and used. These rules essentially
define the actions that are permitted, prohibited, or mandatory for a given data asset.
EDC Create Contract API enables the provider to link the previously created policies
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to a set of assets based on their preferences. This way, the contract created through
this API establishes the conditions under which a consumer can access the assets dur-
ing the negotiation phase, as well as the policy governing the use of the assets once
access is granted.

Subsequently, the consumer needs to discover which assets are available for poten-
tial use or acquisition within the data space. The catalog facilitates the discovery and
identification of assets relevant to the consumer without requiring direct access to the
actual data at this stage. The catalog includes key metadata about the data assets, such
as dataset descriptions, associated usage policies, and access conditions. EDC Fetch
Catalog API enables the consumer to request the provider’s data catalog.

Based on the information received from the catalog, the consumer can propose a
new contract offer with terms of interest. The negotiation process begins when the
consumer sends a contract offer to the provider (EDC Start Contract Negotiation
API). The provider validates the received offer by comparing it against its own terms.
It then responds with either an agreement or a rejection, depending on the validation
outcome. If the validation is successful, both the provider and the consumer store the
agreement for future reference. This process is executed asynchronously in the back-
ground using a state machine implemented in both the provider’s and the consumer’s
connectors. The outcome of a successful negotiation is a Contract Agreement 1D,
which is required for the subsequent data transfer phase.

By means of the identifier of the previously negotiated agreement, the consumer
can request the provider to initiate the data transfer (EDC Start Transfer Process API).
Similar to the negotiation process, data transfer is managed asynchronously by the
state machine in each connector. To monitor the current state of the transfer, another
identifier, the Transfer ID, is generated. Upon receiving the DSP Request Transfer
request, the provider sends the consumer an object called Data Address through the
DSP Start Transfer message.

The Data Address object contains the endpoint where the datasets can be requested,
the storage type (e.g., Amazon S3, HTTP endpoint), the necessary credentials or
access tokens, and any additional parameters required to retrieve the data. Since the
EDC Connectors use the Data Address internally, part of its information is exposed
to third-party applications through an object called Endpoint Data Reference (EDR).
The most relevant information in the EDR is, precisely, the endpoint where the con-
sumer can send requests to query data and the authorization token for validating these
requests. Each time the provider receives a request at the endpoint indicated in the
EDR associated to that Transfer ID, it validates the token, retrieves the requested
dataset from its internal data source, and finally replies to the request by sending that
dataset to the consumer.

Figure 4 also illustrates the events generated within the EDC Connectors during
the execution of the EDC case study, e.g. AssetCreated, PolicyDefinitionCreated,
etc. These events are internal notifications that indicate state changes or milestones
reached within the DSP equivalent state machine, particularly during the negotiation
and data transfer processes. These events are part of the state machine mechanism
employed by the EDC Connector. Developers can leverage these events to imple-
ment custom logic or extensions that respond to specific stages of the negotiation and
transfer processes. Events are fundamental to the internal functioning of the EDC,
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enabling the implementation of a flexible and extensible architecture that can adapt
to various integration requirements and use cases within IDS data spaces.

For the integration of the case studies conducted in this work, the events Con-
tractNegotiationVerified, ContractNegotiationFinalized, TransferProcesslInitiated,
and TransferProcessStarted have been utilized, as it will be described in Sect. 6.3.

5.2 Business APl Ecosystem

The Business API Ecosystem (BAE) is the result of a collaboration between FIWARE
and the TM Forum. It is a joint component created by integrating the FIWARE Busi-
ness Framework with a set of the standard Open APIs provided by the TM Forum
[21]. This ecosystem enables the monetization of various types of products through-
out the entire service lifecycle, from offering creation to charging, accounting, rev-
enue settlement, and sharing.

5.2.1 BAE Architecture

As it can be seen in Fig. 5 the BAE commonly integrates with other FIWARE eco-
system components to implement comprehensive monetization services. For identity
and access management (IdM), FIWARE provides Keyrock [25], a software solution
based on OAuth 2.0 that allows applications and services, such as BAE, to delegate
authentication and authorization processes. To further secure services, FIWARE offers
the PEP Proxy component, which validates the OAuth 2.0 token’s identity and the
user’s assigned policies before forwarding the user’s request to the endpoint hosting
the dataset of interest. For context data access, this endpoint is typically deployed as
an NGSI-LD Context Broker, an HTTP Publish/Subscribe implementation based on

Seller Customer
Seller FIWARE FIWARE FIWARE FIWARE OAuth2 Customer
App Context Broker PEP proxy IDM BAE client App
Create Offering U :
Create Role [I
Purchase‘offering
BAE
Assign Role Plugin
| RequestAccess Token |
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Fig. 5 Business API Ecosystem and FIWARE components relationship
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the ETSI NGSI-LD standard [26]. The Context Broker manages the entire lifecycle
of context information, including updates, queries, registrations, and subscriptions.

Given the wide range of functionalities offered by BAE, a well-defined model is in
place for controlling user privileges and interactions between BAE components. The
component responsible for managing these roles and privileges is not the BAE itself
but the FIWARE 1dM, which provides Role Based Access Control (RBAC) mecha-
nisms. The two basic roles that are typically defined to establish access privileges for
FIWARE BAE users are seller and customer. The seller role enables users to publish
offerings for others to acquire, while the customer role allows users to acquire those
offerings.

FIWARE BAE provides various mechanisms to facilitate the creation of custom-
ized solutions and integration with third-party applications. One such mechanism is
the so-called BAE Plugins, a software component that allows the ecosystem’s func-
tionalities to be extended and tailored to handle specific types of assets and business
models. The plugins serve several important purposes:

e Implementing specific features and validations for different asset types that are
not included in the core software.

e Facilitating the monetization of various assets, both digital and physical, through-
out their lifecycle.

e Performing specific validations, managing resource access, or obtaining relevant
accounting information.

e Simplifying the integration of third-party applications with the FIWARE ecosys-
tem.

e Supporting specific pricing models, such as pay-per-use for services or APIs.

Plugins act as extension points for the Business API Ecosystem, enabling developers
to adapt the system to particular needs without modifying the software core. This
approach simplifies the creation of customized solutions and the monetization of
diverse asset types within the FIWARE ecosystem. So, it is the mechanism chosen
for implementing the integration of FIWARE BAE (and implicitly the TM Forum
Open APIs suite) with IDS data spaces.

The BAE Plugin implements its functionalities through event handlers. These han-
dlers provide methods that allow developers to include code that executes at various
points in a product’s lifecycle (e.g., product creation, updates, or purchases). Figure 6
shows how these methods are grouped into several categories based on their func-
tionality. The categories relevant to the work presented in this paper are:

e Create Product: Methods in this category manage the creation of new digital
products. They include pre- and post-creation validations, as well as the handling
of asset information and its inclusion in the product catalog.

e Create Offering: These methods handle the creation of new product offerings.
They include pricing model validations before and after creation, ensuring that
the pricing model is compatible with the asset and meets the plugin’s specific
requirements.

e Purchase Product: This method is triggered when a customer acquires a product.
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It is used to trigger the corresponding service and grant access rights to the cus-
tomer, so the product is available and accessible to the end user.

5.2.2 BAE Case Study

Figure 5 presents the interaction between the seller and customer for a regular situa-
tion involving the purchase of products listed in the FIWARE BAE Marketplace, as
well as subsequent access to the purchased datasets. FIWARE BAE has its own fron-
tend Graphical User Interface for both seller and consumer to perform their respec-
tive actions but, in this case study, the Seller App and Customer App components
have been implemented to use the underlying FIWARE BAE API [27] and FIWARE
IdM API [28].

It is important to note that the seller is responsible for the installation and configu-
ration of the BAE Plugin and, as a result, is the only entity with the permissions to
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modify its settings or functionality. The customer, on the other hand, can utilize the
preconfigured features but is not authorized to make changes.

First, the seller creates a product representing the datasets they wish to place in
their catalog and an offering that specifies the price for that product. The offered
datasets are stored in the Context Broker. To secure them, the seller restricts external
access to the Broker’s endpoint by placing it within their internal network, allowing
access only through the FIWARE PEP Proxy. As the proxy has to channel all the
requests, the seller specifies in the product description the URL of the FIWARE PEP
Proxy as the endpoint where the customer has to request the datasets. Upon complet-
ing the product creation, the on_post product spec validation event handler of the
BAE Plugin is executed. This handler creates a specific role in FIWARE 1dM, defined
by the seller, which groups a set of permissions granting access to the purchased
datasets.

The customer initiates the purchase process by sending requests to the FIWARE
BAE APL. First, to retrieve available offerings, and once selected the desired offering,
to create a purchase order, and finalize the payment. Upon completion of all these
steps of the purchase process, the on_product acquisition event handler of the BAE
Plugin is executed. This handler assigns to the customer the role previously associ-
ated by the seller in the FIWARE IdM to the purchased product, thereby granting the
necessary permissions to access the corresponding datasets.

Before accessing the datasets, the customer must pass through the verification pro-
cess of the FIWARE PEP Proxy. The customer authenticates through FIWARE 1dM
using the OAuth2 client module. Hence, the customer receives an access token that
authorizes access to the protected resources. The customer then sends a request to
retrieve the purchased datasets, which includes the access token. The FIWARE PEP
Proxy intercepts this request and verifies with the FIWARE IdM that the customer
has been assigned the appropriate role for the purchased product. If the verification
is successful, the PEP Proxy forwards the request to the Context Broker, which is the
internal endpoint within the seller’s infrastructure. Finally, the PEP Proxy only has to
forward to the Customer App the requested datasets as they have been produced by
the Context Broker.

5.2.3 Limitations of FIWARE BAE in Data Monetization

A notable shortcoming of FIWARE BAE lies in its absence of mechanisms enabling
bilateral negotiation of dataset acquisition terms. The product’s purchase conditions
are unilaterally determined by the seller. Hence, the customer only has the option
to accept or reject these pre-established terms. Consequently, the system exhibits a
seller-centric structure, granting them substantial control over the commercial rela-
tionship while relegating the customer to a primarily passive role as a payer. Further-
more, the purchase conditions predominantly focus on monetary aspects, neglecting
the potential inclusion of other salient factors such as defining the scope of permis-
sible dataset utilization or delineating the rights and obligations of both parties. It is
also important to highlight that FIWARE BAE’s involvement concludes upon pay-
ment by the customer, with no subsequent oversight regarding the actual usage of the
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acquired datasets. The inherent characteristics of IDS data spaces provides a good
complement for addressing these limitations inherent in FIWARE BAE.

6 Integration of Data Spaces into FIWARE BAE

The integration process detailed in this section builds upon the case studies analyzed
in the previous sections, demonstrating a practical implementation of data spaces
within the FIWARE BAE. Leveraging the interoperability between IDS data spaces
and TM Forum Open APIs discussed previously in Sect. 5, this approach leverages
the main features of these two ecosystems to ensure both data sovereignty and mon-
etization capabilities.

It is important to bear in mind that the primary participants in data spaces are
referred to as provider and consumer, whereas in FIWARE BAE, they are called
seller and customer. Since the roles played by both pairs of participants are essen-
tially the same, we will hereafter use the participant names defined by data spaces.

The following subsections present the technical decisions made to achieve this
integration, followed by a detailed breakdown of the implementation process.

6.1 Technical Decisions

Several key technical decisions were made to ensure a seamless and effective integra-
tion between FIWARE BAE and IDS data spaces.

6.1.1 Implementation of Essential Security Measures

While IDS data spaces are mainly pursuing the use of decentralized security models,
such as W3C Verifiable Credentials, FIWARE BAE relies on centralized authentica-
tion using OAuth2. Aligning the security mechanisms behind these two views was
beyond the scope of this work, as the focus has been put on product lifecycle man-
agement and business operations, and data transfer. However, considering that from a
functional viewpoint it is possible to reduce it to enabling access rights issuance and
verification, in this work we employed an OAuth2-based strategy to ensure interoper-
ability while maintaining compliance with IDS-RAM security standards.

6.1.2 Removal of Overlapping Components

Some FIWARE BAE components have functionalities that overlap with those identi-
fied by IDS-RAM System Layer. Since we have considered the IDS data space as
the baseline for our work and TM Forum Open APIs as complementary to provide
catalog and marketplace management support, the EDC components, specifically the
EDC Connector, were prioritized in the integration process. One major component
removed from the FIWARE BAE architecture is the FIWARE PEP Proxy, whose
functionalities are effectively handled by the EDC Connector, which in turn is man-
datory for integrating data spaces. The monetization mechanisms provided by TM
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Forum APIs remain unchanged, ensuring product purchases and role assignments
continue to serve as a bridge between FIWARE BAE and IDS data spaces.

6.1.3 Implementation of edcUser App

Similar to the BAE case study, the functionalities of the components involved in
the integration are accessed through their respective APIs. To facilitate this, a web
application (i.e. edcUser App) has been developed to act as participants represent-
ing fictional companies on both the provider and consumer sides. These applications
interact with the APIs (EDC Management API, FIWARE BAE APIs, and FIWARE
IdM APIs), triggering the underlying message exchange in each phase of the business
process. While neither application dictates the integration process, they must adhere
to the business logic to some extent. For instance, despite completing the payment,
the consumer cannot access the purchased datasets from the provider until both par-
ties have reached a contractual agreement. The complete source code for the edcUser
application is available on Zenodo'.

6.1.4 Customization of EDC Connector

The integration relies on an adapted version of the EDC Connector [29]. The original
EDC Connector code was modified to detect specific events and facilitate interac-
tions with other components during contract negotiation and data transfer. The com-
plete source code of the adapted EDC Connector is archived on Zenodo®.

6.2 Relationship with Functional Integration

The functional integration approach described in Sect. 4.3 laid the foundation for
aligning TM Forum Open APIs with IDS data spaces, ensuring interoperability
between commercial and data governance processes. The implementation outlined in
this section builds upon the conceptual framework established in Sect. 4.3 by apply-
ing its principles to a concrete software architecture.

Key aspects of the functional integration that directly influence this implementa-
tion include:

e Mapping of API interactions: Sect. 4.3 identified critical points where TM Forum
Open APIs interface with IDS data spaces. This implementation extends those
mappings by defining concrete API calls and event-driven mechanisms.

e Contract-based data exchange: The integration process formalizes the functional
interactions by embedding contract negotiation into the workflow of FIWARE
BAE, enabling enforceable data-sharing agreements.

e Role and access control synchronization: Sect. 4.3 discussed the need for align-
ing role management between FIWARE IdM and IDS data spaces. This section
implements that alignment by defining explicit role assignments within the FI-
WARE IdM framework.

4 https://doi.org/10.5281/zenodo.14796991.
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By linking the theoretical model described in Sect. 4.3 to this implementation, the
integration ensures that FIWARE BAE remains fully interoperable with IDS data
spaces while keeping its compliance with TM Forum Open API standards.

6.3 Component Interaction and Data Flow

Figure 7 illustrates the architecture of the proposed integration, highlighting the inter-
actions between FIWARE BAE, EDC Connectors, and the FIWARE 1dM.

The use of the prefixes ‘BAE,” ‘1dM,’ or ‘EDC’ in the interaction nomenclature in
Fig. 7 denotes the utilization of corresponding APIs: FIWARE BAE API, FIWARE
IdM API, and EDC Management API, respectively. Interactions devoid of these des-
ignated prefixes serve the purpose of exhibiting demonstration process information
within the context of the edcUser application. In addition, the grey interactions cor-
respond to the DSP protocols, which work asynchronously in the background.

The workflow can be divided into three main phases: (1) asset creation and com-
mercialization, (2) contract negotiation, and (3) secure data exchange. The steps
within each of these phases are described in detail below.

6.3.1 Phase 1: Asset Creation and Commercialization
1. Defining the digital asset in FIWARE BAE:

e A plugin is installed in FIWARE BAE to define a new asset type. In our case, this
asset type allows to define a URL as an endpoint. The provider retrieves it using
the BAE Get Asset Types API.

e Based on the asset type selected, the provider creates a new digital asset (BAE
Asset) using the BAE Create Asset API. The asset defines a public endpoint
where the consumer will request the datasets of interest. This endpoint will not
respond to consumer requests until access rights are granted.

N

. Product and offering definition:

e The provider generates a BAE product linked to the previously defined BAE
asset, incorporating additional commercial information (BAE Create Product).

o A BAE offering is then created (BAE Create Offering), defining the pricing model
and payment terms.

e The on_post product spec_validation event handler in the BAE Plugin is trig-
gered automatically and creates a specific role (ASSET BUYER) in FIWARE
IdM. This role will later be assigned to consumers upon successful contract ne-
gotiation.

w

. Asset registration in EDC:

The provider generates a new asset (EDC Asset) using the most relevant proper-
ties of the previously created BAE asset, BAE offering, and BAE product, ena-
bling the linkage of assets across both technologies. Additionally, the internal
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Fig.7 Integration of data spaces in FIWARE BAE

endpoint of the provider, where the actual datasets intended for sale are stored, is
included (EDC Create Asset).

e The terms governing the sharing and access of datasets are established through
the EDC Create Policy, while the agreements defining the policies to be enforced
upon the datasets after their sale are specified in the EDC Create Contract. All
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created policies are automatically stored in the EDC catalog.
4. Consumer requests available BAE assets:

e The consumer queries FIWARE BAE for available offerings (BAE Get Offering
List).

e Once an offering is selected, a purchase order is created (BAE Create Order), trig-
gering the standard BAE payment process.

e The on_product acquisition event is triggered in the BAE Plugin, notifying the
provider of the information that identifies the consumer and the order acquired.
The provider will subsequently use these IDs, during the negotiation process, to
assign the ASSET BUYER role to the consumer.

At this stage of the integration, the customer has already completed the payment
for the desired datasets but has not yet been granted access. They already know the
URL of the public endpoint to request the datasets. However, they lack the neces-
sary authorization to retrieve them. To obtain access, the negotiation process must
be finalized.

6.3.2 Phase 2: Contract Negotiation in the Data Spaces
1. Negotiation process in EDC:

o The consumer retrieves the catalog of available data assets from the provider’s
EDC Connector (EDC Fetch Catalog).

o The consumer selects an asset and initiates contract negotiation (EDC Start Ne-
gotiation), potentially proposing modifications to the default contract terms.

e The negotiation process occurs asynchronously, with the EDC Connector manag-
ing state transitions until both parties reach an agreement.

2. Assignment of access rights:

o When both participants successfully validate the contract, the ContractNegotia-
tionVerified event is triggered within the provider’s EDC Connector.

e The provider uses FIWARE IdM APIs to assign the ASSET BUYER role to the
consumer, authorizing access to the purchased dataset.

e The negotiation process concludes with the ContractNegotiationFinalized event,
signaling to the consumer that access to the datasets is now enabled.

If the participants fail to reach an agreement during the negotiation process, the con-
sumer is not assigned the ASSET BUYER role, and a notification is sent to the Product
Ordering Management API of the TM Forum APIs embedded within FIWARE BAE
to cancel the order for the acquired product. The IDS Dataspace Protocol enables the
manual implementation of intelligent retry mechanisms based on the states and error
codes generated by failed negotiations.
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6.3.3 Phase 3: Secure Data Exchange
1. Initiating the data transfer:

® The consumer starts the data transfer process by sending an EDC Start Transfer
request.

o When the TransferProcessinitiated event is triggered in the provider’s EDC con-
nector, it is verified that the consumer holds the required ASSET BUYER role in
FIWARE IdM before proceeding.

2. Providing the consumer with access credentials:

e Upon successful verification, the provider’s EDC Connector generates an End-
point Data Reference (EDR), containing: (a) the public endpoint for dataset re-
trieval, and (b) the required authentication token.

o The consumer retrieves the dataset using the EDR, ensuring that data exchange
complies with the negotiated contract terms.

The verification phase is crucial, as it ensures that the consumer has successfully
completed the negotiation process. If the consumer fails to pass this phase, the data-
set transfer is not executed, and a notification is sent to the Billing Management API
of the TM Forum APIs embedded within FIWARE BAE to cancel the billing and
purchase order.

7 Discussion on Comparative Analysis and Advantages

Recent approaches to integrating data spaces with existing systems have primarily
focused on Industry 4.0 scenarios, where the emphasis is on manufacturing processes
and industrial data exchange. Stojanovic et al. [30] propose a layered architecture that
aligns Industrial Data Space components with Industry 4.0 elements, thereby facili-
tating industrial automation. Similarly, prior research has explored the integration of
Industry 4.0-compliant Digital Twins with International Data Spaces, leveraging the
ISO DIS 23,247 architectural framework to ensure data sovereignty [12]. Further-
more, the use of the IDS reference model for scalable Digital Twin implementations
has been demonstrated in the manufacturing sector, addressing key concerns related
to data protection and sovereignty [13]. While these approaches provide robust solu-
tions for industrial automation and data exchange, they do not comprehensively
address the challenges of integrating data sovereignty with broader business ecosys-
tem processes.

Our proposed solution offers several distinct advantages over existing approaches:

1. Business process integration.

o While previous solutions focus mainly on technical interoperability, our approach
seamlessly integrates data sovereignty mechanisms with established business
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processes through the TM Forum Open APIs framework.

e The integration leverages existing business ecosystem components (BAE Plugin
architecture) rather than requiring new intermediate layers, reducing implementa-
tion complexity.

2. Monetization capabilities.

e Unlike industrial integration approaches, which primarily address data exchange,
our solution maintains full monetization capabilities through the FIWARE BAE.

e The integration enables flexible pricing models and revenue sharing while ensur-
ing data sovereignty, a combination not previously addressed in existing solu-
tions.

3. Standards compliance.

e Our approach maintains compliance with both TM Forum standards and IDS-
RAM specifications, ensuring interoperability at both the business level and data
spaces level. In fact, the design that has been proposed looks for the synergies that
exists between the two ecosystems.

e The solution allows organizations to leverage their existing investments in TM
Forum-compliant systems while adopting capabilities of IDS data spaces.

4. Implementation flexibility.

e The modular design, based on the BAE Plugin architecture and EDC Connector
events, enables gradual adoption of IDS data spaces features without disrupting
existing services.

e Organizations can selectively implement specific aspects pertaining to data sov-
ereignty, identity, authentication and authorization management or access and us-
age policies, while maintaining their current business operations and the same
integration structure.

5. Extensibility.

e The integration framework can be extended to support additional data spaces
features or business processes through the plugin mechanism or connector func-
tionalities.

e The event-based architecture facilitates the incorporation of new functionalities
without modifying the core integration components.

This combination of features positions our solution as particularly suitable for organi-
zations seeking to enhance their existing business ecosystems with data sovereignty
capabilities, especially in contexts where commercial aspects are as critical as techni-
cal data exchange requirements.

The integration of IDS data spaces into FIWARE BAE enhances traditional asset
monetization by introducing contract negotiation and granular access control. Table 3
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Table 3 IDS and FIWARE BAE integration improvements

Aspect Standard FIWARE BAE workflow Proposed integration

Negotiation flexibility =~ Consumers must accept predefined Consumers can negotiate cus-
conditions tom contract terms

Data sovereignty No control over data usage post-purchase Data sharing governed by

enforceable contracts.
Access control Role assignment based solely on payment ~ Role assignment contingent on
contract validation.
Role assignment depends on the
parties reaching an agreement.
Traceability No tracking of data usage after purchase EDC Connector enforces data
access policies.

summarizes the key improvements that are achieved through the complementarity of
both ecosystems that have been leveraged by the solution that we have proposed in
this paper.

8 Conclusions and Future Work

The work described in this paper has demonstrated the feasibility and benefits of inte-
grating TM Forum Open APIs with IDS data spaces technologies, addressing critical
gaps in current telecommunications service management systems while preserving
their established strengths. The implementation, validated through comprehensive
case studies, proves that data sovereignty and trusted exchange can be effectively
incorporated into existing business ecosystems without compromising their core
functionalities.
Key findings include:

e The thorough analysis of the functional characteristics of both frameworks has
led to a functional integration, which serves as the foundation for the software
integration implementation.

e The successful mapping between BAE Plugin handlers and EDC Connector
events enables seamless integration of commercial and data governance process-
es.

e The proposed architecture maintains separation of concerns while ensuring coor-
dinated operation of both frameworks.

e The integration solution effectively addresses the limitations of TM Forum Open
APIs regarding data sovereignty and usage control.

The practical implications of this work are significant for the telecommunications
industry. Organizations can now implement robust data governance mechanisms
while maintaining standardized business processes, enabling new business models
based on controlled data exchange. The solution’s modular design, based on plugins
architecture and asynchronous events, allows for gradual adoption, reducing imple-
mentation risks and costs. Moreover, the modularity also enables for the adoption of
different solutions supporting the included functionalities, mainly in terms of how
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identities and authorization are managed so that Self Sovereign Identities frame-
works (preferred on the IDS data spaces ecosystems) could be used.

However, several limitations should be acknowledged. The current implementa-
tion focuses on specific components of both frameworks, and further work is needed
to extend the integration to other elements. Additionally, the security model requires
further development to fully align with production requirements.

Future research directions include:

Extending the integration to include additional IDS-RAM components.
e Developing comprehensive security models that address both frameworks’ re-
quirements.

e Investigating scalability aspects for large-scale deployments.
e Exploring integration with other data spaces implementations.
e Evaluating performance impacts in production environments.

As data spaces continue to evolve and gain adoption across industries, this integration
framework provides a foundation for future developments in trusted data exchange
within business ecosystems.
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