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D IGITAL health and AI-enabled technologies hold the promise
of addressing gaps in healthcare, but balancing rapid market

access with the need for safe, functional, and user-centered solutions
remains a challenge [1], [2]. Regulatory requirements for device
development and market approval demand detailed documentation
and predetermined protocols, which can limit the adaptability devel-
opers require for iterative improvement and real-world testing with
patients and healthcare professionals [1], [3], [4]—an approach that
would be highly beneficial for digital and AI-enabled technologies.
As a result, key factors like clinical workflow integration, interoper-
ability, and usability with the real range of in-use devices are often
overlooked or addressed in a cursory fashion [5].

Living Labs and Regulatory Sandboxes are two related
approaches that allow greater freedom of experimentation and hold
promise for addressing these challenges by supporting smoother
integration into clinical workflows [6] (Figure. 1). Living Labs
function as innovation ecosystemswhere stakeholders co-design and
test products in near real-world settings, emphasizing user engage-
ment and iterative development. Similarly, Regulatory Sandboxes
provide real-world-inspired environments for testing but focus on
collaboration between companies and regulators, allowing tempo-
rary regulatory flexibility to assess market feasibility under super-
visory oversight. However, current regulations governing clinical
development and testing methodologies [7], [8], [9] are not yet fully
suited to accommodate these models [1], creating tension between
fostering innovation and ensuring compliance. Until regulations
evolve, developers must carefully balance agility with compliance
with rigid approval regimes.

Advancements in AI-enabled monitoring and digital automation
can support adaptive development while maintaining oversight and
safety standards. Wearable and contact-free monitoring tools allow
continuous data collection, improving decision-making and patient
safety while supporting regulatory processes [10]. Integrating this
data into Quality Management Systems (QMS) can automate doc-
umentation and procedures, streamlining processes while ensuring
rigorous oversight. The use of dynamic consent models should
also be part of this framework, enabling patients and healthcare
professionals tomanage data collection and sharing in real time [11].

Predetermined Change Control Plans (PCCPs), originally
designed for market approval, could also be applied to testing
methodologies by defining acceptable changes in device perfor-
mance without requiring repeated formal amendments [12], [13].
Clear and concise standard operating procedures (SOPs) and study
plans for Living Labs can fix boundaries for experimentation

FIGURE 1. Features of Living Labs and Regulatory Sandboxes that enable
stakeholder interaction and real-world feedback in early and late product
clinical development and clinical validation. Digitally advanced Living
Labs can provide continuous and consented monitoring that enhances
clinical insight, that can enable greater flexibility in clinical study design,
safe iteration of product design in testing, and that can support the true
goals of regulatory approval processes: safe products well-adapted to
real-use scenarios and that can be better integrated into clinical
workflows.

without stifling innovation, ensuring regulatory integrity while
allowing flexibility.

Due to a lack of practical approaches, perceived high costs [14],
and inadequate governance frameworks, Living Labs are not yet
fully standardized within healthcare strategies. However, regula-
tory thinking is evolving. For example, in the USA, the FDA has
introduced the ‘‘Home as a Health Care Hub’’ initiative, aiming
to incorporate system-level and user-centric approaches into digital
health innovation [15]. In the EU, the AI Act requires member states
to establish Regulatory Sandboxes for AI by 2026 [16]. These Sand-
boxes currently focus more on late-stage development than early
innovation though, and their implementation details remain unclear.

We argue that in order to realize the vision for safe and innovative
digital health that significant investment in Regulatory Sandboxes is
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essential. These Sandboxes must operate in a flexible, user-centric,
real-world testing manner—similar to Living Labs, exploring not
just one medical device under development, but the changes in
hospital workflows and healthcare provider roles that accompany
innovation, and particularly digital transformation. A risk of strin-
gent regulations applied without flexibility or pragmatism is the
discouragement of the development of devices that can function well
together and be adaptable to clinic needs. An important example
of past failure in this regard is the disruption, stress, and fatigue
of healthcare providers through multiple incompatible and non-
interoperable medical device alarm systems, designed for the lia-
bility safeguarding of the manufacturer rather than for the true safe-
guarding of the patient [17]. It is imperative that similar problems
are avoided in future digital transformation and the implementation
of AI in medicine.

Without adequate investment in Regulatory Sandboxes, oper-
ating as Living Labs, we risk stifling innovation, losing mar-
ket interest, and missing out on healthcare solutions that are
patient-centered, technically sound, and grounded in strong safety
frameworks.

ACKNOWLEDGMENT
The views and opinions expressed are those of the authors only and
do not necessarily reflect those of the European Union. Neither the
European Union nor the granting authorities can be held responsible
for them. Responsibility for the information and views expressed
therein lies entirely with the authors.

They acknowledge the use of the ChatGPT languagemodel (GPT-
3.5 and GPT-4, OpenAI, Inc., San Francisco, CA, USA) for assisting
in refining some text of this manuscript. The graphical elements in
this article were designed using Canva (www.canva.com). Addition-
ally, they utilized the ScienceOS platform (https://app.scienceos.ai)
to find certain relevant research articles during the preparation of
this work.

AUTHOR CONTRIBUTIONS
Rebecca Mathias, Anett Schönfelder, Cindy Welzel, and Stephen
Gilbert developed the concept of the manuscript. Rebecca Math-
ias and Stephen Gilbert wrote the first draft of the manuscript.
Rebecca Mathias, Anett Schönfelder, Cindy Welzel, and Stephen
Gilbert contributed to the writing, interpretation of the content,
and editing of the manuscript, revising it critically for important
intellectual content. Rebecca Mathias, Anett Schönfelder, Cindy
Welzel, and Stephen Gilbert had final approval of the completed
version. Rebecca Mathias, Anett Schönfelder, Cindy Welzel, and
Stephen Gilbert take accountability for all aspects of the work in
ensuring that questions related to the accuracy or integrity of any
part of the work are appropriately investigated and resolved.

COMPETING INTERESTS
Stephen Gilbert declares a nonfinancial interest as an Advisory
Group Member of the EY-coordinated ‘‘Study on Regulatory Gov-
ernance and Innovation in the field of Medical Devices’’ conducted
on behalf of the Directorate-General for Health and Food Safety
(SANTE) of the European Commission. He declares the following
competing financial interests: he has or has had consulting relation-
ships with Una Health GmbH, Lindus Health Ltd., Flo Ltd, ICURA
ApS, Rock Health Inc., Thymia Ltd., FORUM Institut fu¨r Man-
agement GmbH, High-Tech Gru¨nderfonds Management GmbH,
Directorate-General for Research and Innovation Of the European

Commission, andAdaHealth GmbH, and holds share options in Ada
Health GmbH.

REFERENCES
[1] S. Gilbert, S. Anderson, M. Daumer, P. Li, T. Melvin, and R. Williams,

‘‘Learning from experience and finding the right balance in the governance
of artificial intelligence and digital health technologies,’’ J. Med. Internet
Res., vol. 25, Apr. 2023, Art. no. e43682, doi: 10.2196/43682.

[2] B. Derraz et al., ‘‘New regulatory thinking is needed for AI-based person-
alised drug and cell therapies in precision oncology,’’ NPJ Precis. Oncol.,
vol. 8, no. 1, p. 23, Jan. 2024, doi: 10.1038/s41698-024-00517-w.

[3] S. Gilbert, A. Pimenta, A. Stratton-Powell, C. Welzel, and T. Melvin,
‘‘Continuous improvement of digital health applications linked to real-
world performance monitoring: Safe moving targets?’’ Mayo Clinic
Proc., Digit. Health, vol. 1, no. 3, pp. 276–287, Sep. 2023, doi:
10.1016/j.mcpdig.2023.05.010.

[4] Y. S. J. Aquino et al., ‘‘Defining change: Exploring expert views about
the regulatory challenges in adaptive artificial intelligence for healthcare,’’
Health Policy Technol., vol. 13, no. 3, Aug. 2024, Art. no. 100892, doi:
10.1016/j.hlpt.2024.100892.

[5] C.Welzel, F. Cotte, M.Wekenborg, B. Vasey, P.McCulloch, and S. Gilbert,
‘‘Holistic human-serving digitization of health care needs integrated auto-
mated system-level assessment tools,’’ J. Med. Internet Res., vol. 25,
Dec. 2023, Art. no. e50158, doi: 10.2196/50158.

[6] K. Kert, M. Vebrova, and S. Schade. (2022). Regulatory Learning in
Experimentation Spaces European Commission, 2022, JRC130458. JRC
Publications Repository. Accessed: Nov. 11, 2024. [Online]. Available:
https://publications.jrc.ec.europa.eu/repository/handle/JRC130458

[7] Regulation (EU) 2017/745 of 5 April 2017 on Medical Devices, Amend-
ing Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation
(EC) No 1223/2009 and Repealing Council Directives 90/385/EEC and
93/42/EEC, Eur. Parliament Council Eur. Union, Brussels, Belgium, 2017.

[8] Medical Device Coordination Group, Guidance on Clinical Evaluation
(MDR)/Performance Evaluation (IVDR) of Medical Device Software, Eur.
Commission, Brussels, Belgium, Mar. 2020.

[9] Clinical Investigation of Medical Devices for Human Subjects—Good
Clinical Practice, Standard ISO 14155:2020, 2020.

[10] H. Mehta. (2024). The Evolving Role of Contact-Free AI Devices in
Clinical Trials. Regul. Focus Q. 4, 34–41 (2024). Published by Regulatory
Affairs Professionals Soc. (RAPS). Accessed: Dec. 2, 2024. [Online].
Available: https://www.raps.org/news-and-articles/news-articles/2024/9/
the-evolving-role-of-contact-free-ai-devices-in-cl?mkt_tok=MjU5L
VdMVS04MDkAAAGWK84q83K23QDX1sUmQPexdVy8MwpP-
KgY_iy_TYvjwje3q1fkbL8rznJN6E8_5108-0mtQo-AQEJJF5Iju
1QzFvLmvYYH8VRwiiFVGbN4

[11] S. Brückner, T. Kirsten, P. Schwarz, F. Cotte, M. Tsesis, and S. Gilbert,
‘‘The social contract for health and wellness data sharing needs a trusted
standardized consent,’’ Mayo Clinic Proc., Digit. Health, vol. 1, no. 4,
pp. 527–533, Dec. 2023, doi: 10.1016/j.mcpdig.2023.07.008.

[12] S. Gilbert, M. Fenech, M. Hirsch, S. Upadhyay, A. Biasiucci, and
J. Starlinger, ‘‘Algorithm change protocols in the regulation of adaptive
machine learning–based medical devices,’’ J. Med. Internet Res., vol. 23,
no. 10, Oct. 2021, Art. no. e30545, doi: 10.2196/30545.

[13] Predetermined Change Control Plans for Machine Learning-Enabled
Medical Devices: Guiding Principles, U.S. Food Drug Admin., Silver
Spring, MD, USA, 2024.

[14] T. Eskelinen, M. Rajahonka, and K. Ritala. (2020). The Concept and
Practice of Living Labs as Innovation Accelerators. Laurea Univ. Appl.
Sci., Vantaa, Finland. Accessed: Feb. 27, 2025. [Online]. Available: https://
scanbalt.org/wp-content/uploads/2020/04/Laurea-Julkaisut-137.pdf

[15] U.S. Food and Drug Administration. Home Health Care Hub. Accessed:
Mar. 4, 2025. [Online]. Available: https://www.fda.gov/medical-
devices/home-health-and-consumer-devices/home-health-care-hub

[16] Regulation (EU) 2024/1689 of 13 June 2024 Laying Down Harmonised
Rules on Artificial Intelligence and Amending Regulations (EC) No
300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858,
(EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU)
2016/797 and (EU) 2020/1828, Eur. Parliament Council Eur. Union,
Brussels, Belgium, 2024.

[17] J. Chromik et al., ‘‘Computational approaches to alleviate alarm
fatigue in intensive care medicine: A systematic literature review,’’
Frontiers Digit. Health, vol. 4, Aug. 2022, Art. no. 843747, doi:
10.3389/fdgth.2022.843747.

VOLUME 13, 2025 215

http://dx.doi.org/10.2196/43682
http://dx.doi.org/10.1038/s41698-024-00517-w
http://dx.doi.org/10.1016/j.mcpdig.2023.05.010
http://dx.doi.org/10.1016/j.hlpt.2024.100892
http://dx.doi.org/10.2196/50158
http://dx.doi.org/10.1016/j.mcpdig.2023.07.008
http://dx.doi.org/10.2196/30545
http://dx.doi.org/10.3389/fdgth.2022.843747

